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e Example 107-Multiple PClroot bridge driver entry point

e Example 108-UEFI Runtime Driver entry point

e Example 109-UEFI Runtime Driver INF Fle

e Example 110-UEFI Runtime Driver entry point with Unload feature
e Example 111-Containing record macro definitions

e Example 112-Containing record macro definitions

e Example 113-Simple private context data structure

e Example 114-Complex private context data structure
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e Example 122-Driver Binding Protocol

e Example 123-Driver Binding Protocol declaration

e Example 124-Service Binding Protocol

e Example 125-Service Binding Protocol for Service Driver

e Example 126-Component Name Protocol

e Example 127-Component Name 2 Protocol

e Example 128-Driver Diagnostics Protocol declaration

e Example 129-GetDriverName() for Device, Bus, or Hybrid Driver

e Example 130-GetControllerName () Service

e Example 131-GetControllerName() for a Device Driver

e Example 132-Controller names in private context data structure

e Example 133-Adding a controller name to a dynamic controller name table
e Example 134-Freeing a dynamic controller name table

e Example 135-Device driver with dynamic controller names

e Example 136-GetControllerName() for a Bus Driver or Hybrid Driver
e Example 137-Example of a Unicode string file

e Example 138-Example of a Unicode string file

e Example 139-ExtractConfig() Function

e Example 140-RouteConfig() Function

e Example 141-Callback function

e Example 142-Unicode string file with support for multiple languages
e Example 143-Sample VFR file, simplified

e Example 144-Driver Diagnostics Protocol

e Example 145-Driver Diagnostics 2 Protocol

e Example 146-Driver Diagnostics Protocol declaration

e Example 147-RunDiagnostics() Service

e Example 148-RunDiagnostics() for a Device Driver

e Example 149-RunDiagnostics() for a Bus Driver or Hybrid Driver

e Example 150-Driver Health Protocol

e Example 151-Install Driver Health Protocol

e Example 152-GetHealthStatus() Function of the Driver Health Protocol
e Example 153-GetHealthStatus() for a Device Driver

e Example 154-GetHealthStatus() for a Bus Driver or Hybrid Driver

e Example 155-Repair() Function for a Device Driver

e Example 156-Repair() for a Bus Driver or Hybrid Driver

e Example 157-Driver Family Override Protocol
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e Example 158-Install Driver Family Override Protocol

e Example 159-GetVersion() Function of the Driver Family Override Protocol
e Example 160-Driver Support EFI Version Protocol

e Example 161-Driver Supported EFI Version Protocol Feature

e Example 162-Bus Specific Driver Override Protocol

e Example 163-Private Context Data Structure with a Bus Specific Driver Override Protocol
e Example 164-Private Context Data Structure Initialization

e Example 165-Install Bus Specific Driver Override Protocol

e Example 166-Uninstall Bus Specific Driver Override Protocol

e Example 167-GetDriver() Function of a Bus Specific Driver Override Protocol
e Example 168-Adding Driver Imnage Handles

e Example 169-Supported() Reading partial PCI Configuration Header
e Example 170-Supported() Reading entire PCI Configuration Header
e Example 171-Start() for a 64-bit DMA-capable PCl controller

e Example 172-Restore PCl Attributes in Stop()

e Example 173-Completing a memory write transaction

e Example 174-Accessing ISA resources on a PCl controller

e Example 175-Locate PCl handles with matching bus number

e Example 176-Map() Function

e Example 177-Completing a bus master write operation

e Example 178-Bus master read operation

e Example 179-Bus master write operation

e Example 180-Allocate bus master common buffer

e Example 181-Free bus master common buffer

e Example 182-PCI I/O 8-bit fill with a loop

e Example 183-PCI I/O 32-bit fill with a loop

e Example 184-PCl I/O 8-bit fill without a loop

e Example 185-PCI I/O 32-bit fill without a loop

e Example 186-PCI I/O FIFO using a loop

e Example 187-PCI I/O FIFO without a loop

e Example 188-Scroll frame buffer using a loop

e Example 189-Scroll frame buffer without a loop

e Example 190-Read PCI configuration using a loop

e Example 191-Read PCI configuration 32 bits at a time

e Example 192-Read PCI configuration 32 bits at a time

e Example 193-Write 1MB Frame Buffer using a loop

e Example 194-Write 1MB Frame Buffer with no loop

e Example 195-Using Mem.Read() and Stall() to poll for 1 second

e Example 196-Using Polllo() to poll for 1 second

e Example 197-EfiRom Utility Help

e Example 198-EfiRom Utility Dump Feature

e Example 199-UEFI Driver INF Fle for PCI Option ROM

e Example 200-Specify name of FDF file from a DSC file

e Example 201-Using an FDF file to Generate PCl Option ROM images
e Example 202-USB 2 Host Controller Protocol

e Example 203-USB I/O Protocol

e Example 204-Supported() service for USB host controller driver

e Example 205-Disable USB Legacy Support

e Example 206-Supported() for a USB device driver

e Example 207-USB mass storage driver private context data structure
e Example 208-USB Mouse Private Context Data Structure

e Example 209-Setup asynchronous interrupt transfer for USB mouse driver
e Example 210-Completing an asynchronous interrupt transfer
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e Example 211-Retrieving pointer movement

e Example 212-Extended SCSI Pass Thru Protocol

e Example 213-SCSI Pass Thru Mode Structure for Single Channel Adapter
e Example 214-SCSI Pass Thru Mode Structure for Multi-Channel Adapter
e Example 215-SCSI Pass Thru Mode Structures for RAID SCSI adapter
e Example 216-Building Device Path for ATAPI Device

e Example 217-Non-Blocking Extended SCSI Pass Thru

e Example 218-Blocking and non-blocking modes

e Example 219-Supported() for a SCSI device driver

e Example 220-ATA Pass Thru Protocol

e Example 221-ATA Pass Thru Mode Structure

e Example 222-SCSI Pass Thru Mode Structures for RAID SCSI adapter
e Example 223-Simple Text Input Protocol

e Example 224-Simple Text Input Ex Protocol

e Example 225-Simple Text Output Protocol

e Example 226-Light reset of terminal driver

e Example 227-Full reset of terminal driver

e Example 228-Query current Simple Text Output Mode

e Example 229-Query all Simple Text Output Modes

e Example 230-Simple Text Output Protocol

e Example 231-Graphics Output Protocol

e Example 232-Graphics Output Protocol Blt() Service

e Example 233-EDID Discovered Protocol

e Example 234-EDID Active Protocol

e Example 235-DID Override Protocol

e Example 236-Block I/O Protocol

e Example 237-Block I/O 2 Protocol

e Example 238-Storage Security Command Protocol

e Example 239-Network Interface Identifier Protocol

e Example 240-Simple Network Protocol

e Example 241-User Credential Protocol

e Example 242-Load Fle Protocol

e Example 243-Pointer-cast alignment fault

e Example 244-Corrected pointer-cast alignment fault

e Example 245-Packed structure alignment fault

e Example 246-Corrected packed structure alignment fault

e Example 247-UEFI device path node alignment fault

e Example 248-Corrected UEFI device path node alignment fault

e Example 249-Accessing a 64-bit BAR in a PCl configuration header
e Example 250-Size of data types with EBC

e Example 251-Global Variable Initialization that fails for EBC

e Example 252-Global Variable Initialization that works for EBC

e Example 253-Case statements that fail for EBC

e Example 254-Case statements that work for EBC

e Example 255-EDK Il Package Directory

e Example 256-EDK Il Package DEC Fle

e Example 257-EDK Il Package DSC Fle

e Example 258-UEFI Driver Directory

e Example 259-UEFI Driver INF FHle

e Example 260-UEFI Driver C Source Hle

e Example 261-Disk I/O UEFI Driver Source Hles

e Example 262-EBC driver with instruction set architecture-specific files
e Example 263-EDK Il Package DSC Fle
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e Example A-1-UEFI Driver INF file template
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e Example A-12-Driver Diagnostics Protocols implementation template
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e Example A-17-Simple Text Output Protocol implementation template

e Example A-18-Serial I/O Protocol implementation template
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e Example A-21-Network Interface Identifier Protocol implementation template
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e Example A-23-User Credential Protocol implementation template
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e Example A-28-Add GUID to an EDK Il package

e Example A-29-GUID include file template
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e Example A-33-Protocol and GUID INF statements
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1 Introduction

UEFI is a modular, extensible interface that abstracts the details of platform hardware from an
operating system (OS). It complements existing interfaces, helps manufacturers create OS-neutral add-
in products, and provides an efficient replacement for PC BIOS legacy option ROMs.



1.1 Overview

This document is designed to aid in the development of UEFI Drivers using the EDK Il open source
project as a development environment. The EDK Il provides a crossplatform firmware development
environment for UEFI. UEFI Drivers are described in the Unified Extensible Frmware Interface
Specification (hereafter referred to as the "UEFI Specification”_). There are different categories of UEFI
Drivers, and many variations of each category. This document provides basic information for the most
common categories of UEFI drivers. Many other driver designs are possible.

In addition, this document covers the design guidelines and recommendations for the different driver-
related UEFI Protocols, along with the design guidelines for PCI, USB, SCSI, ATA, Consoles, Serial Ports,
Graphics, Mass Storage, Network Interfaces and User Credentials.

Finally, this document discusses UEFI Driver porting considerations and UEFI Driver optimization
techniques for Intel IA-32-, Intel x64- and Intel(R) Itanium(R)-based platforms, as well as EFI Byte Code
(EBC) platform types supported by the UEFI Specification.

The UEFI Driver Writers Guide uses the names defined by the EDK Il open source project when referring
to the various platform types.

e 1a32 -Intel IA-32 platforms
e x4 -Intel(R) 64 platforms
e IPF-Intel(R) Itanium(R)-based platforms

e eBC-EFI Byte Code platforms

1.1.1 Assumptions
This document assumes that the reader is familiar with the following:

e Unified Extensible Frmware Interface Specification, Version 2.3.1.

e The EDKIlis an open-source build environment project that is under constant development. EDK I
not only provides the build environment, but also provides build tools and source code for firmware
and drivers.

Note: The EDK Il project of TianoCore is under active development, often on a daily basis. Be sure to
use a validated release of UDK2010 for all UEFI Driver development.

e The UDK2010 Developer's Kit, referred to in this guide as the UDK2010, contains EDK Il validated
common-core sample code. The open-source UDK2010 is a stable build of the EDKII project and has
been validated on a variety of Intel platforms, operating systems and application software. The
open-source UDK2010 is available for download at www.tianocore.org

e The UDK2010 supports UEFI Driver development using the following operating system environments:
Microsoft Windows*, UNIX and like systems and MAC OS X(R). Refer to http://www.tianocore.org for a
complete list of current development operating systems.

e The UDK2010 supports the development of UEFI Drivers using several families of compilers including
those from Microsoft*, Intel and GCC. Refer to http://www.tianocore.org for a complete list of
currently supported compilers.
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1.2 Organization of this document

This document is not intended to be read front to back. Use it more as a cookbook for developing and
implementing drivers. The following table describes the organization of this document.



Chapter

1.
Introduction

2. Checklist

3.
Foundation

4-17.
Common
Features

18-21.
Industry
Standard
Busses

22-27.
Console and
OS Boot
Devices

28-29. CPU
Specific

30-32.
Build/Release

Appendix A.
Fle
Templates

Appendix B.
EDK Il Drivers

Appendix C.
Glossary

Table 1-Organization of the UEFI Driver Writers Guide
Description
Introduction and list of references related to UEFI Driver development.
Checklist, or basic recipe, for UEFI Driver development.
Foundation and terms related to UEFI Driver development.

Recommendations for features common to most UEFI Driver types. Many of these
features are optional and inclusion of them depends on the requirements for a
specific UEFI Driver.

Recommendations for UEFI Drivers that manage controllers on Industry standard
buses such as PCI, USB, SCSI and SATA.

Recommendations for UEFI Drivers that produce protocols that directly or
indirectly provide services for a UEFI Boot Manager to initialize consoles and boot
a UEFI conformant operating system from a boot device. This includes text
consoles, serial ports, graphical consoles, mass storage devices, network devices
and boot devices not defined by the UEFI Specification.

Special considerations for IPF and EBC platforms.

Best practices for building, testing, debugging and distributing UEFI Drivers.

Source file templates for UEFI Drivers, Protocols, GUIDs, and Library Classes

Table of UEFI Driver features found in EDK Il driver implementations.

Glossary of terms used in this guide.



1.3 Related information

This chapter contains references to specifications, publications and tools referenced by other sections
of this guide that may be useful in the development of UEFI Drivers. Fnd more information about UEFI
tables, UEFI protocols, UEFI GUIDs, UEFI device types and UEFI status codes in the UEFI Specification at
http://uefi.org/specifications. This same information is also available from the Doxygen-generated help
documents in the UDK2010 MdePkg. All source code examples in this guide follow the C coding style
defined in the EDKII C Coding Standard Specification.



1.3.1 UEFI Specifications

Unified Extensible Frmware Interface, version 2.3.1, The UEFI Forum, 2010,
http://www.uefi.org/sites/default/files/resources/UEFI_Spec_2_3_1.pdf. And information about the
differences between different versions of the UEFI Specification at http://www.uefi.org/specifications.

Microsoft Portable Executable and Common Object Fle Format Specification, Microsoft Corporation,
http://www.microsoft.com/whdc/system/platform/firmware/PECOFEmspX.

Microsoft Extensible Frmware Initiative FAT32 Hle System Specification, Version 1.03, Microsoft
Corporation, December 6, 2000, http://msdn.microsoft.com/enus/windows/hardware/gg463080.



1.3.2 Industry Standar d Bus Specifications

PCl Express Base Specification, Revision 2.1, PCl Special Interest Group, Hillsboro, OR,
http://www.pcisig.com/specifications.

PCI Hot-Plug Specification, Revision 1.0, PCI Special Interest Group, Hillsboro, OR,
http://www.pcisig.com/specifications.

PCI Local Bus Specification, Revision 3.0, PCl Special Interest Group, Hillsboro, OR,
http://www.pcisig.com/specifications.

Universal Serial Bus Revision 2.0 Specification bundle, USB Implementers Forum, Inc., 2006,
http://www.usb.org (this bundle is referred to as USB Spec).

Universal Serial Bus Revision 3.0 Specification bundle, USB Implementers Forum, Inc., 2011,
http://www.usb.org (this bundle is referred to as USB Spec).

E-EDID EEPROM Specification, VESA, http://www.vesa.org



1.3.3 Other specifications

Advanced Configuration and Power Interface Specification, Revision 5.0, 2011, http://www.acpi.info.
The Unicode Standard, Version 5.2, Unicode Consortium, http://www.unicode.org/versions/Unicode5.2.0.

ISO 639-2:1998 Codes for the Representation of Names of Languages-Part2: Alpha-3 code,
http://www.iso.org.

[RFC 4646] Tags for Identifying Languages, IETF, 2005, http://www.ietf.org/rfc/rfc4646.txt.

Intel(R) 64 and IA-32 Architecture Software Developer's Manual, Intel Corporation,
http://www.intel.com/products/processor/manuals.

Intel(R) Itanium(R) Architecture Software Developer's Manual, vols. 1-4, Intel Corporation,
hittp://www.intel.com/design/itanium/manuals/iiasdmanual.htm. The current version of the manual
includes Itanium(R) Processor Family System Abstraction Layer Specification.

A Formal Specification of Intel(R) Itanium(R) Processor Family Memory Ordering, Intel Corporation,
http://www.intel.com/design/itanium/downloads/251429.htm.

Developer's Interface Guide for Intel ltanium Architecture-based Servers (DIG64). Compaq Computer
Corporation, Dell Computer Corporation, Fujitsu Siemens Computers, Hewlett-Packard Company, Intel
Corporation, International Business Machines Corporation, and NEC Corporation, 2001,
http://www.dig64.org.

Beyond Bios: Implementing the Unified Extensible Frmware Interface with Intel's Framework, Vincent
Zimmer, Michael Rothman, and Robert Hale, ISBN 0-9743649-0-8,
http://www.intel.com/intelpress/sum_efi.htm

Harnessing the UEFI Shell: Moving the platform beyond DOS, Michael Rothman, Tim Lewis, Vincent
Zimmer, and Robert Hale, ISBN 978-1-934053-14-0.

Code Complete, Steven C. McConnell, ISBN 1-55615-484-4



1.3.4 EDK Il and UDK2010 Devel opment Kit

UDK2010 Developer's Kit, http://www.tianocore.org (known hereafter as UDK2010).

UEFI Shell, EFI Shell, and EFI Shell Users Guide, Intel Corporation, http://www.tianocore.org
EDK Il User's Manual. http://www.tianocore.org

EDK Il C Coding Standards Specification. http://www.tianocore.org

EDK Il Build Specification. http://www.tianocore.org

EDK Il Module Information Fle (INF) Specification. http://www.tianocore.org

EDK Il Package Declaration Fle (DEC) Specification. http://www.tianocore.org

EDK Il Platform Description Fle (DSC) Specification. http://www.tianocore.org

EDK Il Flash Description Fle (FDF) Specification. http://www.tianocore.org

EDK Il MdePkg Document. http://www.tianocore.org

Visual Forms Representation Programming Language document, Intel Corporation,
http://www.tianocore.org.



1.4 Typographic conventions

This document uses the typographic and illustrative conventions described below:

Typographic

Convention Typographic convention description

The normal text typeface is used for the vast majority of the descriptive text in a

Plain text I
specification.
Plain text Any plain text that is underlined and in blue indicates an active link to the
(blue) crossreference. Click on the word to follow the hyperlink.
In text, a Bold typeface identifies a processor register name. In other instances,
Bold X S
a Bold typeface can be used as a running head within a paragraph.
talic In text, an ltalic typeface can be used as emphasis to introduce a new term or to

indicate a manual or specification name.

Computer code, example code segments, and all prototype code segments use a
BaLD Mnospace typeface with a dark red color. These code listings normally appear
in one or more separate paragraphs, though words or segments can also be
embedded in a normal text paragraph.

BCLD Monospace

Words in a Bold mnospace typeface that is underlined and in blue indicate an active
Bol d Monospace hyper link to the code definition for that function or type definition. Click on the
word to follow the hyper link.

$(VAR) This symbol VAR defined by the utility or input files.

In code or in text, words in Italic Bold indicate placeholder names for variable

Jizlie Be.d information that must be supplied (i.e., arguments).

Note: Due to management and file size considerations, only the first occurrence of the reference on
each page is an active link. Subsequent references on the same page will not be actively linked to the
definition and will use the standard, non-underlined BOLD Monospace typeface. Find the first instance
of the name (in the underlined BOLD Monospace typeface) on the page and click on the word to jump
to the function or type definition.

The following typographic conventions are used in this document to illustrate the Extended Backus-Naur
Form.

[item] Square brackets denote the enclosed item is optional.

(iten Curly braces denote a choice or selection item, only one of which may occur on a given
line.

<itemr Angle brackets denote a name for an item.

i Parenthesis with characters and dash characters denote ranges of values, for

range) example, (a-zA-Z0-9) indicates a single alphanumeric character, while (0-9) indicates a
single digit.

"tem” Characters within quotation marks are the exact content of an item, as they must
appear in the output text file.

? The question mark denotes zero or one occurrences of an item.

* The star character denotes zero or more occurrences of an item.

+ The plus character denotes one or more occurrences of an item.

A superscript number, n, is the number occurrences of the item that must be used.



i ten{n}

iten{n,}

iten{, n}

iten{n, n}

A superscript number, n, is the number occurrences of the item that must be used.
Example: (0-9)8 indicates that there must be exactly eight digits, so 01234567 is valid,
while 1234567 is not valid.

A superscript number, n, within curly braces followed by a comma "," indicates the

minimum number of occurrences of the item, with no maximum number of
occurrences.

A superscript number, n, within curly brackets, preceded by a comma ","indicates a
maximum number of occurrences of the item.

A super script number, n, followed by a comma "," and a number, m, indicates that the
number of occurrences can be from n to m occurrences of the item, inclusive.



2 UEFI Driver Implementation Checklist

The following is a checklist for implementing good, conformant, and efficient UEFI Drivers. References to
sections of the guide that apply to each of the items in the checklist are provided so a UEFI Driver
developer can easily determine the sections of the guide that apply to a specific UEFI Driver
development task. The terminology used in this checklist is introduced in Chapter 3.

When possible, copy an existing UEFI Driver with similar features and modify it to match the new UEFI
Driver requirements. Appendix B contains a table of UEFI Drivers and features that each implements to
help select an existing UEFI Driver.

Some UEFI drivers are ported from PC BIOS legacy option ROMs or EFI/UEFI Drivers based on previous
releases of the EFI/UEFI Specification. While porting a driver from one environment to another is often
done to save time and leverage resources, note that it requires careful attention to detail. Without a
complete understanding of the target environment, the final driver can have remnants of the previous
design that may degrade performance and functionality in the new environment.

1. Determine UEFI Driver Type

o UEFI Driver Model (Section 3.10 and Chapter 6)
m Must produce Driver Binding Protocol (Chapter 9)
m Device Driver (Section 6.1, Section 7.2, and Chapter 9)
m Bus Driver (Section 6.2, Section 7.2, and Chapter 9)
= Hybrid Drive (Section 6.3, Section 7.2, and Chapter 9)
= Determine Optional UEFI Driver Model Features
= Component Name 2 Protocol (Section 7.1, Section 7.2, Chapter 11)
= Component Name Protocol (Section 7.1, Section 7.2, Chapter 11)
m Driver Family Override Protocol (Section 7.2.4 and Chapter 15)
m Driver Diagnostics 2 Protocol (Section 7.1, Section 7.2, Chapter 13)
m HIl Packages (Section 7.1, Section 7.4, and Chapter 12)
m HIl Config Access Protocol (Section 7.1, Section 7.5, and Chapter 12)
m Driver Configuration 2 Protocol (Section 7.1 and Chapter 12)
m Driver Configuration Protocol (Section 7.1 and Chapter 12)
m Driver Health Protocol (Section 7.1, Section 7.2.3, Chapter 14)
m Bus Specific Driver Override Protocol (Chapter 17)
o Service Binding Protocol (Chapter 10)
o Service Driver (Section 6.4 and Section 7.9)
o Root Bridge Driver (Section 6.5 and Section 7.10)
o Initializing Driver (Section 6.6 and Section 7.8)
2. Determine Optional UEFI Driver Features

o Install an wiload() handler (Section 7.6 and Section 5.2.1.2)
o HIll Packages (Section 7.1, Section 7.4, and Chapter 12)
o HIl Config Access Protocol (Section 7.1, Section 7.5, and Chapter 12)
o Driver Supported EFI Version Protocol (Chapter 6, Section 7.3, Chapter 16)
m Required for all plug in cards
o Service Binding Protocol (Chapter 10)
3. Identify the required UEFI supported CPU architectures

[e]

IA32 (Chapter 4)
X64 (Chapter 4)
IPF (Chapter 4 and Chapter 28)
o EFI Byte Code (Chapter 4, Section 4.4, Section 18.6, and Chapter 29)
4. ldentify consumed I/O protocols

[e]

[e]



[e]

PCI I/O Protocol to access a PCI Controller (Chapter 18)
m Always call pcilo->Attributes() (Section 18.3.2)
m Advertises dual address cycle capability
m Save and enable attributes in Start()
m Disable attributes in Stop()
m DMA-Bus master write operations (Section 18.5)
Must call Pcilo->Fl ush()

[e]

m DMA-Setting up with rcilo->mp() (Section 18.5)
= Do not use returned device address
= Not all chipsets have 1:1 bus/system mappings
= PCl Option ROM (Section 18.7)
USB I/O Protocol to access a USB (Chapter 19) Device
SCSI I/O Protocol to access a SCSI Device (Chapter 20)
o ATA Pass Thru Protocol to access a SATA Device (Chapter 21)
5. Identify the boot related protocol(s) the UEFI Driver must produce

[e]

[e]

o Keyboard (Section 22.2)

o Mouse

o Tablet

o Text Console (Section 22.3)

o Serial Port (Section 22.4)

o Graphics Console (Chapter 23)

o Mass Storage (Chapter 24)

o Network Controller (Chapter 25)

o Load Fle Protocol (Chapter 27)

o User Credential Provider (Chapter 26)

o USB Host Controller (Section 19.1)

o SCSI Host Controller (Section 20.1)

o ATA Host Controller (Section 21.1 and Section 20.1)
6. Build UEFI Driver (Chapter 30)

7. Test and Debug UEFI Driver (Chapter 31)

o Use UEFI Shell to load and exercise functionality

o Test all produced protocols

o Test on multiple platforms

o Pass UEFI SCT tests for the devices the UEFI Driver manages



2.1 Design and implementation of UEFI drivers

The following lists the basic steps a driver writer should follow when designing and implementing a UEFI

driver. Note that this document assumes UEFI driver model drivers are being developed.

1.

LO.

L1.

L2.

L3.

Determine the category of UEFI driver to be developed. The different categories are listed in Table 2,
below, and are described in more detail in Chapter 6 of this document.

Note: UEFI Drivers that follow the UEFI Driver Model are recommended because they enable faster
platform boot times.

. Make sure the driver supports the unload service. This feature is strongly recommended for all

drivers. Section 7.6 describes the unload service.

. Make sure the UEFI driver supports both the Component Name protocol and the Component Name2

protocol. It is strongly recommended that all drivers support both protocols.

. Is the UEFI driver going to include configuration settings that the user can change? If so, the driver

must support Hll functionality. Note that the HIl functionality replaces the Driver Configuration
Protocol, which is now obsolete. See Table 2.

. The UEFI driver must produce the Driver Diagnostics Protocols if the driver is going to support

testing See Chapter 13.

. If the UEFI driver is a bus driver for a bus type that supports storage of UEFI drivers with the child

devices, the Bus Specific Driver Override Protocol must be implemented by the bus driver. See
Chapter 17 of this guide.

. A UEFI driver might not need to call an Exit Boot Service event. However, if the UEFI driver is going to

require an Exit Boot Services event, then the driver must create an event of type Exit Boot Services.
When the driver initializes, it creates the event, and when Exit Boot Services happens, the system
calls the function that the driver produces. See Chapter 7.

. For runtime drivers, make sure the driver defines an event of type Set Virtual Address Map. This

allows the driver to know where the memory map is located once the OS takes control. See Chapter
7.

. Identify the I/O-related protocols the driver needs to consume. Based on the list of consumed

protocols and the criteria for these protocol interfaces, determine how many instances of the Driver
Binding Protocol need to be produced. For example, a console driver might have multiple binding
protocols to allow for input from multiple devices. See Chapter 9.

Identify all I/O-related protocols that the driver binding model must produce. Once the I/O-related
protocols are known, make sure the driver creates a function with a single entry point for each
protocol.

Implement the driver's entry point. See Chapter 7.
Design the private context data structure. See Chapter 8.

Implement all the services listed in the supported section of the Driver Binding Protocol. See
Chapter 9. See Table 3.

Table 2-Classes of UEFI drivers to devel op



Class of Driver
Device driver
Bus driver that can produce one or all child handles
Bus driver that produces all child handles in the first call to start()
Bus driver that produces at most one child handle in start()
Bus driver that produces no child handles in start()
Bus driver that produces child handles with multiple parent controllers
Hybrid driver that can produce one or all child handles
Hybrid driver that produces all child handles in the first call to start()
Hybrid driver that produces at most one child handle in start()
Hybrid driver that produces no child handles in start()
Hybrid driver that produces child handles with multiple parent controllers
Service driver
Root bridge driver

Initializing driver

See sections
6.1

6.2.6

6.2.7

6.2.8

6.2.9

6.2.4

6.3 and 6.2.6
6.3 and 6.2.7
6.3 and 6.2.8
6.3 and 6.2.9
6.3 and 6.2.4
6.4 and 7.9
6.5 and 7.10

6.6 and 7.8



Table 3-Protocol s produced by various devices

Device Produces these I/O protocols
USB peripherals USB I/O protocol
PCl adapter PCI I/O protocol
Simple input protocol
Simple pointer protocol
Console devices
Graphics output protocol

Block I/O protocol

SCSI. SCSI RAID, and Fiber Extended SCSI pass thru protocol

Channel Block I/O protocol

The protocols produced by the NIC depends on the specific
NIC:
Universal network driver interface (UNDI) protocol

NIC (network interface controller) Network interface identifier protocol

Managed network protocol (MNP)

Simple network protocol (SNP)

Note: The device path protocol is a data structure protocol, not a function call with a callable entry
point. It is the UEFI driver's job to append the path of the devices it is controlling to the data structure.
In other words, as part of producing the /O protocol for each device, the driver builds the device path
for that device.



2.2 How to implement featuresin EDK |1

The first column of the table below describes functions a typical driver performs. Column 2 briefly
describes how each function is implemented in UEFI and references the chapter in this guide that
specifically addresses each issue. This list of driver operations is not exhaustive.



Operation
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Table 4-Mapping operations to UEFI drivers

Recommended UEFI method

Do not try to search the handle database specifically. Instead, allow the
supported section of the driver binding protocol to do this operation.

The supported section checks to see if the driver supports the device for the
specified controller handle. The supported section uses the controller handle
along with a partial device path, to check to see if the specific device is
supported, and returns supported, already started, or notsupported for each
device.

Use shell applications, such as the dn (dump handle database) command or the
drivers shell command.

The dh command returns a list of all devices on the system. The drivers command
returns a list of all drivers on the system. With the list of drivers, the dh -d
command can be used to list the handles which that driver supports.

Use the DMA-related services from the PCI I/O Protocol. See the PCl driver section
(Chapter 18) of this guide.

Always use PCI I/O Protocol services to access the PCl configuration header. Never
directly access I/O ports OXCF8 or OXCFC.

See the PCl driver section (Chapter 18) of this guide.

Always use PCI I/O Protocol services to access PCI /O ports. Never use IN or aJur
instructions.

See the PCl driver section (Chapter 18) of this guide.

Use PCI I/O Protocol services to access PCl memory. Never use pointers to directly
access memory-mapped I/O resources on a bus.

See the PCl driver section (Chapter 18) of this guide.

EDK Il does not support legacy INT type hooking interrupts. Instead, UEFI drivers
are expected to either perform block I/O, by which they must complete their I/O
operation and poll their devices as required to complete it, or they can create a
periodic timer event to get control and check the status of the devices under
management.

See the services section (Chapter 5) and the general driver guidelines section
(Chapter 4) of this guide for more detail.

Do not use hardware devices to perform calibrated stalls. Instead, use the sall()
service for short delays that are typically less than 10 ms. Use one-shot timer
events for long delays that are typically greater than 10 ms. Use setTinmer() in
conjunction with aeateEvent() , Or QeateEventEx( ), for longer delays. Do not use the
ctTime() service for delays in UEFI drivers. Use it only to retrieve information. See
the services section in this guide: Services that UEFI drivers commonly use.

Use the Hllinterface to accept keyboard input from the user. The Hll engine
displays forms to the user in which the user can answer questions or provide
input. The forms themselves are defined in the VFR standard.

Note that console-related services, such as Simple Text Input Protocol and Simple
Text Output Protocol can be replaced with or supplemented by HIl functionality
and forms.

Note that the Driver Configuration Protocol service is obsolete and has been
replaced with HIl functionality.

Use the Hll interface to display text to the user. The HIl engine displays forms to
the user and allows querying of the user. The forms themselves are defined by the
VFR programming language and IFR specification.

Note that console-related services, such as Simple Text Input Protocol and Simple
Text Output Protocol, can be replaced with or supplemented by HIl functionality
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and forms.

Also, note that the Driver Configuration Protocol service is obsolete and has been
replaced with HIl functionality.

Implement both the Driver Diagnostics Protocol and the Driver Diagnostics2
Protocol. See Chapter 13 of this guide.

UEFI drivers should not try to reprogram a flash device. Typically, a flash device is
reprogrammed by a standalone application, such as a UEFI utility.

The OS-present drivers should not make assumptions about the state of a
controller. It should not assume a UEFI driver touched the controller before the OS
was booted. If a specific state is required, then the driver can use an Exit Boot
Services event to put the controller into the required state. See Chapter 7.



3 Foundation

UEFI employs several key concepts as cornerstones of understanding for UEFI Drivers. These concepts
are defined in the UEFI Specification. Programmers new to UEFI should find the following introduction to
a few of UEFI's key concepts helpful as they study the UEFI Specification.

The basic concepts covered in the following sections include:
e Basic programming model
e Objects managed by UEFI-conformant firmware
e UEFI system table
e Handle database
e Protocols
e UEFIimages
e Events
e Task priority levels
e Device paths
e UEFI driver binding model
e Platform initialization
e Boot manager and console management
e EDKIllibraries

As each concept is discussed, the related application programming interfaces (APIs) are identified
along with references to the related sections in the UEFI Specification.

One of the components available from the EDK Il open source project and distributed with the UDK2010
releases is the UEFI Shell; a command line interface with useful commands for development and testing
of UEFI drivers and UEFI applications. The UEFI Shell also provides commands to help illustrate many of
the basic concepts described in the sections that follow. These useful UEFI Shell commands are
identified as each concept is introduced. The UEFI Shell is an open source project at
http://www.tianocore.org where documents providing details on all of the available commands can be
found.



3.1 Basic programming model

Common questions about UEFI include:
e How are programs in UEFI implemented?
e What makes UEFI programming different from an operating system?
e What makes UEFI different from other firmware environments?
e In particular, what is the programming model for a UEFI Driver?
Key points about writing UEFI-conformant drivers are that:

e UEFI Drivers are relocatable PE/COFF images whose format is defined by the Microsoft Portable
Executable and Common Object Fle Format Specification.

e UEFI Drivers may be compiled for any of the CPU architectures supported by the UEFI Specification.
e UEFI Drivers run on a single CPU thread.
e The driver support infrastructure does not extend beyond the boot processor.

e Drivers sit above some interfaces (for example, bus abstractions) and below other interfaces: They
are both consumers and producers. The UEFI Specification defines the interfaces and they are
extensible.

e Each driver is expected to cooperate with other drivers, other modules and the underlying core
services.

e The communicating modules bind together to create stacks of cooperating drivers to accomplish
tasks.

e Inter-module communication is enabled via interfaces known as protocols and via events.
e Tables provided at invocation provide access to core services.

e The operating environment is non-preemptive and polled. There are no tasks per se. Instead,
modules execute sequentially.

e There is only one interrupt: the timer. This means that data structures accessed by both in-line
code and timer-driven code must take care to synchronize access to critical paths. This is
accomplished via privilege levels.



3.2 Objects managed by UEFI-based firmware

Objects of several differing types are managed through the services provided by UEFI. The following
figure shows the various object types. The most important objects for UEFI drivers are the following:

e UEFI system table
e Memory

Handles

Images
e Events
Some UEFI drivers may need to access environment variables, but most do not.
Rarely do UEFI drivers require the use of a monotonic counter, watchdog timer or realtime clock.

The UEFI system table provides access to all services provided by UEFI. The system table also provides
access to all the additional data structures that describe the configuration of the platform. Each of
these object types, and the services that provide access to them, are introduced in the following
sections.

Figure 1-Object managed by UEFI-based firmware
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3.3 UEFI system table

The UEFI system table is the most important data structure in UEFI. Fom this one data structure, a UEFI
executable image can gain access to system configuration information and a rich collection of UEFI
services. These UEFI services include the following:

e UEFI boot services
e UEFIruntime services
e Services provided by protocols

Two of the data fields in the UEFI system table, UEFI boot services and UEFI runtime services, are
accessed through the UEFI boot services table and the UEFI runtime services table, respectively. The
number and type of services that are available from these two tables are fixed for each revision of the
UEFI Specification. The UEFI boot services and UEFI runtime services are defined in the UEFI
Specification. The specification also describes the common uses of these services by UEFI drivers.

Protocol services are groups of related functions and data fields that are named by a Globally Unique
Identifier (GUID; see Appendix A of the UEFI Specification). Protocol services are typically used to provide
software abstractions for devices such as consoles, mass storage devices and networks. They can also
be used to extend the number of generic services that are available in the platform.

Protocols are the basic building blocks that allow the functionality of UEFI firmware to be extended over
time. The UEFI Specification defines over 30 different protocols, and various implementations of UEFI
firmware. UEFI drivers may produce additional protocols to extend the functionality of a platform.



3.4 Handle database

The handle database is composed of objects called handles and protocols. Handles are a collection of
one or more protocols and protocols are data structures named by a GUID. The data structure for a
protocol may contain data fields, services, both or none at all.

At reset, the Handle Database is empty. During platform initialization, the system firmware, UEFI
conformant drivers and UEFI applications create handles and attach one or more protocols to the
handles. Information in the handle database is "global" and accessible by any executable UEFI image.

The handle database is a list of UEFI handles and is the central repository for the objects maintained by
UEFI-based firmware. Each UEFI handle identified by a unique handle number is maintained by the
system firmware. A handle number provides a database "key" to an entry in the handle database. Each
entry in the handle database is a collection of one or more protocols. The types of protocols named by
a GUID attach to a UEFI handle and determine the handle type. A UEFI handle may represent
components like:

e Executable images such as UEFI drivers and UEFI applications
e Devices such as network controllers and hard drive partitions
e UEFI services which are accessed as drivers such as EFl Decompress and the EBC Interpreter

The following figure shows a portion of the handle database. In addition to the handles and protocols, a
list of objects is associated with each protocol. The handle database uses this list to track which
agents are consuming which protocols. This information is critical to the operation of UEFI drivers. It is
what allows UEFI drivers to be safely loaded, started, stopped and unloaded without resource conflicts.



Figure 2-Handl e database
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The figure for Handle types, below, shows the different types of handles that may be present in the
handle database and the relationships between the various handle types. The handle-related terms
introduced here appear throughout the document.

There is only one handle database and all handles reside in it. Services that manage the Handle
database do not distinguish handle types. Handles are differentiated by the types of protocols
associated with each handle.



Figure 3-Handle types
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The following table describes the types of handles shown above. The UEFI Specification provides
detailed information on these types of handles, the protocols they support, and the different driver
types. Note that Hll handles are considered service handles.
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Table 5-Description of handle types

Description

This is the handle for the UEFI Driver image loaded into memory. It supports the
Loaded Image Protocol.

Supports all UEFI protocols. The most common protocols are the Driver Binding
Protocol, the two Component Name Protocols and the two Driver Diagnostics
Protocols.

This is a handle that has the attributes of both an Image Handle and a Driver Handle.
It is the handle for a UEFI Driver image loaded into memory. It supports the Loaded
Image Protocol, and it supports the UEFI Driver related protocols.

Some of the UEFI driver model-related services in the UEFI Specification use this term.
An agent is a UEFI component that can consume a protocol in the handle database.
An agent handle is a general term that can represent an image handle, a driver
handle or a driver image handle.

A controller handle represents a console or boot device that is present in the
platform. If the handle represents a physical device, then it must support the Device
Path Protocol. If the handle represents a virtual device, then it must not support the
Device Path Protocol. In addition, a device handle must support one or more
additional I/O protocols that are used to abstract access to that device. The list of I/O
protocols that are defined in the UEFI Specification include the following:

Consol e Services: These have been replaced or supplemented by Hll functionality. These
protocols include the Simple Input Protocol, Simple Text Output Protocol, Simple
Pointer Protocol, Serial I/O Protocol and Debug Port Protocol.

Bootabl e I mage Services: Block I/O Protocol, Disk I/O Protocol, Simple Fle System Protocol
and Load Fle Protocol.

Network Services: Network Interface Identifier Protocol, Simple Network Protocol and
PXE Base Code Protocol.

Pa services: PCl Root Bridge I/O Protocol and PCI I/O Protocol.
UsB Services: USB Host Controller Protocol and USB I/O Protocol.
scsl services: Extended SCSI Pass Thru Protocol and SCSI I/O Protocol.

Gaphics Services: Graphics Output Protocol.
Used interchangeably with controller handle.

A Controller Handle managed by a bus driver or a hybrid driver-producing child
handles. The term "bus" does not necessarily match the hardware topology. The term
"bus" in this document is used from the software perspective and the production of
the software construct-a child handle-is the only distinction between a controller
handle and a bus controller handle.

This is a Controller Handle created by a bus driver or a hybrid driver. The distinction
between a child handle and a controller handle depends on the perspective of the
driver that is using the handle. A handle would be a child handle from a bus driver's
perspective, and that same handle may be a controller handle from a device driver's
perspective.

A controller handle representing a physical device that must support the Device Path
Protocol. See the UEFI Specification.

A controller handle representing a virtual device and not supporting the Device Path
Protocol.

A handle referencing certain types of tasks such as decompression or HIl forms
display. It can interface with other drivers, but does not relate to hardware or file



Service
handle

management. This type of handle is not used for the Loaded Image Protocol, the
Driver Binding Protocol or the Device Path Protocol. Instead, this type of handle
supports the only instance of a specific protocol in the entire handle database. This
protocol provides services that may be used by other UEFI applications or UEFI
drivers. The list of service protocols that are defined in the UEFI Specification include:
HIl functionality

Platform Driver Override Protocol

Unicode Collation Protocol

Boot Integrity Services Protocol

Debug Support Protocols

Decompress Protocol (optional). To give developers more flexibility, the EDK Il open
source project provides several decompression algorithms

EFI Byte Code (EBC) Protocol



3.5GUIDs

A UEFI programming environment provides software services through the UEFI Boot Services Table, the
UEFI Runtime Services Table, and Protocols installed into the handle database. Protocols are the
primary extension mechanism provided by the UEFI Specification. Protocols are named using a GUID.

A GUID is a unique 128-bit number that is a globally unique identifier (a universally unique identifier, or
UUID). Each time an image, protocol, device, or other item is defined in UEFI, a GUID must be generated
for that item. The example below shows the structure definition for an eri_aup in the EDK Il along with
the definition of the GUID value for the EFI Driver Binding Protocol from the UEFI Specification.

Example 1-EFI_GUID data structure in EDK |1

typedef struct {
U NT32 Datal;
U NT16 Data2;
U NT16 Data3;
UNT8  Data4[s];
} AUD

typedef GUD EFl_QUJ D,

#define EFI _DR VER Bl NDI NG PROTOOCL_GU D \
0\
0x18a03lab, Oxb443, Ox4dla, {Oxa5, OxcO, Oxc, 0x9, 0x26, Oxle, Ox9f, Ox71 } \
}

TIP: New GUID values can be generated using the GUIDGEN utility shipped with Microsoft compilers, or
the *uuidgen command under Linux. Other GUID generation utilities may be found using internet
searches.

Protocol services are registered in the handle database using the GUID name of the Protocol and
Protocol services are discovered by looking up Protocols in the handle database using the GUID name
associated with the Protocol to perform the lookup operation.

UEFI fundamentally assumes that a specific GUID exposes a specific protocol interface (or other item).
Because a protocolis "named" by a GUID (a unique identifier), there should be no other protocols with
that same GUID. Be careful when creating protocols to define a new, unique GUID for a new protocol.

Put another way, the GUID forms a contract: If the UEFI Driver finds a protocol with a particular GUID, it
may assume that the contents of the protocol are as specified for that protocol. If the contents of the
protocol are different, the driver that published the protocol is assumed to be in error.

In some ways, GUIDs are can be viewed as contracts. If a UEFI Driver looks up a protocol with a certain
GUID, the structure under the GUID is well defined. If the GUID is duplicated, this 1:1 mapping breaks. If
a GUID is copied and applied to a new protocol, the users of the old protocol call the new protocol



expecting the old interfaces or vice versa. Either way, the results are never good.

Caution: There are improper practices to create new GUID values. For example, cutting and pasting an
existing GUID, hand-modifying an existing GUID, or

incrementing/decrementing fields in a GUID creates the opportunity to introduce a duplicate GUID.
These practices can cause catastrophic failures. Typically, a system containing a duplicate GUID may
inadvertently find the new protocol and think that it is another protocol, which mostly likely crashes the
system. Another possible failure is a data-loss failure caused when a duplicated GUID is a data-handling
GUID (such as a disk I/O, file-system or NVRAM-handling GUID). Always use a GUID generator utility to
create new GUIDs.

TIP: Bugs caused by duplicate GUIDs are typically very difficult to root cause and many developers do
not check the GUID when debugging. If the root cause for a hang has not been found in a reasonable
amount of time, check to make sure the GUID for each relevant protocol is unique.



3.6 Protocols and handles

The extensible nature of UEFI is built, to a large degree, around protocols. Protocols serve to enable
communication between separately built modules, including drivers.

Drivers create protocols consisting of two parts. The body of a protocol is a C-style data structure
known as a protocol interface structure, or just "interface". The interface typically contains an
associated set of function pointers and data structures.

Every protocol has a GUID associated with it. The GUID serves as the name for the protocol. The GUID
also indicates the organization of the data structure associated with the GUID. Note that the GUID is
not part of the data structure itself.

The example below shows a portion of the Component Named 2 Protocol definition from the UEFI Driver
Model chapter of the UEFI Specification. Notice that the protocol data structure contains two functions
and one data field.

Example 2-Protocol structurein EDK 11

Iy
/1l dobal IDfor the Conponent Nane Protocol
Iy
#def i ne EFI _OCOVPONENT_NAME2_PROTOOCL_GU D \
{Ox6a7a5cff, 0xe8d9, O0x4f70, { Oxba, Oxda, 0x75, Oxab, 0x30, 0x25, Oxce, 0x14 } }

typedef struct _EFl _COMPONENT NAME2 PROTOOCL EFI_COMPONENT NAVE2 PROTQOCL;

Iy
/1l This protocol is used to retrieve user readabl e nanes of drivers
/1l and controllers managed by UEFl Drivers
Iy
struct _EFI _COVPONENT_NAME2_PROTCOCL {
EFl _COVPONENT_NAME2_CGET_DR VER_NAME Get Dri ver Nanre;
EFl _COVPONENT_NAME2_GET_CONTRCLLER NAME  Get Cont r ol | er Nanre;

Iy

/11 ANull-termnated ASC|l string array that contains one or nore
/1l supported | anguage codes. This is the |ist of |anguage codes t hat
/1l this protocol supports. The nunber of |anguages supported by a
/1] driver is up to the driver witer. SupportedLanguages is

/1l specified in RFC 4646 fornat.

Iy

CHARB * Suppor t edLanguages;

Protocols are gathered into a single database. The database is not "flat."Instead, it allows protocols to
be grouped together. Each group is known as a handle, and the handle is also the data type that refers
to the group. The database is thus known as the handle database. Handles are allocated dynamically.
Protocols are not required to be unique in the system, but they must be unique on a handle. In other
words, a handle may not be associated with two protocols that have the same GUID.



3.6.1 Protocol s ar e produced and consumed

Protocols enable inter-module communication in UEFI. To enable this communication, one of the
modules must create or "produce” the protocol. Other modules (including drivers) may then use or
"consume" the protocol.

Drivers are both consumers and producers of protocols. For example, a UEFI Driver for a SCSI Host
Controller on a PCl bus consumes the PCI I/O Protocol and produces the SCSI Host Controller Protocols.

The initial producer of the protocol must "create" the protocol. The protocol structure must be allocated
from memory (allocated either statically in the program or via a memory allocation operation). The
protocol must then be initialized by filling in its contents. This almost always involves filling in the
function pointers declared in the protocol structure. In other words, to produce a protocol is to declare
its functionality and publish that functionality to the handle database (so other drivers can find and use
that declaration).

Although it is legal to store data in a protocol, this is strongly discouraged for data items that may change
over time. It is not a safe way to store dynamic data. Instead, functions that provide get/set operations
(as in object-oriented programming) are safer and more extensible. The producer then uses
Instal | Mil tipleProtocol Interfaces() (as defined in the Boot Service chapter of the UEFI Specification) or
similar to install the protocol into the handle database and make the protocol available to others.

The consumer has a somewhat simpler task. The consumer looks up the protocol in the handle
database by GUID. With service protocols, for which there is only one instance in the entire handle
database, the consumer can use the Locateprotocol () service. For protocols that may be present on
multiple handles in the handle database, the Locatetand eBuffer() service can be used to locate the set of
handles that support a specified protocol. The consumer can then use the enpProtocol () service to
lookup a protocol on a specific handle.

It is possible that the consumer is invoked before the producer. In this case, the consumer can request
it be notified when new instances of the protocol are created. This is accomplished using the
Regi st er Prot ocol Noti fy() Service.

Any UEFI image can use protocols during boot time. However, after ExitBootServices() is called, the handle
database is no longer available to the image.

A complete description of all the services used to manage the handle database and produce and
consume protocols appears in Chapter 5.



3.6.2 Protocol interface structure

The following figure shows a single handle and protocol from the handle database produced by a UEFI
driver. The protocol is composed of a GUID and a protocol interface structure.

Many times, the UEFI driver that produces a protocol interface maintains additional private data fields.
The protocol interface structure itself simply contains pointers to the protocol function. The protocol
functions are actually contained within the UEFI driver. A UEFI driver may produce one protocol or many
protocols depending on the driver's complexity.

Figure 4-Construction of a Protocol
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3.6.3 Protocol s provided in addition to the UEFI Specification

Not all protocols are defined in the UEFI Specification. For example, the EDKII, like other developer's
kits, includes additional protocols that are not part of the UEFI Specification. These additional protocols
are necessary to provide all of the functionality in a particular implementation but they are not defined
in the current UEFI Specification because they do not present an external interface-a requirement to
support booting of an OS or writing of a UEFI driver.

The creation of new protocols is how UEFI-based systems can be extended over time as new devices,
buses, and technologies are introduced.

The following are a few examples of protocols in the EDK Il that are not part of the UEFI Specification:
e Print 2 Protocol
® MileMdul ePkg/ | ncl ude/ Prot ocol / Print2. h

Deferred Procedure Call Protocol

® MieMdul ePkg/ | ncl ude/ Prot ocol / Dpc. h

e VGA Mini Port Protocol
® | ntel Framewor kMobdul ePkg/ | ncl ude/ Prot ocol / VgaM ni Port . h

UEFI Drivers and UEFI OS Loaders should not depend on these types of protocols because they are not
guaranteed to be present in every UEFI-conformant firmware implementation. UEFI Drivers and UEFI OS
Loaders should depend only on protocols defined in the current UEFI Specification and protocols
required by platform design guides (i.e. DIG64). The extensible nature of UEFI allows each platform to
design and add its own special protocols. Use these protocols to expand the capabilities of UEFI and
provide access to proprietary devices and interfaces congruent with the rest of the UEFI architecture.



3.6.4 Multiple protocol instances

Multiple protocols are installed on the same handle if the protocols provide services related to that one
handle. There are several handle types. The most common are image handles and device handles. For
example, if there are multiple I/O services for a single device that are abstracted through multiple
protocols, then multiple protocols must be installed onto the handle for that device.

A handle may have many protocols attached to it. However, it may have only one protocol of each GUID
name. In other words, a single handle may not produce more than one instance of any single protocol.
This prevents nondeterministic behavior about which instance would be consumed by a given request.

However, drivers may create multiple "instances" of a particular protocol and attach each instance to a
different handle. This scenario is the case with the PCI I/O Protocol, where the PCl bus driver installs a
PCI /O Protocol instance for each PCl device. Each "instance" of the PCI /O Protocol is configured with
data values unique to that PCl device, including the location and size of the UEFI-conformant Option
ROM (OpROM) image.

Each driver can install customized versions of the same protocol (as long as it is not on the same
handle). For example, each UEFI driver produces the Component Name Protocols on its driver image
handle, yet when the Component Name Protocols' etrivernane() function is called, each handle returns
the unigue name of the driver that owns that image handle. The cetorivername() function on the USB bus
driver handle returns "USB bus driver" for the English language, but the cetrivername() function on the
PXE driver handle returns "PXE base code driver."



3.6.5 Tag GUID

A protocol may be nothing more than a GUID with no associated data structure. This GUID is also known
as a tag GUID. Such a protocol can be useful, for example, to mark a device handle as special in some
way or allow other UEFI images to find the device handle easily by querying the system for the device

handles with that protocol GUID attached.



3.7 UEFI images

There are different types of UEFI images, but all UEFI images contain a PE/COFF header that defines the
format of the executable code. The PE/COFF image header follows the format defined by the Microsoft
Portable Executable and Common Object FHle Format Specification. The code can be for IA32, X64, IPF, or
EBC. The header defines the processor type and the image type. Refer to the UEFI Image section of the
Overview chapter in the UEFI Specification for definitions of the processor types and the following three
image types:

e UEFI applications

e UEFI boot services drivers

e UEFI runtime drivers
UEFI images are loaded and relocated into memory with the boot service Loadl mage() .
There are several supported storage locations for UEFI images, including:

e Expansion ROMs on a PCl card

e System ROM or system flash

e A media device such as a hard disk, floppy, CD-ROM, DVD, FLASH drive

e LAN server

In general, UEFI images are not compiled and linked at a specific address. Instead, they are compiled
and linked such that relocation fix-ups are included in the UEFI image. This allows the UEFI image to be
placed anywhere in system memory. The Boot Service Loadimage() does the following:

e Allocates memory for the image being loaded
e Automatically applies the relocation fix-ups to the image

e Creates a new image handle in the handle database, which installs an instance of the
EFI _LOADED | NAGE_PROTOOOL

This instance of the Er_LoweD ImGE PROTOcO. contains information about the UEFI image that was loaded.
Because this information is published in the handle database, it is available to all UEFI components.

After a UEFI image is loaded with Loadimage() , the image can be started with a call to startimage() . The
header for a UEFI image contains the address of the entry point called by startimage() . The entry point
always receives the following two parameters:

e The image handle of the UEFI image being started
e Apointer to the UEFI system table
The image handle and pointer allow the UEFI image to:
e Access all of the UEFI services that are available in the platform.

e Retrieve information about where the UEFI image was loaded from and where in memory the image
was placed.

The operations performed by the UEFI image in its entry point vary depending on the type of UEFI image.
The figure below shows the various UEFI image types and the relationships between the different levels
of images.

Figure 5-Image types
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The table below describes the types of images shown in the preceding figure.
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image
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Driver
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Table 6-Description of image types

Description

A UEFl image of type EFI IM\GE SUBSYSTEM EFI APPLICATION . This image is executed and
automatically unloaded when the image exits or returns from its entry point.

A special type of application that normally does not return or exit. Instead, it calls
the EFI Boot Service ExitBootServices() to transfer control of the platform from the
firmware to an operating system.

A UEFl image of type EF IM\GE SUBSYSTEM BOOT SERVICE DR VER Of

EFl |MAGE SUBSYSTEM RUNTIME DRVER. If this image returns er suaess, then the image is
not unloaded. If the image returns an error code other than em _ suxcess, then the
image is automatically unloaded from system memory. The ability to stay resident in
system memory is what differentiates a driver from an application. Because drivers
can stay resident in memory, they can provide services to other drivers,
applications, or an operating system. Only the services produced by runtime drivers
are allowed to persist past ExitBoot Services() .

A driver that produces one or more protocols on one or more new service handles
and returns EF_swocess from its entry point.

A driver that does not create any handles and does not add any protocols to the
handle database. Instead, this type of driver performs some initialization operations
and returns an error code so the driver is unloaded from system memory.

A driver that creates one or physical controller handles that contain a Device Path
Protocol and a protocol that is a software abstraction for the I/O services provided
by a root bus produced by a core chipset. The most common root bridge driver is

one that creates handles for the PClroot bridges in the platform that support the
Device Path Protocol and the PCI Root Bridge I/O Protocol.

Adriver that follows the UEFI driver model described in the UEFI Driver Model chapter
of the UEFI Specification. This type of driver is fundamentally different from service
drivers, initializing drivers, and root bridge drivers because a driver that follows the
UEFI driver model is not allowed to touch hardware or produce device-related
services in the driver entry point. Instead, the driver entry point of a driver that
follows the UEFI driver model is allowed only to register a set of services that allow
the driver to be started and stopped at a later point in the system initialization
process.

A driver following the UEFI driver model. This type of driver produces one or more
driver handles or driver image handles by installing one or more instances of the
Driver Binding Protocol into the handle database. This type of driver does not create
any child handles when the sart() service of the Driver Binding Protocol is called.
Instead, it only adds additional I/O protocols to existing controller handles.

A driver following the UEFI driver model. This type of driver produces one or more
driver handles or driver image handles by installing one or more instances of the
Driver Binding Protocol in the handle database. This type of driver creates new child
handles when the start() service of the Driver Binding Protocol is called. It also
adds I/O protocols to these newly created child handles.

A driver that follows the UEFI driver model and shares characteristics with both
device drivers and bus drivers. This distinction means that the start() service of the
Driver Binding Protocol adds I/O protocols to existing handles and creates child
handles.



3.7.1 Applications

A UEFI application starts execution at its entry point and then executes until it returns from its entry
point or it calls the exit() boot service function. When done, the image is unloaded from memory. It
does not stay resident. Some examples of common UEFI applications include the following: - UEFI Shell

e UEFI Shell Applications
e Flash utilities
e Diagnostic utilities

It is perfectly acceptable to invoke UEFI applications from inside other UEFI applications.

3.7.1.1 OSloader

The UEFI Specification details a special type of UEFI application called an OS boot loader. It is a UEFI
application that calls ExitBoot Services() . ExitBootServices() iSs called when the OS loader has set up enough
of the OS infrastructure that it is ready to assume ownership of the system resources. At

Exi t Boot Servi ces() , the UEFI platform firmware frees all of its boot time services and boot time drivers,
leaving only the runtime services and runtime drivers.



3.7.2Drivers

UEFI drivers are different from UEFI applications in that, unless there is an error returned from the
driver's entry point, the driver stays resident in memory. The UEFI platform firmware, the boot manager,
and UEFI applications may load drivers.

3.7.2.1 Boot servicedrivers

Boot drivers are loaded into memory marked as E&fiBoot Servi cescode , and they allocate their data
structures from memory marked as FEfiBootServicesbata . These memory types are converted to available
memory after ExitBootServices() is called.

3.7.2.2 Runtimedrivers

Runtime drivers are loaded in memory marked as EiRuntineServicestode . They allocate their data
structures from memory marked as EiRuntineServicesbata . These types of memory are preserved after

Exi t Boot Services() IS called. This preservation allows runtime driver to provide services to an operating
system while the operating system is running. Runtime drivers must publish an alternative calling
mechanism, because the UEFI handle database does not persist into OS runtime. The alternative calling
mechanism is application-specific.

The most common examples of UEFI runtime drivers are the Floating Point Software Assist driver

( FPswaefi ) and the network Universal Network Driver Interface (UNDI) driver. The EDK Il does include an
UNDI driver. UEFI Drivers for Network Interface Controllers (NICs) are discussed in detail in Chapter 25.
Other runtime drivers are not common and are not discussed in this guide.

3.7.2.2.1 Berigorous when implementing runtime drivers

Implementing and validating runtime drivers is much more difficult than implementing and validating
boot service drivers. The difficulties occur because UEFI supports the translation of runtime services
and runtime drivers from a physical addressing mode to a virtual addressing mode. For example, a
pointer might not have the same value in the physical address space as it might in the virtual address
space. Getting that translation, or mapping, correct is very difficult because if even a single pointer
translation is missed, the OS may crash or hang if the runtime driver is called and a code path that
accesses that pointer is used. Debugging runtime services provides by UEFI Drivers at OS runtime is
more difficult than debugging UEFI Drivers in the preboot environment. Since some code paths are
executed infrequently, careful code review and extensive validation of runtime drivers is strongly
recommended. Also, there are no utilities to perform such translations automatically. Each piece of data
and memory allocation must be inspected manually to determine if it needs to be adjusted. That in itself
can be an error-prone process. Additionally, if another driver writer tries to adjust the code, that writer
might not be aware of each piece of data or memory allocation that must adjusted.

There are best practices to help perform these translations. However, great care must be taken to
follow the recommended practices and UEFI requirements rigorously. Many of the requirements for
runtime drivers are listed in the UEFI Specification. Make sure they are well understood. Of particular
importance are the sections on runtime services, and specifically, virtual memory.



3.8 Events and task priority levels

Events are another type of object that is managed through UEFI services. They provide synchronous or
asynchronous call back upon a particular occurrence. They can be created and destroyed and are
either in the waiting state or the signaled state. A UEFI image can do any of the following:

e Create an event.

e Destroy an event.

e Check to see if an event is in the signaled state.

e Wait for an event to be in the signaled state.

e Request that an event be moved from the waiting state to the signaled state.

UEFI supports pol led drivers, not interrupts. Because UEFI does not support interrupts, it can present a
challenge to driver writers who are used to an interruptdriven driver model.

The most common use of events by a UEFI driver is the use of timer events that allow drivers to poll a
device periodically. The figure below shows the different types of events supported in UEFI, as well as
the relationships between those events.

Figure 6-Event types
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The following table describes the types of events shown in the preceding figure.
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Table 7-Description of event types

Description

An event whose notification function is executed whenever the event is checked or
waited upon.

An event whose notification function is scheduled for execution whenever the event
goes from the waiting state to the signaled state.

A special type of signal event that is moved from the waiting state to the signaled
state when the EFl Boot Service ExitBootServices() is called. This call is the point in time
when ownership of the platform is transferred from the firmware to an operating
system. The event's notification function is scheduled for execution when

Exi t Boot Servi ces() IS called.

A special type of signal event that is moved from the waiting state to the signaled
state when the UEFI runtime service setVirtual Addressmap() is called. This call is the point
in time when the operating system is making a request for the runtime components of
UEFI to be converted from a physical addressing mode to a virtual addressing mode.
The operating system provides the map of virtual addresses to use. The event's
notification function is scheduled for execution when setVirtual Addressvap() is called.

Atype of signal event that is moved from the waiting state to the signaled state when

at least a specified amount of time has elapsed. Both periodic and one-shot timers are
supported. The event's notification function is scheduled for execution when a specific
amount of time has elapsed.

Atype of timer event that is moved from the waiting state to the signaled state at a
specified frequency. The event's notification function is scheduled for execution when a
specific amount of time has elapsed.

Atype of timer event that is moved from the waiting state to the signaled state after
the specified time period has elapsed. The event's notification function is scheduled
for execution when a specific amount of time has elapsed.

The following three elements are associated with every event:

e The task priority level (TPL) of the event

e A notification function

e A notification context

The notification function for a wait event is executed when the state of the event is checked or when

the event is being waited upon. The notification function of a signal event is executed whenever the
event transitions from the waiting state to the signaled state.

The notification context is passed into the notification function each time the notification function is
executed. The TPL is the priority at which the notification function is executed. The four TPL levels that
are defined in UEFI are listed in the table below.



Table 8-Task priority levels defined in UEFI

Task Priority Description

Level
TPL_APPLI CATI CN The priority level at which UEFI images are executed.
TPL_CALLBACK The priority level for most notification functions.
TPL_NOTI FY The priority level at which most /O operations are performed.
TPL_H GH LEVEL The priority level for the one timer interrupt supported in UEFI. (Not usable by

drivers)
TPLs serve two purposes:
e Define the priority in which notification functions are executed

e Create locks



3.8.1 Defining priority

Notification functions at higher priorities can interrupt the execution of notification functions executing
at a lower priority.

The mechanism for defining the priority (in which notification functions are executed), is used only when
more than one event is in the signaled state at the same time. In these cases, the notification function
that has been registered with the higher priority is executed first.



3.8.2 Creating locks

It is possible for the code in normal context and the code in interrupt context (i.e. notification functions)
to access the same data structure. This is because UEFI does support a single timer interrupt. This
access can cause issues if the updates to a shared data structure are not atomic. A UEFI application or
UEFI driver that wants to guarantee exclusive access to a shared data structure can temporarily raise
the task priority level to prevent simultaneous access from both normal context and interrupt context. A
lock can be created by temporarily raising the task priority level to TPL_H & LEVEL . This level blocks even
the one timer interrupt. However, care must be taken to minimize the amount of time that the system
executes at TPL_HGH LEVEL . All timer-based events are blocked during this time and any driver requiring
periodic access to a device is prevented from accessing its device. See the Boot Services chapter of the
UEFI Specification for more information on Task Priority Levels and Section 5.1.4 of this guide for
examples on how Task Priority Levels can be used to create and manage locks.



3.8.3 Using cal | backs

The calls to create an event take two important parameters: the callback and the parameter pointer.

The callback function is invoked when the event occurs. Using callbacks appropriately is not difficult-as
long as the following rules are followed:

e The parameter pointer can point to any static (not on the stack) structure. The parameter pointer is
used to provide state information for the event invocation. The parameter pointer is particularly
useful if multiple events must be handled by the same callback.

e The callback function, when invoked, may only assume its priority level, its parameter pointer, and
that it has a stack. It must derive all context from the parameter pointer and the static data left in
its module. This makes writing callbacks somewhat more challenging than normal driver code.

3.8.3.1 Debugging cal | backs

Debugging callbacks is a little like debugging interrupt handlers in that one is not always sure when a
callback is invoked. Most normal debugging facilities function as expected in callbacks.

There can be a temptation to write one's driver as a series of callbacks. This is not recommended since
normal code is easier to debug, and managing a large number of the context structures addressed by
parameter pointers becomes difficult to maintain.

TIP: Minimize the use of callbacks. Only use a callback when an operation cannot be implemented as
part of UEFI Driver initialization or through a protocol services provided by the UEFI Driver.



3.9 UEFI device paths

UEFI defines a Device Path Protocol that is attached to device handles in the handle database. The
Device Path Protocol helps operating systems and their loaders identify the hardware that a device
handle represents.

The Device Path Protocol provides a unique name for each physical device in a system. The collection of
Device Path Protocols for the physical devices managed by UEFI-based firmware is called a "name
space."”

Modern operating systems tend to use ACPl and industry standard buses to produce a name space
while the operating system is running. However, the ACPl name space is difficult to parse, and it would
greatly increase the size and complexity of system firmware to carry an ACPl name space parser.
Instead, UEFI uses aspects of the ACPl name space that do not require an ACPl name space parser.
This compromise keeps the size and complexity of system firmware to a minimum. It also provides a way
for the operating system to create a mapping from UEFI device paths to the operating system's name
space.

A device path is a data structure that is composed of one or more device path nodes. Every device path
node contains a standard header that includes the node's type, subtype, and length. This standard
header allows a parser of a device path to hop from one node to the next without having to understand
every type of node that may be present in the system.

The following two examples show the declaration of the PCl device path node which combined the
generic UEFI Device Path Header with the PCl-device-specific fields Function and Device.

Exampl e 3-Device Path Header

Thi s protocol can be used on any device handl e to obtain generic path/location information concerning the physical device or
| ogi cal device. If the handl e does not logically map to a physical device, the handl e may not necessarily support the device
path protocol. The device path describes the | ocation of the device the handle is for. The size of the Device Path can be dete
rmned fromthe structures that nake up the Device Path

x|

typedef struct {
U NT8 Type; /1< 0x01 Hardware Device Path
/1< 0x02 ACPlI Device Path
/11 < 0x03 Messagi ng Device Path
/1< 0x04 Media Device Path
/11 < 0x05 Bl G5 Boot Specification Device Path
/1< Ox7F End of Hardware Device Path

U NT8 SubType; /1< Varies by Type
/1< OxFF End Entire Device Path, or
/1/< 0x01 End This Instance of a Device Path and start a new
/1< Device Path.

U NT8 Length[2]; ///< Specific Device Path data. Type and Sub- Type define
/1< type of data. Size of data is included in Length.

} EFl _DEVI CE_PATH PROTOOCL;

Example 4-PCI Device Path

I

/1l PA Device Path.

11

typedef struct {
EFl _DEVI CE_PATH PROTOOOL  Header ;
1



U NT8 Functi on;

U NT8 Devi ce;
} PQ _DEVI CE_PATH

Device paths are designed to be position-independent by not using pointer values for any field. This
independence allows device paths to be easily moved from one location to another and stored in
nonvolatile storage.

A device path is terminated by a special device path node called an end device path node. See Example
2 in this section.

The following table lists the types of device path nodes that are defined in the Device Path Protocol
chapter of the UEFI Specification.



Type of
device
path notes

Hardware
device path
node

ACPI device
path node

Messaging
device path
node

Media
device path
node

BIOS Boot
Specification
(BBS) device
path node

End device
path node

Table 9-Types of device path nodes defined in UEFI Specification

Description

Used to describe devices on industry-standard buses that are directly accessible
through processor memory or processor /O cycles. These devices include memory-
mapped devices and devices on PCl buses and PC card buses.

Used to describe devices whose enumeration is not described in an industry-
standard fashion. This type of device path is used to describe devices such as PCI
root bridges and ISA devices. These device path nodes contain HID, CID, and UID
fields that must match the HID, CID, and UID values that are present in the
platform's ACPI tables.

Used to describe devices on industry-standard buses that are not directly
accessible through processor memory or processor I/O cycles. These devices are
accessed by the processor through one or more hardware bridge devices that
translate one industrystandard bus type to another industry-standard bus type.
This type of device path is used to describe devices such as SCSI, Fbre Channel,
1394, USB, 120, InfiniBand(R), UARTs, and network agents.

Hard disk, CD-ROM, and file paths in a file system that supports multiple directory
levels.

Used to describe a device that has a type that follows the BIOS Boot Specification,
such as floppy drives, hard disks, CD-ROMs, PCMCIA devices, USB devices, network
devices, and bootstrap entry vector (BEV) devices. These device path nodes are
used only in a platform that supports BIOS INT services.

Used to terminate a device path.

Each of the device path node types also supports a vendor-defined node that is the extensibility
mechanism for device paths. As new devices, bus types, and technologies are introduced into
platforms, new device path nodes types may have to be created. The vendor-defined nodes use a GUID
to distinguish new device path nodes.

Careful design is required when choosing the data fields used in the definition of a new device path
node. As long as a device is not physically moved from one location in a platform to another location,
the device path must not change across platform boots or if there are system configuration changes in
other parts of the platform. For example, the PCl device path node only contains a Device and a
Function field. It does not contain a Bus field, because the addition of a device with a PCI-to-PCl bridge
may modify the bus numbers of other devices in the platform.

Instead, the device path for a PCl device is described with one or more PCl device path nodes that
describe the path from the PClroot bridge, through zero or more PCI-toPCl bridges, and finally the
target PCl device.

The UEFI Shell is able to display a device path on a console as a string. The conversion of device path
nodes to printable strings is defined in the EFI Device Path Display Format Overview section of the UEFI
Specification. This optional feature allows developers to view device paths in a readable form using the
UEFI shell. The UEFI Shell also provides a method to perform a hex dump of a device path.

The example below shows some example device paths. These device paths show standard and
extended ACPI device path nodes being used for a PClroot bridge and an ISA floppy controller. PCI
device path nodes are used for PCI-to-PCl bridges, PCl video controllers, PCI IDE controllers, and PCI-to-
LPC bridges. Fnally, IDE messaging device path nodes are used to describe an IDE hard disk, and media
device path nodes are used to describe a partition on an IDE hard disk.

Example 5-Device Path Examples
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11

/1 PA Root Bridge #0 using an Extended ACPI Device Path
11l

Acpi ( HWP0002, PNPOAO3, 0)

11l

/1 PA Root Bridge #1 using an Extended ACPI Device Path
11

Acpi (HWP0O002, PNPOAO3, 1)

11

/1 PA Root Bridge #0 using a standard ACPl Device Path
11l

Acpi ( PNPOAO3, 0)

11l

/1 PA-to-PA bridge device directly attached to PO Root Bridge #0
11l

Acpi (PNPOAO3, 0)/ Pci ( 1LE| 0)

11l

/1 A video adapter installed in a slot on the other side of a PO-to-POd bridge
/1 that is attached to PO Root Bridge #0.

11l

Acpi (PNPOAO03, 0)/ Pci ( 1E] 0)/ Pci (0] 0)

11

/1 A PQA-to-LPC bridge device attached to PO Root Bridge #0
11l

Acpi (PNPOAO3, 0)/ Pci ((1F| 0)

/11

/1l A1 44 MB floppy disk controller attached to a PO -to-LPC bridge device
/] attached to PO Root Bridge #0

/11

Acpi (PNPOAO3, 0)/ Pci (1F| 0) / Acpi ( PNP0604, 0)

Il

/1 APCQ |IDE controller attached to PO Root Bridge #0
Il

Acpi (PNPOAO3, 0)/ Pci (1F| 1)

Il

/1 An IDE hard disk attached to a PO |IDE control | er attached to
/1 PC Root Bridge #0

/1l

Acpi (PNPOAQ3, 0)/ Pci (1F| 1)/ At a( Secondary, Mast er)

Il

/] Partition #1 of an IDE hard disk attached to a PO |DE controller attached to

/1 PC Root Bridge #0
11
Acpi (PNPOAO3, 0)/ Pci (1F| 1)/ At a( Secondary, Mast er )/ HX Part 1, Si g00000000)
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3.9.1 How driver s use device paths

UEFI drivers that manage physical devices must be aware of device paths. When possible, UEFI drivers
treat device paths as data structures. In general, UEFI Drivers are not required to parse or understand
the beginning of the device path. They usually only need to understand the device path node
associated with the specific controller the UEFI Driver is managing and, potentially, the device path
node associated with child controllers the UEFI Driver may generate by appending a new device path
node to the end of the device path from the parent controller.

e Root bridge drivers are required only to produce the device paths for the root bridges, which
typically contain only a single ACPI device path node.

e For a child device, bus drivers usually just append a single device path node to that of the parent
device. The bus drivers should not parse the contents of the parent device path. Instead, a bus
driver appends the one device path node that it is required to understand to the device path of the
parent device.

For example, consider a SCSI Bus Driver that produces child handles for the mass storage devices on a
SCSI channel. This UEFI Driver builds a device path for each mass storage device. The device path is
constructed by appending a SCSI device path node to the device path of the SCSIchannel. The SCSI
device path node simply contains the Physical Unit Number (PUN) and Logical Unit Number (LUN) of the
SCSI mass storage device.

The mechanism described above allows the construction of device paths to be a distributed process.
The bus drivers at each level of the system hierarchy are required only to understand the device path
nodes for their child devices. Bus drivers understand their local view of the device path, and a group of
bus drivers from each level of the system bus hierarchy work together to produce complete device
paths for the console and boot devices that are used to install and boot operating systems.

There are a number of functions in the EFI Device Path Utilities Protocol defined by the UEFI
Specification to help manage device paths. The merkg in the EDK Il also provides a Device Path Library
with many useful functions and macros to manage device paths.



3.9.2 IPF Consider ations for device path data structures

Individual device paths nodes may be any length, and each device path node in a complete device path
starts immediately after the previous device path node. This means that device path nodes inside of a
full device path may not start on a naturally aligned boundary. This can cause problems for CPU
architectures that do not support unaligned memory accesses such as IPE A device path node that is
not a multiple of 8 bytes in length may cause a device path node that follows to be unaligned.
Implementing source code that manages device paths requires some special techniques to guarantee
that the source code is portable to all the CPU architectures supported by the UEFI Specification.

TIP: Be careful when using device paths. Make sure an alignment fault is not generated.

See Chapter 4 in this guide for more information about architecture-specific considerations. Refer to
Chapter 28 for IPF platform porting considerations.



3.9.3 Environment variables

Device paths are also used when certain environment variables are built and stored in non-volatile
storage. There are a number of environment variables defined in the Boot Manager chapter of the UEFI
Specification. These variables define the following:

e Console input devices

e Console output devices

e Standard error devices

e The drivers that need to be loaded prior to an OS boot
e The boot selections that the platform supports

The UEFI boot manager, UEFI utilities, and UEFI-conformant operating systems manage these
environment variables as operating systems are installed and removed from a platform.



3.10 UEFI driver model

The Overview and UEFI Driver Model chapters of the UEFI Specification define the UEFI driver model.
Drivers that follow the UEFI driver model share the same image characteristics as UEFI applications.
However, the model allows UEFI more control over drivers by separating their loading into memory from
their starting and stopping. The table below lists the series of UEFI driver model-related protocols that
are used to accomplish this separation.

Table 10-Protocol s separating the loading and starting/stopping of drivers

Protocol Description
Driver Provides functions for starting and stopping the driver, as well as a function for
Binding determining if the driver can manage a particular controller. The UEFI driver
Protocol binding model requires this protocol.
. Provides a mechanism that allows protocols to support more than one consumer.
Service ; . )
o UEFI Drivers that are required to produce protocols that need to be available to
Binding X Co -
more than one consumer produce both the Driver Binding Protocol and a Service
Protocols A
Binding Protocol.
Driver . . . . e .
Provides information on the version of the UEFI Specification to which the UEFI
Supported - Lo . .
. Driver conforms. The version information follows the same format as the version
EFI Version - .
Protocol field in the EFl System Table.

Driver Family
Override
Protocol

Driver Health

Provides a mechanism for a UEFI Driver to express UEFI Driver specific version
information among a family of UEFI Drivers that are used by ConnectController() to
select the best driver to manage a specific controller.

Provides services that allow a UEFI Driver to express messages associated with
the health status of a controller, suggest repair operations, and request

Protocol configuration changes required to place the controller in a usable state.
HIl Config Provides services to retrieve and save configuration data for a controller
Access managed by a UEFI Driver. Also provides a service that allows a setup browser to
Protocol inform a UEFI Driver when specific setup browser actions are performed.
Allows a UEFI Driver to register strings, fonts, images, keyboard mappings, and
HIl Packages setup forms related to the configuration operations required for UEFI Driver
managed controllers.
ﬁgmgoznent Provides functions for retrieving a human-readable name of a driver and the
Protocol controllers that a driver is managing using language codes defined by RFC 4646.
Driver . . . . . . . .
. . Provides functions for executing diagnostic functions on driver managed devices
Diagnostics - .
using RFC 4646 defined language codes.
2 Protocols
Provides functions for retrieving a human-readable name of a driver and the
Component controllers that a driver is managing using language codes defined by ISO 639-2.
Name This protocol is only required by a UEFI Driver that must be compatible with
Protocol platforms that support only UEFI 2.0 or EFI 1.10 This protocol has been replaced
by the Component Name 2 Protocol.
Driver Provides functions for executing diagnostic functions on driver managed devices
Diaanostics using language codes defined by ISO 639-2. This protocol is only required by a
Pro?ocols UEFI Driver specifically compatible with platforms supporting only UEFI 2.0 or EFI
1.10 This protocol has been replaced by the Driver Diagnostics 2 Protocol.
Provides functions that allow users to configure devices a driver is managing
Driver using language codes defined by ISO 639-2. It also provides services to place a
Configuration device into a default configuration. This protocol is only required by a UEFI Driver
Protocol specifically compatible with platforms supporting only UEFI 2.0 or EFI 1.10. This

protocol has been replaced with HIl functionality.



The new protocols are registered on the driver's image handle. Hll packages are registered in the HlIl
database. In the UEFI driver model, the main goal of the driver's entry point is to install theses
protocols, register Hll packages, and exit successfully.

At a later point in the system initialization, UEFI can use these protocol functions to operate the driver.
A more complex driver may produce more than one instance of the EF_DRVER BINDING PROTOCOL . In this case,
additional instances of the Driver Binding Protocol are installed on new handles. These new handles
may also optionally support the additional protocols listed in Table 10 above.

The UEFI driver model follows the organization of physical/electrical architecture by defining three basic
types of UEFI boot time drivers:

e Device drivers
e Bus drivers
e Hybrid drivers, which have characteristics of both a device driver and a bus driver

Device drivers and bus drivers are distinguished by the operations they perform in the start() and
stop() services of the Driver Binding Protocol. By walking through the

process of connecting a driver to a device, the roles and relationships of the bus drivers and device
drivers become evident; the following sections discuss these two driver types.



3.10.1 Devicedriver

The start() service of a device driver installs protocol(s) directly onto the controller handle that was
passed into the sart() service. The protocol(s) installed by the device driver use the I/O services that
are provided by the bus I/O protocol that is installed on the controller handle. For example, a device
driver for a USB device uses the service of the USB I/O Protocol, and a device driver for a PCl controller
uses the services of the PCI I/O Protocol. In other words, the PCI I/O Protocol is consumed by a driver for
a PCl option ROM card. This process is called "consuming the bus I/O abstraction."

The following are the main objectives of the device driver:
e Initialize the controller.

e Install an I/O protocol on the device that can be used directly or indirectly by UEFI-conformant
system firmware to boot an operating system.

It does not make sense to write device drivers for devices that cannot be used to boot a platform. The
following table provides the list of standard I/O protocols that the UEFI Specification defines for different
classes of devices. If multiple protocols are listed, that does not necessarily mean that all the protocols
must be produced. Please see later sections of the guide and the UEFI Specification for details on
which protocols are required and which are optional.



Table 11-1/0 protocol s produced in the Start() function for different device classes

Protocol(s) created in the Start section of

Class of device the driver

Block Oriented Device EFl _BLOCK_| C2_PROTOOCL
EFI _BLOOK_| O PROTQOCL
EFl _STORAGE_SECUR TY_COMVAND_PROTQOCCL

File System EFI _SI MPLE_FI LE_SYSTEM PROTOOCL

Non block oriented or file system based

. EFl_LOAD FI LE_PROTOOCL
boot device

LAN Universal Network Driver Interface (UNDI)
EFI _NETWIRK_| NTERFACE | DENTI FI ER_PROTOOCL
EFI _S| MPLE_NETWRK_PROTCOCL
EFI _MANAGED NETWRK PROTOOCL
EFI _VLAN CONFI G PROTOOCL
EFl _Bl S_PROTOOCL
Graphics Display EFl _GRAPH CS_QUTPUT_PROTOOCL
EFI _EDI D_Di SCOVERED PROTOOCL

EFl _EDI D_ACTI VE_PROTQOCL

Text Console EFl _SI MPLE_TEXT_QUTPUT_PROTOOCL
Character based I/O device EFl _SER AL_| O PROTOCOL
Keyboard EFl _SI MPLE_TEXT_| NPUT_EX_PROTCOCL

EFl _SI MPLE_TEXT_| NPUT_PROTCOCL

Mouse EFl _SI MPLE_PQ NTER_PROTOOCL
Tablet EFl _ABSCLUTE_PQ NTER_PROTCOCL

USB Host Controller EFl _USB2_HC PROTOOOL EFI _USB HC PROOOCL
SCSI Host Controller EFl _EXT_SCS| _PASS_TRU_PROTCOCL

EFl _SCS| _PASS_THRU_PROTOOCL

SATA Controller EFl _ATA PASS THRU PROTOOOL

Credential Provider for User Authentication EFI _USER CREDENTI AL2_PROTCOCL

The fundamental definition of a UEFI device driver is that it does not create any child handles. This
difference distinguishes a device driver from a bus driver.

The definition of a device driver can be confusing because it is often necessary to write a driver that
creates child handles. This necessity makes the driver a bus driver by definition, even though the driver
may not be managing a hardware bus in the classical sense (such as a PCI, SCSI, USB, or FHbre Channel
bus).

Even though a device driver does not create child handles, the device managed by the device driver
could still become a "parent." The protocol(s) produced by a device driver on a controller handle may be
consumed by a bus driver that produces child handles. In this case, the controller handle that is
managed by a device driver is a parent controller. This scenario happens quite often.



For example, the Er_use2 Hc PRoTooL is produced by a device driver called the USB host controller driver.
The protocol is consumed by the USB bus driver. The USB bus driver creates child handles that contain
the uwsB1oProtooa . The USB host controller driver that produced the Er_use2_HC PROTCOOL has no
knowledge of the child handles that are produced by the USB bus driver.



3.10.2 Busdriver

A bus driver is nearly identical to a device driver except that a bus driver creates child handles. This
capability leads to several added features and responsibilities for a bus driver that are addressed in
detail throughout this document. For example, device drivers do not need to concern themselves with
searching the bus.

Jist as with a device driver, the start() function of a bus driver consumes the parent bus I/O
abstraction(s) and produces new I/O abstractions in the form of protocols. For example, the PCl bus
driver consumes the services of the

EFl_PO _ROOT_BRIDGE |0 PROTGcOL and uses these services to scan a PCl bus for PCl controllers. Each time a PCI
controller is found, a child handle is created and the

EFl_Pa _1o PROTOoaL is installed on the child handle. The services of the Er_pa_iopProraco are implemented
using the services of the Er_Pa _RoOT_BR DGE | O PROTOOOL

As a second example, the USB bus driver uses the services of the Er_use2_Hc PROTOCOL to discover and
create child handles that support the er_usB iopProtooa. for each USB device on the USB bus. The
services of the Er_usB 1oProTOocL are implemented using the services of the Er_usez2_Hc PRoTOOL .

The following are the main objectives of the bus driver:
e Initialize the bus controller.

e Determine how many children to create. For example, the PCl bus driver may discover and
enumerate all PCl devices on the bus or only a single PCl device that is being used to boot. How a
bus driver handles this step creates

a basic subdivision in the types of bus drivers. Abus driver can do one of the following:
e Create handles for all child controllers on the first call to Start().
e Allow the handles for the child controllers to be created across multiple calls to Start().

e Abus driver that creates child handles across multiple Start() calls is very useful because it may
reduce the platform boot time. It allows a few child handles, or even a single child handle, to be
created across multiple calls to Start(). On buses that take a long time to enumerate their children
(for example, SCSI and Fbre Channel), multiple calls to Start() can save a large amount of time when
booting a platform.

e Allocate resources and create a child handle in the UEFI handle database for one or more child
controllers.

e Install an I/O protocol on the child handle that abstracts the /O operations that the controller
supports (such as the PCI I/O Protocol or the USB I/O Protocol).

e If the child handle represents a physical device, then install a Device Path Protocol (see the UEFI
Specification).

e Load drivers from option ROMs, if present. The PCl bus driver is currently the only bus driver that
loads from option ROMs.

Some common examples of UEFI bus drivers include:

e pra Bus Driver : Creates a child handle for PCl controllers, either directly attached to a PCI Root Bridge,
or attached to a PCl Root Bridge through one or more PClto PCI Bridges. The Device Path Protocol
includes rci() device path nodes.



e uwsBBus Diver : Creates a child handle for USB devices, either directly attached to a USB Root Port, or
attached to a USB Root Port through one or more USB Hubs. The Device Path Protocol includes
whb() device path nodes.

e scsl Bus Driver : Creates a child handle for SCSI devices attached to a SCSIchannel. The Device Path
Protocol includes scsi() device path nodes.

e sataBus Driver : Creates a child handle for SATA devices attached to a SATA ports. The Device Path
Protocol includes sata() device path nodes.

Because bus drivers are defined as drivers that produce child handles, there are some other drivers
that unexpectedly qualify as bus drivers:

e serial Driver: Creates a child handle and extends the Device Path Protocol to include a uart()
messaging device path node.

e LANDiver: Creates a child handle and extends the Device Path Protocol to include a mc() address-
messaging device path node.

e Gqaphics Driver: Creates a child handle for each physical video output and any logical video output
that is a combination of two or more physical video outputs. Graphics drivers do not extend the
Device Path Protocol.



3.10.3 Hybrid driver

A hybrid driver manages and enumerates a bus controller. Its start() function creates one or more child
handles and installs protocols into the child handles. Its start() function also installs protocols onto the
handle for the bus controller itself.



3.11 Service Drivers

A service driver does not manage any devices and does not produce any instances of the

EFI _DR VER BINDING PROTCOCL . It is a simply a driver that produces one or more protocols on one or more new
service handles in the handle database. These service handles do not have a Device Path Protocol
because they do not represent physical devices. The driver entry point returns er_swcess after the
service handles are created and the protocols installed, leaving the driver resident in system memory.
Some example service drivers in the MemdulePkg in the EDK Il include:

® MileMdul ePkg/ Uni ver sal / Acpi / Acpi Tabl eDxe
® MleMdul ePkg/ Uni ver sal / DebugSuppor t Dxe

® MileMdul ePkg/ Uni ver sal / Devi cePat hDxe

® MileMdul ePkg/ Uni ver sal / EbcDxe

® MileMdul ePkg/ Uni ver sal / H i Dat abaseDxe

® MileMdul ePkg/ Uni versal / Pri nt Dxe

® MleMdul ePkg/ Uni ver sal / Set upBr owser Dxe

® MileMdul ePkg/ Uni ver sal / Snbi osDxe



3.12 Root Bridge Driver

Aroot bridge driver does not produce any instances of the

EFI_DR VER BINDING PROTCOCL . It is responsible for initializing and immediately creating physical controller
handles for the root bridge controllers or root devices in a platform. The driver must install the Device
Path Protocol onto a physical controller handle because the root bridge controllers or root devices
represent physical devices. An example root bridge driver, PcAt Chi pset Pkg/ Pci Host Bri dgeDxe , IS Shown in the
EDK II.

This driver also installs the PCI Root Bridge I/O Protocol the protocol abstraction for a PCl Bus. This
protocol is used by a bus driver for the PCl Bus to enumerate the PCl controllers attached to the PCI
root bridge.

A driver for a root device may produce a protocol that is more directly usable as a console or boot
device. For example, a Serial I/O Protocol for a serial device that is not attached to an industry standard
bus type supported by the UEFI Specification, or a Block I/O Protocol for a block-oriented media device
that is not attached to an industry standard bus type supported by the UEFI Specification.



3.13 Initializing Driver

An initializing driver does not create any handles and it does not add any protocols to the handle
database. Instead, this type of driver performs some initialization operations and then intentionally
returns an error code so the driver is unloaded from system memory. The EDK Il does not currently
include examples of UEFI initializing drivers.



3.14 UEFI Driver Model Connection Process

All UEFI Drivers that adhere to the UEFI Driver Model follow the same basic procedure. When the driver is
loaded, it installs a Driver Binding Protocol on the image handle from which it was loaded. It may also
update a pointer to the wioad() service of the Loaded Image Protocol and install the Component Name
2 Protocol and the Component Name Protocol, if needed, so its name is visible to any operator. The
UEFI Driver then exits from the entry point with a return status of er_suocess, leaving the UEFI Driver
resident in system memory.

The Driver Binding Protocol provides a version number and the following three services:
e Supported()
® Start()
® Stop()

The Driver Binding Protocol is available on the driver's image handle after the entry point is exited. Later
on when the system is "connecting" drivers to devices, the driver's Driver Binding Protocol supported()
service is called.

The supported() service is passed a controller handle. The supported() function quickly examines the
controller handle to see if it represents a device that the driver knows how to manage. If so, it returns
EFl_SUacess . The system then starts the driver by calling the driver's start() service, passing in the
supported controller handle. The driver can later be disconnected from a controller handle by calling
the stop() service.

A platform connects the devices in a platform with the drivers available in the platform. This connection
process appears complex at first, but as the process continues, it becomes evident that the same
basic procedure is used over and over again to accomplish the complex task. This description does not
go into all the details of the connection process but explains enough that the role of various drivers in
the connection process can be understood. This knowledge is fundamental to designing new UEFI
Drivers.

The UEFI boot service nnectontroller() demonstrates the flexibility of the UEFI Driver Model. The UEFI
Shell command connect directly exposes much of the functionality of this boot service and provides a
convenient way to explore the flexibility and control offered by connect Controller() .



EDK Il Driver Writer's Guide for UEFI 2.3.1[ DRAFT] 3.14.1 ConnectController()

3.14.1 ConnectController ()

By passing the handle of a specific controller into connect control ler() , UEFI follows a specific process to
determine which driver(s) manage the controller. For reference, the following example is the definition of

Connect Control ler() :

Example 6-ConnectController() UEFI Boot Service

[ **

Connects one or nore drivers to a controller.
@aram Control | erHandl e The handl e of the controller to which driver(s) are to be connect ed.

@aram Driverl mageHandl e A pointer to an ordered list handl es that support
The EFlI _DR VER Bl NDI NG PROTOOCL.

@aram Renai ni ngDevi cePat h A pointer to the device path that specifies a child of the controller
speci fied by ControllerHandl e.

@aram Recursive If TRUE, then Connect Controller() is called recursively until the
entire tree of controllers below the controller specified by
Control | erHandl e have been created. |f FALSE, then the tree of
controllers is only expanded one |evel .

@etval EFl_SUCCESS 1) One or nore drivers were connected to
Control | er Handl e.
2) No drivers were connected to Control | erHandl e,
But Renai ni ngDevi cePath is not NULL, and it is
an End Devi ce Path Node.

@etval EFI_I NVALI D PARAMETER Control l erHandl e i s NULL.

@etval EFI_NOI_FOUND 1) There are no EFl _DR VER Bl NDI NG PROTOOCL
I nstances present in the system
2) No drivers were connected to Control | erHandl e.

*

t ypedef
EFl _STATUS
(EFI APl * EFI _OONNECT_CONTROLLER) (
I'N EFl _HANDLE Control | er Handl e,
I'N EFl _HANDLE *Driver | mageHandl e, CPTI ONAL
I N EFl _DEM CE_PATH_PROTOCCL *Remai ni ngDevi cePat h, CPTI ONAL
I N BOOLEAN Recur si ve

Ik

The connection is a two-phase process:
1. Construct an ordered list of driver handles from highest to lowest priority.
2. Attempt to connect the drivers to a controller in priority order from highest to lowest.

The following table lists the steps for phase one; driver connection precedence rules. Much of this
information is in the UEFI Specification where the UEFI boot service connectontroller() is discussed.
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Step

Type of
override

Context
override

Platform
driver
override

Driver
family
override

Bus

Driver
binding
search

Table 12-Connecting controllers: Driver connection precedence rules

Description

The parameter DriverimageHandle is an ordered list of handles that support
the EF_DRVER BINDING PROTOOOL . The highest priority image handle is the first
element of the list, and the lowest priority image handle is the last element
of the list. The list is terminated with a nuL image handle.

This parameter is usually nuL and is typically used only to debug new
drivers from the UEFI Shell. These drivers are placed at the top of the
ordered list of driver handles.

If an EF_PLATFORM DR VER OVERR DE_PROTOOCL instance is present in the system, the
etDriver() service of this protocol is used to retrieve an ordered list of
image handles for ControllerHandle. From this list, the image handles found
in rule (1) above are removed. The first image handle returned from
atriver() has the highest precedence, and the last image handle returned
from cetoriver() has the lowest. The ordered list is terminated when
GetDriver() returns Erl_NoT_FOND. It is legal for no image handles to be
returned by cetoiver() . There can be, at most, a single instance in the
system of the EFl_PLATFORM DR VER OVERR DE PROTOOQL . If there is more than one,
then the system behavior is not deterministic.

The EFl_PLATFORM DR VER OVERR DE_PROTOOCL IS optional and, if present, is provided
with the platform firmware. This protocol is typically provided when a
platform needs to guarantee that a specific UEFI Driver be used to manage
a specific controller, which is typically only required for controllers that are
integrated into the platform.

The list of available driver image handles can be found by using the boot
service Locatetandle() with a SearchType of Byprotocol for the GUID of the
EFl _DR VER FAM LY_OVERR DE_PROTOcOL . From this list, the image handles found in
rules (1), and (2) above are removed. The remaining image handles are
sorted from highest to lowest based on the value returned from the
GetVersion() function of the EF_DRVER FAM LY O/ERR DE_PROTOCOL associated with
each image handle.

The EF_DRIVER FAM LY_OVERR DE_PROTCOOL iS optional and is typically produced by
UEFI Drivers associated with a family of controllers, When multiple versions
of a UEFI Driver for a family of controllers are present in a platform, the UEFI
Driver needs to determine which version of the UEFI Driver is best suited to
manage a specific controller in the family of controllers.

If there is an instance of the specific driver override

EFl_BUS_SPEC FI C DR VER OVERR DE_PRoToocL attached to ControllerHandle, then the
ctDriver() service of this protocolis used to retrieve an ordered list of
image handles for ControllerHandle. From this list, the image handles found
in rules (1), (2), and (3) above are removed. The first image handle returned
from cetoiver() has the highest precedence, and the last image handle
returned from cetriver() has the lowest precedence. The ordered list is
terminated when cetriver() returns er_Nor_FOND. It is legal for no image
handles to be returned by Getriver() .

In practice, this precedent option allows the UEFI drivers that are stored in a
PCI Option ROM of a PCl adapter to manage that specific PCl adapter. even if
drivers with higher versions are available from PCl Option ROMs on other PCI
adapters. This rule exists to make sure that if a particular UEFI Driver on a
PCl adapter only works with the hardware on that specific PCl adapter, then
a UEFI Driver from a different PCl adapter is not to be used to manage it. If
an IHV does not like this precedence rule, the Driver Family Override Protocol
can be implemented to override this behauvior.

The list of available driver image handles can be found by using the boot
service Locaterandle() with a SearchType of Byprotocol for the GUID of the

EFl _DR VER BI NDING PROTCOOL . From this list, the image handles found in rules (1),
(2), (3), and (4) above are removed. The remaining image handles are
sorted from highest to lowest based on the Version field of the

EFl _DR VER BINDING PROTCOOL  instance associated with each image handle.



In practice, this sorting means that a PCl adapter, for example, that does
not have a UEFI driver in its PCI Option ROM is managed by the driver with
the highest Version number.

Phase two of the connection process checks each driver in the ordered list to see if it supports the
controller. This check calls the supported() service of the driver's Driver Binding Protocol and passes in
the ControllerHandle and the RemainingDevicePath. If successful, the sart() service calls the Driver
Binding Protocol and passes in the ControllerHandle and RemainingDevicePath. Each driver in the list is
given an opportunity to connect, even if a prior driver connected successfully. However, if a driver with
higher priority had already connected and opened the parent I/O protocol with exclusive access, the
other drivers would not be able to connect if they also require exclusive access to the parent I/O
protocol.

Use this type of connection process because the order in which drivers are installed into the handle
database is not deterministic. Drivers can be unloaded and reloaded later, which changes the order of
the drivers in the handle database.

These precedent rules assume that the relevant drivers to be considered are loaded into memory. This
case may not be true for all systems. Large systems, for example, may limit "bootable" devices to a
subset of the total number of devices in the system.

The connectcontroller() function can be called several times during the UEFI initialization. Use it to connect
consoles, devices required to load drivers from the driver list, and to connect devices required for the
boot options to be processed by the boot manager.



3.14.2 Loading UEFI option ROM drivers

The following is an interesting use case that tests these precedence rules. Assume that the following
three identical adapters are in the system:

e Adapter A: UEFI driver Version 0x10
e Adapter B: UEFI driver Version 0x11
e Adapter C: No UEFI driver

These three adapters have UEFI drivers in the option ROM as defined below. When UEFI drivers connect,
the drivers control the devices as follows:

e UEFI driver Version 0x10 manages Adapter A.
e UEFI driver Version 0x11 manages Adapter B and Adapter C.

If the UEFI driver version 0x12 is soft loaded through the UEFI Shell, nothing changes until the existing
drivers are disconnected and a reconnect is performed. This reconnection can be done in a variety of
ways but the UEFI Shell command reconnect r is the easiest.

The drivers now control the devices as follows:
e UEFI driver Version 0x10 manages Adapter A.
e UEFI driver Version 0x11 manages Adapter B.
e UEFI driver Version 0x12 manages Adapter C.
An IHV can override this logic by implementing the Driver Family Override Protocol.

An OEM can override this logic by implementing the Platform Driver Override Protocol.



3.14.3 DisconnectController ()

Di sconnect Control ler() performs the opposite of connectontroller() . It requests that drivers managing a
controller release the controller.



3.15 Platform initialization

Figure 7 shows the sequence of events that occur when a UEFI-based system is booted. The following
sections describe each of these events in detail and how they relate to UEFI drivers.

Figure 7-Booting sequence for UEFI operational model
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On the following page, Fgure 8 shows a possible system configuration. Each box represents a physical
device (a controller) in the system. Before the first UEFI connection process is performed, none of the
devices are registered in the handle database. The following sections describe the steps that UEFI-
conformant firmware follows to initialize a platform, how drivers are executed, handles are created, and
protocols are installed.



Figure 8-A sample system configuration
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During platform initialization, early in the boot process, the platform creates handles and install the EBC
Protocol and the Decompression Protocol(s) in the handle database. These service protocols are
needed to run UEFI drivers that may be compressed or compiled using an EBC compiler. The
Compression Algorithm Specification chapter of the UEFI Specification defines the
EFI_DECOMPRESS_PROTOCOL, which defines the standard compression algorithm for use with UEFI
Drivers stored in PCl Option ROMs.

For example, a portion of the handle database as viewed with the dh UEFI Shell command might look
like the example below. Handle 6 supports the EBC Protocol. Handle 9 is an image handle for a UEFI
Service Driver. That UEFI Device Driver installed the EFI._ DECOMPRESS_PROTOCOL onto a new handle. The
handle created is handle A.

6: Ebc

9: | mage( Deconpr ess)
A Deconpress



3.15.1 Connecting PCI Root Bridges

During UEFI-conformant firmware initialization by the platform, the system typically uses the service
Loadimage() to load a root bridge driver for the root device. One common example is a PCl root bridge
driver.

Like all drivers, as it loads, UEFI firmware creates a handle in the handle database and attaches an
instance of the Er_LoaED IMaGE PROTOOL With the unique image information for the PCl root bridge driver.
Because this driver is the system root driver, it does not follow the UEFI Driver Model. Instead, it
immediately uses its knowledge about the platform architecture to create handles for each PClroot
bridge

As viewed using the dh UEFI Shell command below, a portion of the handle database shows a single PCI
root bridge. Some platforms, such as data center servers, will have more than one PClroot bridge.

A PClroot bridge driver installs the ErF_Pa_RooOT_BRIDGE |0 PROTOOCL and an EFl_DEVI CE_PATH PROTOOCL ONto a new
handle. By not installing the Driver Binding

Protocol, the PClroot bridge prevents itself from being disconnected or reconnected later on. For
example, the handle database as viewed with the dh UEFI Shell command might look like the following
after the PClroot bridge driver is loaded and executed.

This example shows an image handle that is a single controller handle with a PCl Root Bridge I/O
Protocol and the Device Path Protocol.

B: | mage( Pcat Pci Root Bri dge)
C Pci Root Bri dgel o DevPath (Acpi (HWP0O002, 0, PNPOAD3))

Note: PNPOAO3 may appear in either _HID or _CID of the PClroot bridge device path node. This example
is one where it is not in _HID.

OS loaders usually require access to the boot devices to complete an OS boot operation. Boot devices
must have a Device Path Protocol that represents the unigue name of the boot device. The Device Path
Protocol for a boot device attached to a PCI Bus would start with a single ACPl node Acpi(HD, uD oOr
Acpi(HD, uD, aD . This node also points the OS to the place in the ACPI name space where the ACPI
description of the PClroot bridge is stored. The Ef_Pa_Roor BRDGE |0 PROTaL provides PCl functions that
are used by the PCl bus driver that is described in next section.



3.15.2 Connecting the PCI bus

Platform initialization continues by loading the PCl bus driver. As the driver's entry point is executed, the
PCl bus driver installs the Driver Binding Protocol and potentially the Component Name Protocols.

For example, the handle database as viewed with the dh UEFI Shell command might look like the
following after the PCl bus driver is loaded and started. It contains one new driver image handle with the
Loaded Image Protocol, Driver Binding Protocol, and Component Name?2 Protocol. Because this driver
does follow the UEFI Driver Model, no new controller handles are produced when the driver is loaded
and started. They are not produced until the driver is connected.

14: | mage(Pci Bus) Driver Binding Conponent Nane

Later in the platform initialization process, UEFI-conformant firmware uses Connectontroller() to attempt
to connect the PClroot bridge controller(s) (handle #14 hex, as shown in the example above). The
system has several priority rules for determining what driver to try first, but in this case it searches the
handle database for driver handles (handles with the Driver Binding Protocol). The search finds handle
#14 and call the Driver Binding Protocol supported() service, passing in controller handle #14. The PCI
bus driver requires the Device Path Protocol and PCl Root Bridge I/O Protocol to be started, so the
Supported() Service returns Erl_suocess when those two protocols are found on handle # 14 After receiving
EFl_suacess from the supported() service, onnectontroller() then calls the Driver Binding Protocol start()
service with the same controller handle # 14.

Due to the PCI Bus Driver, the start() service uses the PCl Root Bridge I/O Protocol functions to
enumerate the PCl bus and discover all PCl devices. For each PCl device/function that the PCl bus driver
discovers, it creates a child handle and installs an instance of the PCI /O Protocol on the handle. The
handle is registered in the handle database as a "child" of the PClroot bridge controller.

The PCl bus driver also copies the device path from the parent PClroot bridge device handle and
appends a new PCl device path node Pci(Dev|Func). In cases where the PCl bus driver discovers a PCI-to-
PCl bridge, the devices below the bridge are added as children to the bridge. In these cases, extra PCl
device path nodes are added for each PCI-to-PCl bridge between the PClroot bridge and the PCl device.

For example, the handle database as viewed with the dh UEFI Shell command might look like the
following after the PCl bus driver is connected to the PClroot bridge. It shows that:

e Nine PCldevices were discovered.
e The PCldevice on handle #1B has an option ROM with a UEFI driver.
e That UEFI driver was loaded and executed and is shown as handle # 1C.

Also notice that a single PCl card may have several UEFI handles if they have multiple PCl functions.



16:
17:
18:
19:
1A
1B:
1c
1D
1E
1F:

Pcil o DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (1] 0))

Pcil o DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (1] 1))

Pcil o DevPath (Acpi ( HWP0002, 0, PNPOAO3)/ Pci (2| 0))

Pcil o DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (2| 1))

Pcil o DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (2| 2))

Pcil o DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (3] 0))

| mage( Acpi ( HWP0002, 0, PNPOAO3) / Pci (3| 0)) Driver Binding
Pcil o DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (4| 0))

Pci l o DevPath (Acpi (HWP0002, 100, PNPOAO3) / Pci (1] 0))

Pci l o DevPath (Acpi (HWP0002, 100, PNPOAO3)/ Pci (1] 1))



3.15.3 Connecting consol es

At this point during the platform initialization, the firmware has not initialized or configured a "console"
device that allows user input. This absence is often because a PCl device, waits for the PCl bus driver to
provide device handles for the console(s).

Most UEFI conformant platforms follow a console connection strategy to connect the consoles in a
manner consistent with that of the platform. This ensures that the platform is able to display messages
to all of the selected consoles through the standard UEFI mechanisms. Initially, this includes platform
initialization and informational screens, and later (during setup), HIl functionality and forms. Prior to this
point, platform messages, if any, are conveyed through platform-specific methods.

Note: During initialization, the platform needs to connect console devices to the driver. Hll functionality
is about displaying configurable information to the user, which happens after consoles are initialized
and after an Hll compatible setup engine is invoked. UEFI Drivers should never directly access console
devices except for the few UEFI driver related services that explicitly allow user interaction. In most
cases, UEFI drivers use HIll infrastructure to present information to users.



3.15.4 Consoledrivers

UEFI consoles drivers may include one or more of the following:
e Text console devices
e Graphical console devices
e Keyboards
e Mice
e Serial ports

Some systems may provide custom console devices. The following table shows examples of console
related UEFI Drivers from the EDK . These UEFI Drivers may be carried by the platform firmware or in
standard containers for UEFI Drivers such as PCl Option ROMs.



Class
of
driver

USB
Console

USB
Console

uUsB
Console

USB
Console

Graphics

Graphics

Serial

Serial

Generic
Console

Type of
driver

USB host
controller
driver

USB bus
driver

USB
keyboard
driver

USB mouse

Graphics
Output

Graphics
console
driver

PCI Serial

Serial
terminal
driver

Platform
console
management

Table 13-UEFI console drivers

Driver name

UhciDxe br/>
EhciDxe br/>
XhciDxe

UsbBusDxe

UsbKbDxe

UsbMouseDxe

CirrusLogic5430
Dxe

GraphicsConsole
Dxe

PciSerialDxe

TerminalDxe

ConPlatformDxe

Description and example

Consumes the PCI I/O Protocol and produces
the USB 2 Host Controller Protocol.

25: | mage( Ehci Dxe) DriverBi ndi ng Conponent Nare2
Conponent Nanre

Consumes the USB Host Controller 2 Protocol
and produces the USB I/O Protocol.

26: | mage( UsbBusDxe) DriverBi ndi ng Conponent Nane2
Conponent Nane

Consumes the USB I/O Protocol and produces
the Simple Input Ex Protocol and Simple Input
Protocol.

27: | mage( UsbKbDxe) DriverBi ndi ng Conponent Nane2
Conponent Nane

Consumes the USB I/O Protocol and produces
the Simple Pointer Protocol.

28: | mage( UsbMouseDxe) Driver Bi ndi ng Conponent Nane2
Conponent Nane

Consumes the PCI I/O Protocol and produces
the Graphics Output Protocol.

2E:. | mage( G rrusLogi c5430Dxe) Dri ver Bi ndi ng Conponent Narme2
Conponent Narre

Consumes the Graphics Output Protocol and
produces the Simple Text Output Protocol.

2D | mage( @ aphi csConsol eDxe) Conponent Nane

Consumes the PCI I/O Protocol and produces
the Serial /O Protocol.

30: Image(PciSerialDxe) DriverBinding
ComponentName2 ComponentName

Consumes the Serial /O Protocol and produces
the Simple Text Input, Simple text Input Ex, and
Simple Text Output Protocols.

31: Image(TerminalDxe) DriverBinding
ComponentName2 ComponentName

This driver is unique in that a single set of driver
code produces two driver handles one for
the "Console Out" and another for the "Console
In". This driver evaluates the set of physical
console devices and the UEFI Console Variables
that describe the platform settings for active
consoles and marks the active consoles to they
can be easily discovered by driver
ConSplitterDxe. Different platforms may modify
the default policy decisions this driver provides.

32: | mage(ConPl at fornDxe) Driver Binding Conponent Nane2
Conponent Narre

33: DriverBindi ng Conponent Name2 Conponent Nane

This driver may not be present on all platforms.
It is only required on platforms that support
multiple output console devices or multiple



input console devices. It combines the various
selected input and output devices for the
following four basic UEFI user devices:

Conln
ConOut
ErrOut
Pointerin

It also installs multiple driver handles for a
single set of driver code. It installs driver
handles to manage Conin, ConOut, ErrOut, and
Pointerin devices. The entry point of this driver
creates virtual handles for ConlIn, ConQOut, and
StdErr, respectively, that are called the
Generic Console _ ConSplitterDxe following:
Console splitter driver

PrimaryConin

PrimaryConOut

PrimaryStdErr

The virtual handles always exist even if no

console exists or no consoles are yet
connected in the system.

34: I mage(ConSplitterDxe) DriverBindi ng Conponent Nane2
Conponent Narre

35: DriverBindi ng Conponent Name2 Conponent Nanme
36: DriverBindi ng Conponent Name2 Conponent Nanme
37: DriverBindi ng Conponent Name2 Conponent Nane

38: TxtinEx Txtin S nplePointer Absol utePointer

39: Txtout @ aphicsQutput UgaDraw



3.15.5 Consolevariables

After loading these drivers in the handle database, the platform can connect the console devices that
the user has selected. The device paths for these consoles are stored in the Conln, ConOut, and ErrOut
global UEFI variables (see the Boot Manager chapter of the UEFI Specification). For the purpose of this
example, the variables have the following device paths:

ErrQut = Acpi (HWPO002, 0, PNPOAO3) / Pci (1] 1)/ Uart (9600NB1) /
VenMsg( i 100+) ; Acpi ( HWP0002, 0, PNPOAO3) / Pci (4] 0)

ConQut = Acpi (HWPO002, 0, PNPOAO3) / Pci (1] 1)/ Uar t (9600NB1) /
VenMsg( i 100+) ; Acpi ( HWP0002, 0, PNPOAO3) / Pci (4] 0)

Conl n = Acpi ( HWP0002, 0, PNPOAO3) / Pci (1| 1)/ Uart (9600N81) /
VenMsg( 'Vt 100+)

Note the following:

e The ErrOut and ConOQut variables are multi-instance device paths separated by semicolon (;)
indicating that the EFl output is mirrored on two different console devices. The mirroring is
performed when the oonsplitterbxe driver is connected. In this example, the two devices are a serial
terminal and a PCl video controller.

e The ConlIn variable contains a device path to a serial terminal.

e The ErrOut variable is typically the same as the ConOut variable, but could be redirected to different
set of devices. It is important to check how this UEFI variable is configured when developing UEFI
drivers because the debug messages from a UEFI Driver are typically directed to the console
device(s) specified by ErrOut.ErrOut may not specify the same devices as ConOut

In this example, the two devices are a serial terminal and a PCl video controller. The EDK Il provides the
Debuglib Which is a library that provides services such as peBug) and asserr() that are used generate
debug messages.



3.15.6 Conln

The platform connects the console devices using the device paths from the Conin, ConOut, and ErrOut
global UEFI variables. The Conin connection process is discussed first.

Conln = Acpi (HWPO002, 0, PNPOAO3) / Pci (1] 1)/ Uart (9600 N81)/ VenMsg(\t 100+)

The UEFI connection process searches for the device in the handle database having a device path that
most closely matches the following.

Acpi (HWP0002, 0, PNPOAD3) / Pei (1] 1)/ Uart (9600 N81)/ VenMsg( Vt 100+)

It finds handle 17 as the closest match. The portion of the device path that did not match ( uart (9600
NB1)/ VenMsg( Wt 100+) ) is called the remaining device path.

17: Pcilo DevPath (Acpi (HWPO002, 0, PNPOAOS)/ Pei (1] 1))

UEFI calls connect controller() , passing in handle 17 and the remaining device path. The connection code
constructs a list of all the drivers in the system and calls each driver, passing handle 17 and the
remaining device path into the supported() service. The only driver installed in the handle database that
returns EA_suocess for this device handle is handle 30:

30: | nmage(Pci Serial Dxe) DriverBi ndi ng Conponent Name2 Conponent Nane
After connectcontroller() finds a driver that supports handle 17, it passes device handle 17 and the
remaining device path uart(9600 NB1)/ Venmsg(Mt100+) into the serial driver's start() service. The serial driver

opens the PCI I/O Protocol on handle 17 and create a new child handle. The following is installed onto
the new child handle:

e FEF_SeRA_IoPrRotaca (defined in the Console Support chapter of the UEFI Specification)
® EFI_DEVI CE_PATH PROTOCCL

The device path for the child handle is generated by making a copy of the device path from the parent
and appending the serial device path node uart(9600 N81) . Handle 3B, shown below, is the new child
handle.

3B Seriallo DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pei (1] 1)/ Uart (9600 NB1))

That first call to connect controller() has now been completed, but the Device Path Protocol on handle 3B
does not completely match the Conlin device path, so the connection process is repeated. This time the
closest match for 'Acpi(HWP0002,0)/Pci(1]1)/Uart(9600 N81)/VenMsg(Vt100+)'is the newly created

device handle 3B. Now the remaining device path is 'VenMsg(Vt100+)'. The search for a driver that
supports handle 3B finds the terminal driver, returning 'EFI_SUCCESS' from the 'Supported()' service.

31: | nage(Term nal Dxe) DriverBindi ng Conponent Nane2 Conponent Nane

This driver's start() service opens the EF_SERAL IQPROTCOOL , creates a new child handle, and installs the
following:

® EFl_SI MPLE TEXT_| NPUT_PROTCOCL
® EFl_SI MPLE TEXT_QUTPUT_PROTCOCL
e EFl_DEVI CE_PATH PROTCOCL

The console protocols are defined in the Console Support chapter of the UEFI Specification. The device
path is generated by making a copy of the device path from the parent and appending the terminal
device path node venwg(w100+) . VT100+ was chosen because that terminal type was specified in the
remaining device path that was passed into the start() service. Handle 3C, shown below, is the new
child handle.

3C Txtin Txtout DevPath (Acpi (HWPO002, 0, PNPOAO3)/ Pci (1] 1)/ Uart (9600 NB1)/VenMsg(Vt 100+))



At this point, the process still has not completely matched the nin device path, so the connection
process is repeated again. This time there is an exact match for Acpi (HW0002, 0, PNPOAO3) / Pci (1| 1)/ Uart (9600
NB1)/ VenMsg( Wt 100+) with the newly created child handle 3C. The search for a driver that supports this
controller results in two driver handles that return EFI_SUCCESS to the Supported() service. The two
driver handles are from the platform console management driver:

32: I mage(ConPl at fornDxe) Driver Binding Conponent Nane2 Conponent Nane
33: Driver Binding Conponent Nane2 Conponent Nane

Driver 32 installs a cnat Tag GUID on the handle if the device path is listed in the conat global UEFI
variable. In this example, this case is true. Driver 32 also installs a StdErr Tag GUID on the handle if the
device path is listed in the erait global UEFI variable. This case is also true in the following example.
Therefore, handle 3C has two new protocols on it: conat and stder .

3C TxtInBx Txtin Txtout ConQut StdErr DevPath (Acpi ( HWP0002, 0, PNPOAD3)/ Pei (1] 1)/ Uart (9600 N81)/ VenMsg(Vt 100+))

Driver 33 installs a cnin Tag GUID on the handle if the device path is listed in the onin global UEFI
variable (which it does because the connection process started that way), so handle 3C has the onin
protocol attached.

3C TxtinEx Txtin Txtout Conln ConQut StdErr DevPath (Acpi (HWPO002, 0, PNPOAO3)/ Pci (1] 1)/ Uart (9600 NB1)/VenMsg(\t 100+))

UEFl uses these three protocols (Conlin, ConOut, and StdErr) to mark devices in the platform, which
have been selected by the user as Conin, ConOut, and StdErr. These protocols are actually Tag GUIDs
without any services or data.

There are three other driver handles that return Er_success from the supported() service. These driver
handles are from the console splitter drivers for the Conin, ConOut, and StdErr devices in the system.
There is a fourth console splitter driver handle (which is not used on this handle) for devices that
support the Simple Pointer Protocol. The three driver handles are listed below:

34: | mage(ConSplitterDxe) DriverBindi ng Conponent Nane3 Conponent Name* *
35: DriverBindi ng Conponent Nane2 Conponent Nane**
36: DriverBinding Conponent Nanme2 Conponent Nane**
37: DriverBinding Conponent Nanme2 Conponent Nane**

Remember that when the console splitter driver was first loaded, it created three virtual handles for the
primary console input device, the primary console output device, and the primary standard error device.

38: TxtinEx Txtln SinplePointer Absol utePointer
39: Txtout @ aphicsQutput UgaDraw
3A Txtout

The console splitter driver's supported() service for handle 34 examines the handle 3C for a Conln
Protocol. Having found it, it returns er_success. The sart() service then opens the Conlin protocol on
handle 3C such that the primary console input device handle 38 becomes a child controller and starts
aggregating the siMLE INPUT_EX PROTOOOL and SIMPLE I NPUT_PROTOOCL Services. The same thing happens for
handle 36 with Conlin, except that the

s MPLE_TEXT_autPut_PrRotooc functionality on handle 3Cis aggregated into the s MLE TEXT_outPuT_PROTCCOL On the
primary console output handle 39.

Handle 37 with StdErr also does the same thing; the s mLE TEXT_cutPut_ProTaoal functionality on handle 3C
is aggregated into the s wLE TEXT_autPut_PROTCOL On the primary standard error handle 3A.



The connection process has now been completed for Conin because the device path that completely
matched the Conlin device path and all the console-related services has been installed.



3.15.7 ConOut

As with Conlin, firmware connects the ConOut devices using the device paths in the ConOut global UEFI
variable. If Conin was not complicated enough, the ConOut global UEFI device path in this example is a
compound device path and indicates that the ConOut device is being mirrored with the console splitter
driver to two separate devices.

ConQut = Acpi (HWP0002, 0, PNPOAO3) / Pci (1] 1)/ Uart (9600 NBL)/ VenMsg(Vt 100+) ; Acpi ( HWP0002, 0, PNPOAD3) / Pei (4] 0)

The UEFI connection process searches the handle database for a device path that matches the first
device path in the ConOut variable:

Acpi ( HWP0002, 0, PNPOAO3) / Pei (1] 1)/ Uart (9600 NB1)/ VenMsg(Vt 100+)

Luckily, the device path already exists on handle 3Cin its entirety thanks to the connection work done
for Conin.

3C Txtin Txtout Conln ConQut StdErr DevPath
(Acpi ( HWP0002, 0, PNPOAD3) / Pci (1] 1)/ Uart (9600 N81)/VenMsg(Vt 100+))

UEFI performs a connectcontroller() on handle 3C. Because this step was previously done with Conln,
there is nothing more to be done here.

The connection process has not yet been completed for ConOut because the device path is a
compound device path and a second device needs to be connected:

Acpi (HWP0002, 0, PNPOAD3) / Pei (4] 0)

The UEFI connection process searches the handle database for a device path that matches
Acpi(HWP0002,0,PNPOA03)/Pci(4]|0). The device path already exists in its entirety on handle 1C and was
created by the PCl bus driver when it started and exposed the PCl devices.

1C Pcilo DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pei (4] 0))

UEFI now performs a connectcontroller() on handle 1C. Note that the device path is a complete match, so
there is no remaining device path to pass in this time. nnectcontroller() constructs the prioritized list of
drivers in the system and calls the supported() service for each one, passing in the device handle 1C. The
only driver that returns er_suocess is the GraphicsOutput driver.

2E: | mage( A rrusLogi c5430Dxe) Driver Binding Conponent Name2 Conponent Nane

Connect Control ler() calls this driver's start() function and sart() consumes the device's EF_Pa_I 0 PROTOOOL
and installs the ER_&raPH cs cutPUT PROTOcOL onto the device handle 1C.

1C Peilo G aphicsQutput DevPath (Acpi (HWP0002, 0, PNPOAO3)/ Pci (4] 0))

Connect Control ler() continues to process its list of drivers and finds that the & aphicstnsole driver's
Supported() Service returns EFl_SUCCESS .

2D | mage( G aphi csConsol eDxe) Driver Bi ndi ng Conponent Nane2 Conponent Narre



Next, the graphics console driver's start() service consumes the EF_GRAPH CcS_autPut_PROTCoOL and produces
the EF_SIMPLE TEXT QuTPUT PROTOcOL Oon the same device handle 1C.

1C Txtout Pcilo G aphi csQutput DevPath (Acpi (HWP0002, 0, PNPOAO3)/
Pci (4] 0))

Connect Control ler() continues to process its list of drivers, now searching for a driver that supports this
controller, and finds two driver handles that return Er_suocess from their supported() services. These two
driver handles are from the platform console management driver:

32: I mage(ConPl at f ornDxe) Dri ver Bi ndi ng Conponent Name2 Conponent Nane

Driver handle 32 installs a ConOut Tag GUID on the handle if the device path is listed in the ConOut
global UEFI variable. In this example, the case is true. Driver 32 also installs a StdErr Tag GUID on the
handle if the device path is listed in the ErrOut global UEFI variable. This case is also true in the
example. Therefore, handle 1C has two new protocols on it: ConOut and StdErr.

1C Txtout Pcilo ConQut StdErr DevPath (Acpi (HAPO002, 0, PNPOAD3)/ Pci (4] 0))

These two protocols (ConOut and StdErr) are used to mark devices in the system that have been user-
selected as ConOut and StdErr. These protocols are actually just Tag GUID without any functions or
data.

There are two other driver handles that return Eer_suocess to the supported() service. These driver
handles are from the console splitter driver for the ConOut and StdErr devices in the system.

36: DriverBi ndi ngConponent Nare
37: Driver Bi ndi ngConponent Nare

Remember that when the console splitter driver was first loaded, it created three virtual handles.

38: TxtinEx Txtln S nplePointer Absol utePointer
39: Txtout @ aphi csQutput UgaDraw
3A Txtout

The console splitter driver's supported() service for driver handle 36 examines the handle 1C for a ConOut
Protocol. Having found it, Erl_success is returned. The start() service then opens the ConOut protocol on
device handle 1C such that the device handle 39 becomes a child controller and starts aggregating the
S| MPLE_TEXT_CUTPUT_PROTOOCL  SETViCEeS.

The same thing happens for driver handle 37 with StdErr; the s wLE TEXT_cutPut_PRoTaca. functionality on
device handle 1Cis aggregated into the s MLE TEXT_outPuT_PROTOocL Oon device handle 3A.



3.15.8 ErrOut

In this example, ErrOut is the same as ConOut. So the connection process for ConQOut is executed one
more time.

ErrQut = Acpi (HWP0002, 0, PNPOAO3) / Pci (1] 1)/ Uart (9600 N81)/
VenMsg( i 100+) ; Acpi ( HWP0002, 0, PNPOAO3) / Pci (4] 0)



3.15.9 Boot Manager Connect All Processing

On some platforms, the boot manager may connect all drivers to all devices at this point in the platform
initialization sequence. However, platform firmware can choose to connect the minimum number of
drivers and devices that is required to establish consoles and gain access to the boot device.
Performing the minimum amount of work is recommended to enable shorter boot times.

If the platform firmware chooses to go into a "platform configuration” mode, then all the drivers should
be connected to all devices. The platform follows the following sequence:

1. Asearch is made of the handle database for all root controller handles. These handles do not have
a Driver Binding Protocol or the Loaded Image Protocol. They have a Device Path Protocol, and no
parent controllers.

2. oonnectoontroller() is called with the Recursive flag set to T/RE and a RemainingDevicePath of nuL for
each of the root controllers. These settings cause all children to be produced by all bus drivers.

3. As each bus is expanded, and if the bus supports storage devices for UEFI drivers, additional UEFI
drivers are then loaded from those storage devices (for example, option ROMs on PCl adapters).

4. This process is recursive. Each time a child handle is created, connectcontroller() is called again on
that child handle, so all of those handle's children are produced.

5. When the process is complete, the entire tree of boot devices in the system hierarchy is present in
the handle database.



3.15.10 Boot Manager Driver List Processing

The platform boot manager loads the drivers that are specified by the DriverOrder and Driver# # # #
environment variables. These environment variables are discussed in more detail in the Boot Manager
chapter of the UEFI Specification.

Before the platform boot manager loads each driver, it uses the device path stored in the Driver# # # #
variable to connect the controllers and drivers that are required to access the driver option. This
process is exactly the same as the process used for the console variables ErrOut, ConOut, and Conlin.

If any driver in the DriverOrder list has a load attribute of Lo oPTI ov FoRcE RECONNECT , then the platform boot
manager uses the D sconnectontroller() and

Connect Control ler() boot services to disconnect and reconnect all the drivers in the platform. This load
attribute allows the newly loaded drivers to be considered in the driver connection process.

For example, if no driver in the DriverOrder list has the Lo ormiav ForeE RECONECT load attribute, then it
would be possible for a built-in system driver with a lower version number to manage a device. Then,
after loading a newer driver with a higher version number from the DriverOrder list, the driver with the
lower version number is still managing the same device.

However, if the newer driver in the DriverOrder list has a load attribute of LoAD cPTI N FCRCE RECONNECT , then
the platform boot manager disconnects and reconnects all the controllers, so the driver with the
highest version number manages the same device that the lower versioned driver used to manage.
Drivers that are added to the DriverOrder list should not set the LoD cPTI ON FORCE RECONNECT attribute unless
they have to because the disconnect and reconnect process increases the boot time.



3.15.11 Boot Manager BootNext Processing

After connecting any drivers in the DriverOrder list, the platform boot manager attempts to boot the
option that is specified by the BootNext environment variable. This environment variable is discussed in
the Boot Manager chapter of the UEFI Specification. This variable typically is not set, but if it is, the
platform firmware deletes the variable and then attempts to load the boot option that is described in
the Boot#### variable pointed to by BootNext.

Before the platform boot manager boots the boot option, it uses the device path stored in the
Boot# # ## variable to connect the controllers and drivers that are required to access the boot option.
This process is exactly the same as the process that is used for the console variables ErrOut, ConOut,
and Conin.



3.15.12 Boot Manager Boot Option Processing

The platform boot manager displays the boot option menu and if the auto-boot TimeOut environment
variable has been set, then the first boot option is loaded when the timer expires. The boot options can
be enumerated by the platform boot manager by reading the BootOrder and Boot#### environment
variables. These environment variables are more thoroughly discussed in the Boot Manager chapter of
the UEFI Specification. A boot option is typically an OS loader that never returns to UEFI, but boot
options can also be UEFI applications like diagnostic utilities or the UEFI Shell.

If a boot option does return to the platform boot manager, and the return status is not er_suoxcess, then
the platform boot manager processes the next boot option. This process is repeated until an OS is
booted, Er_sucEess is returned by a boot option or the list of boot options is exhausted. Once the boot
process has halted, the platform boot manager may provide a user interface that allows the user to
manually boot an OS or manage the platform.

The platform boot manager uses the device path in each boot option to ensure that the device
required to access the boot option has been added to the UEFI handle database. This process is
exactly the same as the process used for the console variables ErrOut, ConOut, and Conlin.



4 General Driver Design Guidelines

This chapter contains general guidelines for the implementation of all types of UEFI drivers. Guidelines
for specific driver types (PCl, USB, SCSI, ATA, Console, Graphics, Mass Storage, Network, etc.) are
presented in individual chapters later in this guide. This chapter also focuses on general guidelines for
implementing UEFI Drivers sources portable to all UEFI conformant platforms and all CPU architectures
supported by the UEFI Specification. If these guidelines are followed, there is a good chance that UEFI
Drivers can be re-compiled for a different CPU architecture with no source code changes.

There are a few portability issues that apply specifically to IPF and EBC, and these are presented in
individual sections later in this guide as well. The summary of topics covered includes:

e Common practices for Csource code
e Maximizing Platform Compatibility
e Maximizing CPU Compatibility

e Optimizing for size and performance



4.1 Common Coding Practices

This section covers common coding practices for implementing UEFI Drivers. Following these practices
may improve a UEFI Driver's compatibility with different C compilers. The most important rule to follow is
to use ANSI C and to avoid the use of compiler specific language extensions. Avoiding the use of
assembly language is also recommended.

A common approach when implementing a new UEFI Driver is to find an existing UEFI Driver with similar
features and functionality and use that existing UEFI Driver as a starting point for the new UEFI Driver.
Appendix B contains a table that lists some example UEFI Drivers provided in the EDK Il and the features
implemented by those UEFI Drivers. The EDK Il contains many more UEFI drivers than those listed in
Appendix B.



4.1.1 Type Checking

Some compilers perform stronger type checking than other compilers such as the Intel family of
compilers including the Intel(R) C Compiler for EFI Byte Code. As a result, code that compiles without any
errors or warnings on one compiler may generate warnings or errors when compiled with another
compiler. The following example shows two common examples from UEFI Drivers that use Al ocatePool ()
and oenProtocol () .

These examples show the style that may generate warnings with some compilers, and the correct
method to prevent the warnings.

Example 7-Stronger type checking

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Bl ockl 0. h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

typedef struct {

U NT8 First;
U NT32 Second;

} MY_STRUCTURE;

EFI _STATUS St at us;

EFl _DR VER Bl NDI NG PROTOOCL *Thi s;

EFl _HANDLE Control | er Handl e;

EFl _BLOXK | O PROTOOCL *Bl ockl o;

MY_STRUCTURE *M/Struct ure;

Status = gBS >(penProt ocol (
Control | er Handl e,
&gEf i Bl ockl oPr ot ocol Qui d,
&Bl ockl o, // Conpiler warning
Thi s->Dri ver Bi ndi ngHand| e,
Control | er Handl e,
EFl _COPEN_PROTOOCL_BY_ DR VER
)i

Status = gBS->penProt ocol (
Control | er Handl e,
&gEf i Bl ockl oPr ot ocol Qui d,
(Va D **)&Bl ocklo, // No conpiler warning
Thi s->Dri ver Bi ndi ngHand| e,
Control | er Handl e,
EFl _CPEN_PROTOOCL_BY DR VER
)i

Status = gBS->Al | ocat ePool (
Ef i Boot Servi cesDat a,
si zeof (MY_STRUCTURE),
&WStructure // Conpiler warning
)s

Status = gBS->Al | ocat ePool (
Ef i Boot Servi cesDat a,
si zeof (MY_STRUCTURE),
(VA D **)&WStructure // No conpiler warning
)i



4.1.2 Avoid Name Collisions

Compilers and linkers guarantee that there are no function name or global variable name collisions
within a single UEFI Driver, but the compilers and linkers cannot check for function name or global
variable name collisions between UEFI Drivers. This inability to check is a concern when debuggers are
used that can perform source-level debugging or can display function names. Appendix A contains
source code templates that help avoid function name collisions between UEFI Drivers by using the name
of the driver in the function names.



4.1.3 Maximize Warning Levels

To catch possible issues with assigning or comparing values of different sizes, UEFI drivers should always
be compiled with the highest warning level possible. For example, the Microsoft* compilers support the
/WX and /W3 or /W4 compiler flags. The /WX flag causes any compile time warnings to generate an error,
so the build stops when a warning is generated. The /W3 and /W4 flags set the warning level to 3 and 4
respectively. At these warning levels, any size mismatches in assighments and comparisons generate a
warning. With the /WX flag, the compile stops when such size mismatches are detected.

If a UEFI Driver is being developed for a 32-bit architecture and is expected to be ported to a 64-bit
architecture, it is a good idea to compile the UEFI driver with a 64bit compiler during the development
process. This helps ensure the code is clean when validation on the 64-bit processor is begun. By using
the /WX and /W3 or /W4 compiler flags, any size mismatches that are generated by only 64-bit code are
detected.

TIP: As the warning levels are increased, a compiler may produce more error messages. This helps
develop more robust, portable code.



4.1.4 Compiler Optimizations

Test UEFI Drivers built with compiler optimizations enabled and disabled. This helps identify odd code
errors that might not manifest at lower optimization levels. It also helps identify if a UEFI Driver is
sensitive to differences in execution speed. A UEFI Driver that works at lower levels of optimization, but
not at higher levels, may be missing logic for a required synchronization.



4.2 Maximize Platform Compatibility

UEFI drivers should make as few assumptions about a system's architecture as possible. Minimizing the
number of assumptions maximizes the UEFI driver's platform compatibility. It also reduces the amount of
driver maintenance that is required when a UEFI Driver is deployed on new platforms.



4.2.1 Never Assume all UEFI Drivers ar e Executed

Typically, the same vendor that produces a UEFI driver also produces an OS-present driver for all the
operating systems that the vendor chooses to support. Because UEFI provides a mechanism to reduce
the boot time by running the minimum set of drivers that are required to connect the console and boot
devices, not all UEFI drivers may be executed on every boot. For example, the system may have three
SCSl cards but it only needs to install the driver on one SCSI bus in order to boot the OS.

This minimum set of drivers means that the OS-present driver may be handed a controller that may be in
several different states. It may still be in the power-on reset state, it may have been managed by a UEFI
driver for a short period of time and released, or it may have been managed by a UEFI driver right up to

the point in time where firmware hands control of the platform to the operating system.

The OS-present driver must accept controllers in all of these states. This acceptance requires the OS-
present driver to make very few assumptions about the state of the controller it manages.

Note: OS drivers shall not make assumptions that the UEFI driver has initialized or configured the
device in any way.

Note: I/O hot-plug does not involve UEFI driver execution, so the OS driver must be able to initialize and
operate the driver without UEFI support.



4.2.2 Eliminate System Memory Assumptions

Do not make assumptions about the system memory configuration, including memory allocations and
memory that is used for DMA buffers. There may be unexpected gaps in the memory map in any system
and entire memory regions may be missing. For example, some memory regions could already be
allocated (such as for an /O device), some memory may be non-addressable, and/or physical memory
could actually be missing. UEFI is designed for a wide variety of platforms. As such, portable drivers
should not have hard-coded limits. Instead, they should rely on published specifications, UEFI, and the
system firmware to provide them with the platform limitations and platform resources, including the
following:

e The number of adapters that can be supported in a system
e The type of adapter that can be supported on each bus
e The available memory resources

In addition, drivers should not make assumptions on a platform. Instead, they should make sure they
support all the cases that are allowed by the UEFI Specification. For example, memory is not always
available beneath the 4 GB boundary (some systems may not have any memory under 4 GB at all) and
drivers have to be designed to be compatible with these types of system configurations. As another
example, some systems do not support PC-AT(R) legacy hardware and your drivers should not expect
them to be present.



4.2.3 Use UEFI Memory Allocation Services

The Alocaterool () service does not allow the caller to specify a preferred address so this service is
always safe to use and has no impact on platform compatibility. The AlocatePages() service does have a
mode that allows a specific address to be specified or a range of addresses to be specified. The
allocation type of AlocateanyPages is safe to use and increases platform compatibility. The allocation types
of AlocateMaxaddress and AlocateAddress may reduce platform compatibility. Refer to Chapter 5 in this guide
for information about using the AllocatePages service.

The general guideline for UEFI drivers is to make as few assumptions about the memory configuration of
the platform as possible. This guideline applies to the memory that a UEFI driver allocates and the DMA
buffer addresses that DMA bus master's use. A UEFI driver should not allocate buffers from specific
addresses or below specific addresses. These types of allocations may fail on different system
configurations. The following rules help ensure a UEFI Driver makes appropriate memory allocations.

e Use natural alignment (byte values on byte boundaries) when allocating buffers. This maximizes
portability and helps avoid alignment faults on IPF platforms.

e Buffers allocated on a 32-bit CPU architecture using the UEFI Boot Service AllocatePool()are
guaranteed to be below 4GB.

e Buffers allocated on a 64-bit CPU architecture using the UEFI Boot Service AllocatePool() may be
above 4GB if memory is present above 4 GB.

e The UEFI Boot Service AllocatePages() may be used to allocate a buffer anywhere system memory is
present. This means AllocatePages() may return a buffer on a 32-bit CPU architecture that is above
4 GB if memory is present above 4GB and that buffer can never be accessed.

e All UEFI drivers must be aware that pointers may contain values above 4 GB, and care must be
taken never to strip the upper address bits.

e To prevent memory leaks, every allocation operation must have a corresponding free operation.

e Test UEFI drivers on 64-bit architectures with memory configurations where system memory is
present above 4GB.

e Test UEFI drivers on 64-bit architectures with memory configurations where system memory is not
present above 4GB.

e UEFI drivers should not use fixed-size arrays. Instead, memory resources should be dynamically
allocated using the AlocatePages() and AlocatePool () Services.



4.2.4 Do not make assumptions about 1/0O subsystem configur ations

UEFI drivers should assume neither a fixed nor a maximum number of controllers in a system. All UEFI
drivers should be designed to manage any number of controllers even if the driver writer is convinced
there are always a fixed number of controllers. This design maximizes the compatibility of the UEFI driver,
especially on multi-bus-set (ECR pending at PCI SIG) PCl systems that may contain hundreds of PCI slots.
Chapter 8 of this guide introduces the private context data structure, which is a lightweight mechanism
that allows a UEFI driver to be designed with no limitations on the number of controllers that the UEFI
driver can manage.



4.2.5 Never Directly Access Har dwar e Resour ces

A UEFI driver should also never directly access any system chipset resources. Directly accessing these
resources limits the compatibility of the UEFI driver to systems only with that specific chipset.

Instead, the UEFI boot services, UEFI runtime services, and various protocol services should be used to
access the system resources that are required by a UEFI driver. The driver should look only for services
to hook into-a capability, such as a PCl bus. The driver then consumes the protocols necessary for
accessing that capability. It is the chipset's responsibility to get that capability ready for use.

TIP: The general rule is to only access the hardware that the UEFI Driver supports and use abstractions
for other hardware. If there is not an abstraction for a system device, do not use the device. That
device may change interface and functionality in the future.

This recommendation serves several purposes. By using the software abstractions provided by the
platform vendor, the UEFI driver maximizes its platform compatibility. The platform vendor can also
optimize the services that are provided by the platform, so the performance of the UEFI driver improves
by using these services. Chapter 29 in this guide discusses the EBC porting considerations, and one of
the most important considerations is the performance of an EBC driver because EBC code is
interpreted. The performance of an EBC driver can be greatly improved by calling system services
instead of using internal functions.

Putting effort into source code portability helps maximize future platform compatibility.



4.2.6 Memory ordering

Not all processors have strongly ordered memory models and some compilers, when high levels of
optimization are enabled, may induce memory ordering issues. Weak ordering means that the order in
which memory transactions are presented in the C source code may not be the same order of
operations when the code is executed. IPF platforms are weakly ordered, so UEFI Drivers that are
compiled for IPF have to be aware of this issue. See A Formal Specification of Intel Itanium Processor
Family Memory Ordering for a detailed discussion of this topic. It is also discussed in the Intel ltanium
Architecture Software Developer Manuals.

TIP: Most of the details of memory ordering are taken care of by protocols and libraries. If protocols and
libraries are used to access hardware, then memory ordering issues should be hidden from a UEFI
Driver implementation. A direct access to hardware is not recommended

Normally, memory ordering is not an issue, because the processor and the compiler guarantee that the
code executes as the developer expects. However, UEFI drivers that access DMA buffers that are
simultaneously accessed by both the processor and the DMA bus master may run into issues if either
the processor or the DMA bus master, or both, are weakly ordered. The DMA bus master must resolve
its own memory ordering issues, but a UEFI Driver is responsible for managing the processor's ordering
issues.

The classic case where strong ordering versus weak ordering produces different results is when there is
a memory-based FIFO and a shared bus master "doorbell" register that is shared by all additions to the
FIFO. In this common implementation, the driver (producer) formats a new request descriptor and, as its
last logical operation, writes the value indicating the entry is valid.

This mechanism becomes a problem if a new request is being added to the FIFO while the bus master is
checking the next FIFO entry's valid flag. It is possible for the "last write" issued by the processor (that
turns on the valid flag) to be posted to memory before the logically earlier writes that finish initializing
the FIFO/request descriptor. The solution in this case is to ensure that all pending memory writes have
been completed before the "valid flag" is enabled. There are two techniques to avoid this problem:

e Technique 1: Declare Cdata structures or portions of C data structures with the volatile attribute.
The compiler ensures that strong ordering is used for all operations to with that declaration.

e Technique 22 Use the EDKIl library BaseLib function called Mnoryrence() . This function guarantees that
all the transactions in the source code prior to the Mnoryrence() function are completed before the
code after the

MenoryFence() function is executed. On IPF platforms, this function executes a memory fence instruction.
Some compilers provide an intrinsic function that declares a barrier and, if this intrinsic is provided, the
EDK Il implementation of mmryrence() includes that barrier intrinsic. The barrier intrinsic is not really a
call. Instead, it prevents memory read/write transactions from being moved across the barrier as part of
the compiler code generation. This may be very important when high levels of compiler optimization are
enabled.

The second technique is preferred for readability because the intent is clearer. A volatile declaration
tends to hide what was needed, because it is not part of the affected code (it is off in a structure
definition). In addition, the volatile declaration may impact the performance of the UEFI Driver's
because all memory transactions to the structure are strongly ordered.

It is recommended that these techniques be used appropriately in all driver types to maximize the UEFI
driver's platform compatibility.
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4.2.7 DMA

System memory buffers used for DMA should not be allocated from a specific address or below a
specific address. In addition, UEFI drivers must always use I/O abstractions to setup and complete DMA
transactions.

It is not legal to program a system memory address into a DMA bus master. This programming works on
chipsets that have a one-to-one mapping between system memory addresses and PCI DMA addresses,
but it does not work with chipsets that remap DMA transactions.



4.2.8 Supporting Older EFI Specifications and UEFI Specifications

Complying with different versions of the EFI Specification and UEFI Specification may be critical for some
UEFI Driver implementations. If the driver is required to work on platforms that are conformant with the
older EFI Specifications or UEFI Specifications and also on current and next-generation UEFI systems,
then the UEFI Driver design must consider the requirements from multiple EFI/UEFI Specifications.

In many cases, the UEFI Driver can produce extra protocols to increase compatibility. In other cases, the
UEFI Driver may be required to detect the UEFI capabilities provided by the platform firmware and adjust
the protocols that the UEFI Driver consumes and produces.



4.2.9 Reduce Poll Frequency

UEFI drivers operate in a polled mode and do not use interrupts. For example, UEFI drivers that
implement blocking I/O services can simply poll the device until the request is complete. UEFI drivers
that implement non-blocking I/O can create a periodic timer event to poll a device at periodic intervals.

A common mistake in UEFI drivers is polling too often.

Remember that polling, versus interrupts, is a pull model, not a push model. The tradeoff in a polling
system is how fast the device is polled (which can degrade system performance) versus how responsive
the driver is to that request. For example, in a polling system, the driver should not send a request to a
device and wait until that device responds before moving on to another task. In general, the polling
interval should be set to the largest possible period for the UEFI driver to complete its I/O services in a
reasonable period of time. The overall performance of a UEFl-enabled platform degrades if too many
UEFI drivers create high-frequency periodic timer events.

Note: It is recommended that the period of a periodic timer event be at least 10 ms. In general, the
period should be as large as possible based upon a specific device's timing requirements. Most drivers
can use events with timer periods in the range of 100 ms to several seconds.

When initially writing the driver, an estimate can be made for the initial polling frequency. However, the
polling frequency may have to be adjusted based on an analysis of the driver's performance on an
actual machine.

TIP: As part of the development process, make sure time is reserved for performance analysis to find
out how much time is taken up polling each device.

4.2.9.1 Distinguishing apolling issue ver sus another type of bug

The symptoms of a polling issue versus some other type of bug can look nearly identical. The key to
identifying a polling issue is: Don't assume anything. Begin simply by performing an analysis to get data-
the time taken by each task can be measured. If a task is taking longer than expected, the code
associated with that task can then be examined more closely.



4.2.10 Minimize Timein Notification Functions

UEFI drivers should not spend a lot of time in their event notification functions because this blocks the
normal execution mode of the system. A UEFI driver using a periodic timer event can always save some
state information and wait for the next timer tick if the driver needs to wait for a device to respond. The
USB bus driver is an example driver in the EDK Il that uses periodic timer events.



4.2.11 Use Proper Task Priority Levels

The TPLs provide a mechanism for code to run at a higher priority than application code. One can be
running the UEFI Shell, and a UEFI device driver can have a timer event fire and gain control to go poll
its device. The TP._caLBack level is typically used for deferred software calls and TrPL_NOTIFY is typically
used by device drivers. TP H@& LEVEL is typically used for locks on shared data structures.

Drivers may use events and TPLs if they perform non-blocking I/O. If they perform blocking I/O, then
events are not used. They may still use the RraisetPL() and FRestoretP() for critical sections.

Driver diagnostics are typically just applications. They do not normally need to use TPLs or events unless
the diagnostics is testing the TPL or event mechanisms in EFl. However, there is one exception. If a
diagnostic needs to guarantee that EFl's timer interrupt is disabled, then the diagnostic can raise the
TPLto TPL_HGHLEVE . If this level is required, it should be done for the shortest possible time interval.

Caution: There are ways in which the platform firmware can be put into an undefined state by misuse
of the RaiseTPL() and RestoreTPL() functions.

Caution: Do not misuse the RraiseTPL() service by raising the task priority level too high for an extended
period of time. Raising the TPL level above TPLAPPLICATION circumvents the timer tick. This can interfere
with other drivers, applications, and other elements that rely on the timer tick. It can cause extreme,
and sometimes catastrophic slowing of the system. It can cause other drivers, applications, and other
things that rely on the timer tick to fail. Always mirror the raise TPL service with the restore TPL service.



4.2.12 Design to bere-entrant

Design all UEFI Drivers to manage multiple controllers. This requires that the controller specific
information be managed in its own data structure. The practical manifestation of this requirement is
that all the data that must be local to the instance (context) of the protocol must not be stored in
global variables. Instead, collect data into a private context data structure so that each time an I/O
protocol installs onto a handle, a new version of the structure is allocated from memory. This concept is
described in detail in Chapter 8 of this guide.



4.2.13 Do not use hidden PCI Option ROM Regions

Some option ROMs may use paging or other techniques to load and execute code that was not visible
to the system firmware when measuring the visible portion of the option ROM. This technique is
discouraged because it is the PCl bus driver's responsibility to extract the option ROM contents when a
PCl bus enumerates. If code were required to access hidden portions of an option ROM, then the PCI
bus driver would not have the ability to extract the additional PCl Option ROM contents.

This inability means that the UEFI drivers in a PCl Option ROM must be visible without accessing a hidden
portion of a PCl Option ROM. However, if there is a safe mechanism to access the hidden portions of the
PCl option ROM after the UEFI drivers have been loaded and executed, then the UEFI driver may choose
to access those contents. For example, non-volatile configuration information, utilities, or diagnostics
can be stored in the hidden PCl Option ROM regions.

Caution: The hidden option ROM regions are also not measurable via UEFI 2.3 and beyond signing and
verification interfaces. This makes them, and the system, less secure.



4.2.14 Store Configuration Datawith Device

The configuration for a UEFI driver should be stored on the same field replaceable unit (FRU) as the
managed device. If a UEFI driver is stored on the motherboard, then the driver's configuration
information can be stored in UEFI variables. If a UEFI driver is stored in an add-in card, then the driver's
configuration information should be stored in the NVRAM provided on the add-in card.

4.2.14.1 Benefits

This method ensures that it is possible to statically determine the maximum configuration storage that
is required for the FRU during FRU design. In particular, if option cards stored their configuration in UEFI
variables, the amount of variable storage could not be statically calculated because it generally is not
possible to know the particular set of option cards installed in a system ahead of time. The result would
be that add-in cards could not be used in otherwise functional systems due to lack of UEFI variable
storage space.

Storing configuration data in the same FRU as the device reduces the amount of stale data left in UEFI
variables. If an option card stored its data in UEFI variables and was then removed, there would be no
automatic cleanup mechanism to purge the UEFI variables associated with that card.

Storing configuration data in the same FRU as the device also ensures that the configuration stays with
the FRU. It enables centralized configuration of add-in cards. For example, if an IT department is
configuring 50 like systems, it can configure all 50 in the same system and then disburse them to the
systems, rather than configuring each system separately. It can also maintain preconfigured spares.



4.2.15 Do not use har d-coded device path nodes

The acPi() node in the EFI Device Path Protocol identifies the PCl root bridge in the ACPl namespace.
The ACPI Specification allows _HID to describe vendor-specific capability and _CID to describe
compatibility. Therefore, there is no requirement for all platforms to use the PNPOAOS3 identifier in the
_HID to identify the PCl root bridge. The following are the only requirements for the PCl root bridge:

e The PNPOAO3 identifier must appear in _HID if a vendor-specific capability description isn't needed.
e The PNPOAO3 identifier must appear in _CID if _HID contains a vendor-specific identifier.

To avoid problems with platform differences, UEFI drivers should not create UEFI device paths from hard-
coded information. Instead, UEFI bus drivers should append new device path nodes to the device path
from the parent device handle.

4.2.15.1 PNPID byte order for UEFI

The ACPI PNPID format (byte order) follows the original EISA ID format. UEFI also uses PNPID in the
device path ACPI nodes. However, for a given string, ACPl and UEFI do not generate the same numbers.
For example:

H D = "PNPO501"
ACPI = 0x01050041
EFl = 0x05014100

The significance is that operating systems that try to match the UEFI ACPI device path node to the ACPI
name space must perform a translation.

Refer to Chapter 4 of this guide for information about lengths of words on 32-bit versus 64-bit
architectures.

4.2.15.2 Wor king with UEFI Device Path Nodes

UEFI Device Paths Nodes are not required to be aligned. If the proper coding style is used when working
with device paths, a UEFI Driver can be implemented to guarantee all that fields of UEFI Device Path
Nodes are accessed with natural alignment. This improves platform compatibility, especially for IPF
platforms.

TIP: Do not assume that, when given a device path, that the path is aligned. Copy pieces of the device
path to a known-aligned device path before accessing it. The device path may then be accessed safely.
Alternatively, use EDK Il BaselLib functions to perform unaligned reads and writes.



4.2.16 Do not cause error s on shar ed stor age devices

In a cluster configuration, multiple devices may be connected to a shared storage. In such
configurations, the UEFI driver should not cause errors that can be seen by the other devices that are
connected to storage.

Caution: On a boot or reboot, there shall be no writes to shared storage without user
acknowledgement. Any writes to shared storage by a UEFI driver may corrupt shared storage as viewed
by another system. As a result, all outstanding /O in the controller's buffers will be cleared, as well as
any internal. Any I/O operations that occur after a reboot may corrupt shared storage.

Caution: There must not be an excessive number of bus or device resets. Device resets have an
impact on shared storage as viewed by other systems. For a single reset, this impact is negligible.
Larger numbers of resets may be seen as a device failure by another system.

Caution: Disk signatures must not be changed without warning the user. If there is an impact to the
user, then that impact should be displayed along with the warning. Clusters may make an assumption
about disk signatures on shared storage.

Caution: The discovery process must not impact other systems accessing the storage. Along
discovery process may "hold" drives and look like a failure of shared storage.



4.2.17 Limit use of Consol e Services

PC BIOS legacy option ROMs typically display banners and allow hotkey(s) to enter the configuration
area for a particular card. Current UEFI drivers use HIl functionality to allow access to system
configuration areas.

Because UEFI drivers now have HIl functionality, the UEFI Driver Model requires that no console /O
operations take place in the UEFI Driver Binding Protocol functions. Areasonable exception to this rule
is to use the peBug) macro to display progress information during driver development and debug. Using
the peBug) macro allows the code for displaying the data to be easily removed for a production build of
the driver.

Use of the peBug) macro should be limited to "debug releases” of a driver. This strategy typically works
if the driver is loaded after the UEFI console is connected. However, because console drivers may live in
option ROMs, some firmware implementations may load the option ROM drivers before the UEFI console
is connected. In such cases, the ConOut and StdErr fields of the UEFI system table may be nuL, and
printing can crash the system. The peBug) macro should check to see if the field is nuL before using
those services.



4.2.18 Offer alter nativesto function keys

Configuration of drivers should be accomplished via Hll and via OS-present interfaces.

There are design considerations when interacting outside of configuration. Frst, consider using the
setup interface as the user interface for a UEFI driver. The user already understands the interface and
remote use is already enabled. If the existing high level interfaces cannot be used, then follow the
design considerations for using console based services.

UEFI drivers should use the console input services (see Section 22.2 of this guide), and then be aware
of alternatives to function keys. This is because the UEFI console may be connected through a serial
port. In such cases, it is sensitive to the correct terminal emulator configuration. If the terminal
emulator is not correctly configured to match the terminal settings in UEFI (PC ANSI, VT100, VT100+, or
VT-UTF8), some of the keys (function keys, arrow keys (page up/down, insert/delete, and backspace),
may not work correctly, display colors properly nor render the correct cursor positioning.

Note: To better support users, it is recommended that UEFI configuration protocols and UEFI
applications create user interfaces that are not solely dependent on these keys but instead offer
alternatives for these keys.

Note: It is important to be aware that the Simple Input Protocol does not support the CTRL or ALT keys
because these keys are not available with remote terminals such as terminal emulators and telnet.

The following table shows one possible set of alternate key sequences for function keys, arrow keys,
page up/down keys, and the insert/delete keys. Each configuration protocol and application decides if
alternate key sequences are supported and which alternate mappings should be used. The table also
lists the UEFI scan code from the Simple Input Protocol and the alternate key sequence to use to
produce particular scan codes.

Most of these key sequences are directly supported in the EDKI_ _special handling is not required to
support these key sequences on a remote terminal. Those labeled as "No" are not directly supported in
the EDKII. They are parsed and interpreted by the configuration protocol or application.



UEFI scan code
SCAN_UP
SCAN_DOWN
SCAN_RIGHT
SCAN_LEFT
SCAN_HOME
SCAN_END
SCAN_INSERT
SCAN_DELETE
SCAN_PAGE_UP
SCAN_PAGE_DOWN
SCAN_F1
SCAN_F2
SCAN_F3
SCAN_F4
SCAN_F5
SCAN_F6
SCAN_F7
SCAN_F8
SCAN_F9
SCAN_F10

ESC

Key sequence

ESCh
ESC k
ESC +
ESC -
ESC?
ESC/
ESC1
ESC 2
ESC 3
ESC 4
ESC5
ESC 6
ESC7
ESC 8
ESC9
ESCO

ESC

No

No

No

No

Table 14-Alternate key sequences for remote terminals

Supported in EDK II?



4.3 Maximize CPU Compatibility

UEFI Drivers should be designed to maximize source code portability since it is possible to write a single
UEFI Driver that compiles on all CPU architectures supported by the UEFI Specification. The list of

supported CPU architectures may grow over time, so it is important to follow these portability guidelines.

The guidelines presented here apply to all CPU architectures. Chapter 28 covers portability issues
specific to IPF platforms, and Chapter 29 covers portability issues that are specific to EBC.

When porting between CPU architectures, most developers take as much existing code as possible and

reuse it. Unfortunately, some developers porting code do not rigorously follow the UEFI conventions,
such as using only the data types defined in the Calling Conventions section of the UEFI Specification.
Others may not follow best coding practices.

Use data types defined by the Calling Conventions section of the UEFI Specification.

Use compiler flag settings to guarantee that the UEFI calling conventions for the CPU architecture
are followed. See the Calling Conventions section of the UEFI Specification for detalils.

If a UEFI driver contains assembly language sources, then either the source needs to be ported or it
needs to be converted to Clanguage source. Conversion to Clanguage source iS recomended. The
EDK Il library BaseLib, and other EDK I libraries, provide functions that may reduce, or even eliminate,
the need to assembly code in UEFI Drivers.

TIP: Implement UEFI Drivers in Cto maximize portability,

Avoid use of C++. It is not supported by EBC.

Avoid unaligned data accesses. Compilers, by default, generate code and data that perform aligned
accesses. Unaligned data accessed are generated when features such as byte-packed structures,
type casting pointers, or assembly language are used. Aligned data accesses typically execute
faster than unaligned data accesses. Parsing UEFI Device Paths is a common generator of
unaligned data accesses. These generate alignment faults on IPF platforms.

The best approach to debugging a UEFI Driver ported to a differing CPU architecture is to keep a
good code base with every revision. This allows comparison with earlier revisions to see the source
code before and after the problem became visible.

If source code is not available, the CPU register state may not be sufficient to debug a specific
issue. Keep in mind that a "new" problem might have nothing to do with a recent change to the
code. A pre-existing problem might not have shown up before for a variety of reasons. For example,
the current developer might have included error checking or exercised the error handling registers
after making an addition to the code-error checking that might not have been done before. Or a
new addition might make the pre-existing problem worse, so the problem finally becomes visible in
the new revision.

Perform a minimal port first to test simple parts of the UEFI driver. This is simply good porting
practices, but even experienced developers can forget to port and test the simple things first. Start
with a known-good sample driver that is extremely simple. For example, a driver that prints "Hello
World". Then divide the code into sections. Begin inserting and testing the less complicated
sections into the known-good driver, one section at a time. Another technique is to replace more
complex code with "neutered" code that returns but doesn't actually do anything. Make sure the



simple sections work and do not cause alignment faults or other errors. Only then should the more
complicated sections be added and adapted to the new architecture rules. This approach can
significantly cut down on debug time.



4.3.1 Assignment and compar i son oper ator s

There are issues that, if a data value is cast from a larger size to a smaller size, the upper bits of the
larger values are stripped. In general, this stripping causes a compiler warning, so these are easy
issues to catch. However, there are a few cases where compilation is free of errors and warnings on 32-
bit platforms but generates errors or warnings on 64-bit platforms. The only way to guarantee catching
these errors early on is to compile for both 32-bit and 64-bit processors during the entire development
process.

When a warning is generated by a 64-bit processor, it can be eliminated by explicitly casting the larger
data type to the smaller data type. However, the developer needs to make sure that this casting is the
right solution because the upper bits of the larger data value are stripped.

The example below shows several examples that generate a warning and how to eliminate it with an
explicit cast. The last example is the most interesting because it does not generate any warnings on a
32-bit architecture, but does on 64-bit. This difference is because a unN on 32-bit CPUs is identical to
uNT32, but uNmN on 64-bit CPUs is identical to a uNTes .

Exampl e 8-Assignment operation warnings

#i ncl ude <Uefi.h>

U NT8 Val ues;
U NT16 Val uels;
U NT32 Val ue32;
U NT64 Val ue64;
U NTN Val ueN

11

/1 \Wrning generated on 32-bit CPU
/1 \Wrning generated on 64-bit CPU
Il

Val ue8 = Val uels;

Il

/1 \Works, upper 8 bits stripped
11l

Val ue8 = (U NT8) Val uel6;

/1l

/1 \Wrks

/1l

Val uel6é = Val ues;

11l

/1 \Warning generated on 32-bit CPU
/1 \Wrning generated on 64-bit CPU
/1l

Val ue8 = Val ue32;

11l

/1 \Wrks, upper 24 bits stripped
11l

Val ue8 = (U NT8) Val ue32;

11l

/'l \Wrks

11l

Val ue32 = Val ue8;

/1l

/1 \Warning generated on 32-bit CPU
/1 \Wrning generated on 64-bit CPU
/1l

Val ue8 = Val ue64;



Il

/1 Wrks, upper 56 bits stripped
11l

Val ue8 = (U NT8) Val ue64;

/1

Il \Wrks

11

Val ue64 = Val ue8;

Il

/1 Vérning generated on 32-bit CPU
/1 Vérning generated on 64-bit CPU
Il

Val ue8 = Val ueN

Il

/1 \rks

/1 Upper 24 bits stripped on 32-bit CPU
/1 Upper 56 bits stripped on 64-bit CPU
Il

Val ue8 = (U NT8) Val ueN

Il

/1 \rks

Il

Val ueN = Val ue8;

Il

/1 Wrks on 32-bit CPU

/1 \Wrning generated in 64-bit CPU
Il

Val ue32 = Val ueN

11l

/1 Wrks on 32-bit CPU

/1 Upper 32-bits stripped on 64-bit CPU
11l

Val ue32 = (U Nr32) Val ueN

Example 9, below, is very similar to Example 8 except the assignments have been replaced with
comparison operations. The same issues shown are generated by all the comparison operators,
including >, <, >=, <=, =, and ==. The solution is to cast one of the two operands to be the same
as the other operand. The first four cases are the ones that work on 32-bit platforms with no errors or
warnings but generate warnings on 64-bit architectures. The next four cases resolve the issue by
casting the first operand, and the last four cases resolve the issue by casting the second operand.
Care must be taken when casting the correct operand because a cast from a larger data type to a
smaller data type strips the upper bits of the operand. When a cast is performed to INTN Or UNIN, a
different number of bits are stripped for 32-bit and 64-bit architectures.

Example 9-Comparison operation warnings

#i ncl ude <Uefi.h>

U NT64 Val ueUs4;
U NTN Val ueUN

| NT64 Val ue64;

I NTN Val ueN

Il

/1 Wrks on 32-bit CPU

/1 \Warning generated in 64-bit CPU
11l

if (ValueUs4 == Val ueN {}

Il
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Wrks on 32-bit CPU
Wrning generated in 64-bit CPU

(Val ueWN == Val ue64) {}

Wrks on 32-bit CPU

\Warni ng generated in 64-bit CPU

(Val ue64 == Val uelN) {}

Wrks on 32-bit CPU

\Warni ng generated in 64-bit CPU

(Val ueN == Val uels4) {}

Wrks on 32-bit and 64-bit CPUs

((I'NTN) Val ueU64 == Val ueN {}

Wrks on 32-bit and 64-bit CPUs

( (1 NT64) Val ueUN == Val ue64) {}

Wrks on 32-bit and 64-bit CPUs

((WU NTN) Val ue64 == Val uelN) {}

Wrks on 32-bit and 64-bit CPUs

( (U NT64) Val ueN == Val uels4) {}

Wrks on 32-bit and 64-bit CPUs

(Val ueUs4 == (U NT64) Val ueN) {}

Wrks on 32-bit and 64-bit CPUs

(Val ueUN == (U NTN) Val ue64) {}

Wrks on 32-bit and 64-bit CPUs

(Val ue64 == (1 NT64)Val uelN) {}

Wrks on 32-bit and 64-bit CPUs

(Val ueN == (I NTN) Val ueUs4) {}

4.3.1 Assignment and comparison operators

148



4.3.2 Casting pointers

Pointers can be cast from one pointer type to another pointer type. However, pointers should never be
cast to a fixed-size data type, and fixed-size data types should never be cast to pointers.

The size of a pointer varies depending on the platform architecture, such as 32-bit versus 64-bit
platforms. If any assumptions are made that a pointer to a function or a pointer to a data structure is a
32-bit value, then that code may not run on 64-bit platforms with physical memory above 4 GB.



4.3.3 Converting pointers

Be mindful when converting physical addresses to pointers on 64-bit architectures. All UEFI driver writers
must be aware that pointers may contain values above 4 GB, and that care must be taken never to strip
the upper address bits. If the upper address bits are stripped, the driver may work on 32-bit
architectures, and on 64-bit architectures with small memory configurations, but may not work on 64-bit
platforms with larger memory configurations.

Note: Make sure the driver does not strip the upper address bits when converting pointers.

4.3.3.1 The Exceptionto the Rule

There is one exception to this rule of casting pointers and it applies to both32-bit and 64-bit
processors. The data types INTN and UNN are the exact same size of pointers on both 32-bit and 64-
bit platforms, which means that a pointer can be cast to or from INfN or unNN without any adverse side
effects. However, ANSI C does not require function pointers to be the same size as data pointers. Also,
function pointers and data pointers are not required to be the same size as INTN or uNIN. As a result,
this exception does not apply to all processors.

4.3.3.2 Identifying a Pointer Problem

Problems caused by mistakes in pointer casting are difficult to catch. This is so because explicit casts
are required to cast a fixed-width type to a pointer or vice versa. Once these explicit type casts are
introduced, no compiler warnings or errors are generated. In fact, the code may execute fine on, for
example, 32-bit platforms and on 64-bit platforms with physical memory below 4 GB. The only failing case
is when the code is tested on a 64-bit system with physical memory above 4 GB. The symptom is typically
a processor exception that results in a system hang or reset.

The example below shows some good and bad examples of casting pointers. The first group is casting
pointers to pointers. The second group is casting pointers to fixed width types, and the last group is
casting fixed width types to pointers.

Exampl e 10-Examples of casting pointers

#i ncl ude <Uefi.h>

typedef struct {
UNT8 First;
U NT32 Second;
} MY_STRUCTURE;

MY_STRUCTURE *M/Struct ure;
U NT8 Val uels;

U NT16 Val ueUl6;

U NT32 Val ueUs2;

U NT64 Val ueUs4;

U NTN Val ueUN

| NT64 Val ue64;

I NTN Val ueN

VA D *Poi nter;

11l

/1 Casting pointers to pointers

/1l

Pointer = (VA D *) WStructure; /'l ®ood

M/Structure = (MY_STRUCTURE *) Poi nter; /'l ®ood
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11l
/] Casting pointers to fixed width types
11l

Val ueUB = (U NT8) M/Struct ure; /1 Bad. Strips upper 24 bits on 32-bit CPU.
/1 Strips upper 56 bits on 64-bit CPU.
Val ueU16 = (U NT16) M/Struct ure; /1 Bad. Strips upper 16 bits on 32-bit CPU.

/1 Strips upper 48 bits on 64-bit CPU. Val uel32 = (U NT32) M/Struct ure;
/1 Bad. Wrks on 32-bit CPUs.
/1 Strips upper 32 bits on 64-bit CPU.

Val ueUs4 = (U NT64) M/Struct ure; /1 Good. Wrks on all architectures
Val ue64 = (1 NT64) M/Struct ure; /1 Good. Wrks on all architectures
Val ueUN = (U NTN) M/Struct ur e; /1 Good. Wrks on all architectures
Val ueN = (I NTN) /St ruct ure; /1 Good. Wrks on all architectures

Il

/1 Casting fixed width types to pointers

Il

M/Structure = (MY_STRUCTURE *) Val ueUs; /1 Bad.

M/Structure = (MY_STRUCTURE *) Val ueU16; // Bad.

M/Structure = (MY_STRUCTURE *) Val ueU32; // Bad. Wrks on 32-bit CPUs.
/1 Wrks on 64-bit CPU with < 4GB nenory
/] Strips upper 32 bits on 64-bit CPU

M/Structure = (MY_STRUCTURE *) Val ueUs4; // Cood. Wrks on all architectures
M/Structure = (MY_STRUCTURE *) Val ue64; /1 Good. Wrks on all architectures
M/Structure = (MY_STRUCTURE *) Val ueUN /1 Good. Wrks on all architectures
M/Structure = (MY_STRUCTURE *) Val ueN /1 Good. Wrks on all architectures
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4.3.4 UEFI Data Type Si zes

Note that a few UEFI data types are different sizes on 32-bit architectures versus 64bit architectures as
follow:

e Pointers

e Enumerations
® |ININ

® UNIN

The result of these differing types is that that any complex types, such as unions and data structures,
that are composed of these base types also have different sizes on 32bit architectures versus 64-bit
architectures. These differences must be kept in mind whenever the sizeof() operator is used.

If a union or data structure is required that does not change size between 32-bit and 64-bit
architectures, then no changes are required.

For interoperability, only the data types defined in the Calling Conventions section of the UEFI
Specification should be used. Some of these data types change based on the selected compiler, and
should not cause a fault in the code. If a new data type is defined, then an alignment fault or other
error could be generated.



4.3.5 Negative Number s

Negative numbers are not the same on 32-bit versus 64-bit processors. Negative numbers are type
INTN . Type INTN is a 4-byte container on a 32-bit processor and an 8byte container on a 64-bit
processor. For example, -1 on a 32-bit CPU is oxFrrrrFFF , and -1 on the 64-bit CPU is 0xFFFFFFFFFFFFFFFF .

Caution: Be careful when assigning or comparing negative numbers. Negative numbers have different
values on different architectures. For example, do not compare -1 to OXFFFFFFFF, compare -1 to -1 and

compare OXFFFFFFFF to OXFFFFFFFE If the size of the values change, then the same compares may
return different results.

The following example shows sample code that compiles without errors or warnings on both 32-bit and
64-bit architectures. However, the sample behaves very differently on 32-bit architectures versus 64-bit
architectures.

Example 11-Negative number example

U NT32 Val uel32;
Val uel32 =

if ((INTN) Val ueld2 == -1) {
11
/1 This nessage is printed on 32-bit CPUs
/1 This nmessage is not printed on 64-bit CPUs
Il
Print (L"Equal\n");
} else {
11l
/1 This nessage is not printed on 32-bit CPUs
/1 This nessage is printed on 64-bit CPUs
11l
Print (L"Not Equal\n");



4.3.6 Retur ning Pointersin aFunction Parameter

The following example shows a bad example for casting pointers. The function MFunction() returns a 64-
bit value in an our parameter that is assigned from a 32-bit input parameter. There is nothing wrong
with MFunction() . The problem is when MrFunction() is called. Here, the address of B, a 32-bit container,
is cast to a pointer to a 64-bit container and passed to MFunction() . MFunction() Wwrites to 64 bits
starting at B. This location happens to overwrite the value of B and the value of A in the calling
function.

The first print() correctly shows the values of A and B. The second rrint() shows that B was given
A's original value, but the contents of A were destroyed and overwritten with a 0.

The cast from & to a (unte4 *) is the problem here. This code compiles without errors or warnings on
both 32-bit and 64-bit processors. It executes on 32-bit and 64-bit processors with these unexpected
side effects. It might also generate an alignment fault on IPFif &8 is not 64-bit aligned. One possible fix
for this issue is to change Bfrom a unNr32 to a UNT64 .

Example 12-Casting OUT function parameters

EFl _STATUS
EFI APl
M/Functi on

{
*Val uels4 = (U NT64) Val ueUs2;

return EFl _SUCCESS;
}
U NT32 A
U NT32 B;

A =
B =

Il
/1 Prints "A = 11112222 B = 33334444"
Il
Print (L"A = 9%8x B = %98x\n", A B);

M/Function (A (U NT64 *)(&B));

Il
/1 Prints "A = 00000000 B = 11112222"
Il
Print (L"A = %8x B = %8x\n", A B);



4.3.7 Array Subscripts

In general, array subscripts should be of type INfN or uNN. Using these types avoids problems if an
array subscript is decremented below o. If a unr32 is used as an array subscript and is decremented
below 0, it is decremented to oxFFFFFFFF On @ 32-bit processor and 0x00000000FFFFFFFF 0N a 64-bit
processor. These subscript values are very different. On 32-bit architectures, this value is the same
indexing element as -1 of the array. However, on a 64-bit processor, this value is the same indexing
element as oxrrrrrrFF Of the array.

If an INTN or unTN is used instead of a unms2 for the array subscript, then this problem goes away.
When a unNmN is decremented below o, it is decremented to oxFFFFFFFF On a 32-bit processor and
OXFFFFFFFFFFFFFFFF ON a 64-bit processor. These values are both the same indexing element as -1 of the
array.

The following example shows two array subscripts. The first one works on 32-bit architectures but
accesses a very high address on 64-bit architectures that may generate a fault or hang condition. The
second array subscript is rewritten to work properly on both 32-bit architectures and 64-bit
architectures.

Example 13-Array subscripts example

U NT32 | ndex;
CHARB Array[] = "ABCDEFGH JKLI MNCPCRSTUWKYZ" ;
CHARB *M/Array;

MAray = &Array[5]);
I ndex =

11l

/1 Wrks on 32-bit CPUs

/1 Accesses high nenory on 64-bit CPUs and may generate fault or hang
Il

Print (L"Character = %\n", Array[lndex - 1]);

LEELEELEEEEEEEE L r i r i b r e rr i b rr i i r i b rr i r e e r i r e rr i rr iy

U NTN | ndex;
CHARB Array[] = "ABCDEFCH JKLI MNCPQRSTUWKKYZ" ;
CHARB *M/Array;

MArray = &Array[5]);
I ndex = 0;

Il

/1 Wrks on 32-bit CPUs and 64-bit CPUs

Il

Print (L"Character = %\n", Array[Index - 1]);



4.3.8 Piecemeal Structure Allocations

Structures should always be allocated using the sizeof() operator on the name of the structure. Never
use the sum of the sizes of the structure's members because it does not take into account the padding
that the compiler introduces to guarantee alignment. The following example shows two examples for
allocating memory for a structure. The first allocation is incorrect, the second allocation is correct.

Example 14-Incorrect and correct piecemeal structure allocation

typedef struct {
U NT8 Val ues;
U NT64 Val ue64;
} EXAMPLE_STRUCTURE

EXAMPLE_STRUCTURE * Exanpl e;

Il

// Wong. This only allocates 9 bytes, but M/Structure is 16 bytes
Il

Exanpl e = Al l ocat ePool (sizeof (U NT8) + sizeof (U NT64));

Il
/1 Correct. This allocates 16 bytes for M/Structure
Il
Exanpl e = Al | ocat ePool (sizeof (EXAMPLE_STRUCTURE));



4.4 Optimization Techniques
There are several techniques you can be use to optimize a UEFI driver. These technigues can be broken
down into the following two categories:

e Techniques to reduce the size of UEFI drivers

e Techniques to improve the performance of UEFI drivers

Sometimes these techniques complement each other sometimes they are at odds with each other. For
example, a UEFI driver may grow in size to meet a specific

performance goal. The driver writer is required to make the appropriate compromises in the selection of
these driver optimization techniques.



4.4.1 Size Reduction

Table 15, below, lists techniques that can be used to reduce the size of UEFI drivers. Significant size
reductions can be realized by using combinations of all of these techniques. The compiler and linker
switches referenced below are specific to the Microsoft* compilers. Different compilers and linkers may
use different switches for equivalent operations.

Technique

MdePkg and
MdeModulePkg
library classes

Compiler flags
that optimize
for size.

Linker flags
that remove
unused
functions and
variables

EFI
Compression

EFI Byte Code
Images

Table 15-Space optimizations

Description

Maximizes the use of library classes defined in the MdePkg and MdeModulePkg.
In some cases, multiple implementations of the same library class may be
provided. Some implementations may be smaller and others may be faster. If a
UEFI Driver implementation maximizes its use of library functions from EDK Il
packages, then the UEFI Driver can be built with library instance mappings
defined in the DSC file that minimize the size of a UEFI Driver.

Some compiler provide flags (such as /Os and /O1) optimize code for space. This
is an easy way to reduce the size of a UEFI driver.

note: When optimization is turned on, each line of source code may not map to
the same line when a debugger is active. This can make it more difficult to
debug.

TP Be careful when turning on compiler optimizations because Csource that
works fine with optimizations disabled may stop working with optimizations
enabled. They usually stop working because of missing volatile declarations on
variables and data structures that are shared between normal contexts and
raised TPL contexts or DMA bus masters.

TP, When optimized for speed, the UEFI driver is small, and may execute faster.
If there are any speed paths in a UEFI driver that cause problems if the UEFI
driver executes faster, then these switches may expose those speed paths.
These same speed paths also show up as faster processors are used, so it is
good to find these speed paths early.

Some linkers provide flags (such as /OPT:REF) that remove unused functions and
variables from the executable image, including functions and variables in the
UEFI driver and the libraries against which the UEFI driver is being linked. The
combination of using the UEFI driver library with this linker switch can
significantly reduce the size of a UEFI driver executable. The EDK Il enabled
these types of flags by default.

If a UEFI Driver is stored in a PCl option ROM, the UEFI compression algorithm
can be used to further reduce the size of a UEFI driver. The build utility E&irom
has built-in support for compressing UEFI images. The PCl bus driver has built-in
support for decompressing UEFI drivers stored in PCl option ROMs. The average
compression ratio on IA32 is 2.3, and the average compression ratio on the IPF
platform is 2.8 The EfiRom utility is described in Chapter 18 of this guide.

If a UEFI driver is going to be stored in a PCl option ROM, and the PCl option ROM
must support both IA32 and IPF platforms, or just IPF platforms, EFI Byte Code
(EBC) executables should be considered. EBC executables are portable between
IA32 and IPF platforms. This portability means that only a single UEFI driver
image is required to support both IA32 and IPF platforms. Also, the EBC
executables are significantly smaller than images for the IPF platform, so there
are advantages to using this format for UEFI drivers that are targeted only at IPF
platforms. In addition, using EFl Compression (see above) can reduce the EBC
executables even further.



4.4.2 Perfor mance Optimizations

The following table lists the techniques to use to improve the performance of UEFI drivers. By using

combinations of all of these techniques, significant performance enhancements can be realized.

Technique

Compiler
flags that
optimize for

performance.

UEFI Services

PCI I/O
Protocol

Table 16-Speed optimizations

Description

Some compiler provide flags (such as /Ot, /02, and /Ox) optimize code for
performance. This technique is an easy way to reduce the execution time of a
UEFI driver. For the most part, the EDK Il balances size and speed optimizations.
The flags can be customized to specify a preference for speed or size.

nte: When optimization is turned on, each line of source code may not map to
the same line when a debugger is active. This can make it more difficult to debug.
TP Be careful when turning on compiler optimizations because Csource that
works fine with optimizations disabled may stop working with optimizations
enabled. They usually stop working because of missing volatile declarations on
variables and data structures that are shared between normal contexts and
raised TPL contexts.

T Because the UEFI driver is small, it may execute faster. If there are any
speed paths in a UEFI driver that cause problems if the UEFI driver executes
faster, then these switches may expose those speed paths. These same speed
paths also show up as faster processors are used, so it is good to find these
speed paths early.

Whenever possible, use UEFI boot services, UEFI runtime services, and the
protocol services provided by other UEFI drivers. The UEFI boot services and UEFI
runtime services are likely implemented as native calls that have been optimized
for the platform, so there is a performance advantage for using these services.
Some protocol services might be native, and other protocol services might be EBC
images. Either way, if all UEFI drivers assume that external protocol services are
native, then the combination of UEFI drivers and EFIl services result in more
efficient execution.

If a UEFI driver is a PCl driver, then it should take advantage of all the PCI I/O
Protocol services to improve the UEFI driver's performance. This approach means
that all register accesses should be performed at the largest possible size. For
example, perform a single 32-bit read instead of multiple 8-bit reads. Also, take
advantage of the read/write multiple, FIFO, and fill modes of the 1o() , Mn() , and
Pci() services. See Chapter 18 for details on optimization techniques that are
specific to PCI.



4.4.3 CopyMem() and SetMem() Oper ations

The following example shows how to use the EDK Il library BasemenoryLib functions copymen() and Sethen() to
improve the performance of a UEFI driver. These techniques apply to arrays, structures, or allocated
buffers.

Note: By default, the EDK Il enables high levels of optimization, so this example may not build for all
compilers because the loops are optimized into intrinsics that can cause the link to fail. So not only
does use of 'CopyMem()' and 'SetMem()' improve performance, it also improves UEFI Driver portability.

Example 15-CopyMem() and SetMem() Speed Optimizations

#i ncl ude <Uefi.h>

typedef struct {
U NT8 First;
U NT32 Second;
} MWY_STRUCTURE;

U NTN | ndex;
U NT8 Al 100];
U NT8 B[ 100];

MY_STRUCTURE MyStruct ur eA;
MY_STRUCTURE MyStr uct ur eB;

Il
// Using a loop is slow or structure assignnents is slow
Il
for (Index = 0; Index < ;I ndex++) {
Al I'ndex] = B[Index];
}
M/StructureA = MyStruct ureB;

Il
/1 Using the optimzed CopyMen() Boot Services is fast
Il
CopyMem (
(VO D *)A
(VaD *)B,

)

CopyMem (
(VA D *)&WStruct ureA,
(VA D *)&WStruct ureB,
si zeof (MY_STRUCTURE)
)

Il
/1 Using a | oop or individual assignnent statenents is slow
11l
for (Index = 0; Index < ;I ndex++) {
Al | ndex] ;
}
M/StructureA First = 0;
M/Struct ureA Second = 0;

11l

/1 Using the optimzed Set Men{) Boot Service is fast

11l

Set Mem ((VA D *) A » 0);

Set Mem ((VA D *) &WStructureA sizeof (MY_STRUCTURE), 0);
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5 UEFI Services

This chapter focuses on the UEFI services that apply to the implementation of UEFI drivers. This includes
descriptions of those services, along with code examples, that demonstrate how a UEFI driver typically
uses those services. The EDK Il provides a number of library functions that simplify the use of UEFI
services as well as UEFI driver improvements in maintainability, portability, readability, robustness, and
size. Additional descriptions and code examples using EDK Il library functions also appear where
applicable.

The UEFI Boot Services and UEFI Runtime Services available to UEFI Drivers fall into three general areas:
e Commonly used services
e Rarely used services
e Services that should not be used from a UEFI driver

The full function prototypes and descriptions for each service, and their arguments, are available in the
Boot Services and Runtime Services chapters of the UEFI Specification. The full function prototypes and
descriptions of the EDKIl library functions, and their arguments, are available in the EDK Il MdePkg
Package Document and the EDK Il MdeModulePkg Package Document.

The following table lists alphabetically all UEFI Boot and Runtime Services.



Service
AllocatePool()
AllocatePages()
CalculateCrc32()
CheckEvent()
CloseEvent()
CloseProtocol()
ConnectController()
ConvertPointer()
CopyMem()
CreateEvent()
CreateEventEx()
DisconnectController()
Exit()
ExitBootServices()
FreePages()
FreePool()
GetMemoryMap()
GetNextMonotonicCount()
GetNextHighMonotonicCount()
GetNextVariableName()
GetTime()
GetVariable()
GetWakeupTime()
HandleProtocol()

InstallConfigurationTable()

InstallMultipleProtocolinterfaces()

InstallProtocolinterface()
Loadlmage()
LocateDevicePath()
LocateHandle()
LocateHandleBuffer()
LocateProtocol()
OpenProtocol()
OpenProtocolinformation()

ProtocolsPerHandle()

Table 17-Alphabetical listing of UEFI services

Type
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Runtime
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Runtime
Runtime
Runtime
Runtime
Runtime
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Boot

Boot

Service Type
Memory Allocation
Memory Allocation
Miscellaneous
Event
Event
Protocol Handler
Protocol Handler
Miscellaneous
Miscellaneous
Event
Event
Protocol Handler
Special
Special
Memory Allocation
Memory Allocation
Memory Allocation
Special
Special
Variable
Time-related
Variable
Time-related
Protocol Handler
Miscellaneous
Protocol Handler
Protocol Handler
Image
Protocol Handler
Protocol Handler
Protocol Handler
Protocol Handler
Protocol Handler
Protocol Handler

Protocol Handler



QueryCapsuleCapabilities()
QueryVariableInfo()

Raise TPL()
RegisterProtocolNotify()
ReinstallProtocolinterface()
ResetSystem()
RestoreTPL()

SetMem()

SetTime()

SetTimer()

SetVariable()
SetVirtualAddressMap()
SetWakeupTime()
SetWatchDogTimer()
Startimage()

SignalEvent()

Stall()

UninstallMultipleProtocolinterfaces()

UninstallProtocolinterface()
Unloadimage()
UpdateCapsule()

WaitForEvent()

Runtime
Runtime
Boot
Boot
Boot
Runtime
Boot
Boot
Runtime
Boot
Runtime
Runtime
Runtime
Boot
Boot
Boot
Boot
Boot
Boot
Boot
Runtime

Boot

Special

Variable

Task Priority
Protocol Handler
Protocol Handler
Special

Task Priority
Miscellaneous
Time-related
Time-related
Variable

Special
Time-related
Time-related
Image

Event
Time-related
Protocol Handler
Protocol Handler
Image

Special

Event



5.1 Services that UEFI drivers commonly use

The following table lists UEFI services commonly used by UEFI drivers. Following that, discussions briefly
describe each service, why they are commonly used, or the particular circumstance in which they are
useful. Code examples show how the services are typically used by UEFI drivers and are grouped by
Service Type.

Table 18-UEFI services that are commonly used by UEFI drivers

Service Type Service Type Description
AllocatePool() Boot Memory AIIoc_ates a memory buffer of a
Allocation particular type.
FreePool() Boot Memor_y Frees a previously allocated memory
Allocation buffer.

Allocates one memory buffer of a

Memory particular type with a 4KB aligned
AllocatePages() Boot Allocation start address and a 4KB aligned
length.
Memory Frees a memory buffer previously
RECIFATES) Selels Allocation allocated with AllocatePages().
CopyMem() Boot Miscellaneous Copies a buffer from one location to
another.
SetMem() Boot Miscellaneous Inltlallz_e_s the contents of a buffer with
a specified value.
InstallMultipleProtocolinterfa Protocol _Installs one or more protocol
ces() Boot Handler interfaces onto a handle. Replace_s
the InstallProtocolinterface() service.
Uninstalls one or more protocol
UninstallMultipleProtocolinter Boot Protocol interfaces from a handle. Replaces
faces() Handler the UninstallProtocolinterface()
service.
Retrieves a list of handles from the
Protocol handle database meeting the search
LocateHandleBuffer() Boot Handler criteria. The return buffer is
automatically allocated.
Protocol Finds the first handle in the handle
LocateProtocol() Boot database supporting the requested
Handler
protocol.
OpenProtocol() Boot Protocol Adds elgments to the I_|st of agents
Handler consuming a protocol interface.
OpenProtocolinformation() Boot Protocol Retrleve_s the list of aggnts currently
Handler consuming a protocol interface.
Removes elements from the list of
Protocol .
CloseProtocol() Boot agents consuming a protocol
Handler .
interface.
Raise TPL() Boot Task Priority Raises the task priority level.
RestoreTPL() Boot Task Priority Restores/lowers the task priority level.
CreateEvent() Boot Event Creates a general-purpose event

structure.

CreateEventEx() Boot Event Creates an event structure as part of



CreateEventEx()

CloseEvent()

SignalEvent()

CheckEvent()

SetTimer()

stall()

Boot

Boot

Boot

Boot

Boot

Boot

Event

Event

Event

Event

Time-related

Time-related

an event group. This service is new.

Closes and frees an event structure.
Signals an event.

Checks whether an event is in the
signaled state.

Sets an event to be signaled at a
particular time.

Waits for a specified number of
microseconds. This is a time-related
service with the highest accuracy.



5.1.1 Memory Allocation Services

The Alocatepool () and FreePool () boot services are used by UEFI drivers to allocate and free small buffers
that are guaranteed to be aligned on an 8-byte boundary These services are ideal for allocating and
freeing data structures.

The AlocatePages() and FreePages() boot services are used by UEFI drivers to allocate and free larger
buffers that are guaranteed to be aligned on a 4 KB boundary. These services allow buffers to be
allocated at any available address, at specific addresses, or below a specific address.

5.1.1.1 Critical considerationsfor allocating memory

UEFI drivers should not make assumptions about the organization of system memory. Because of this,
allocating from specific addresses or below specific addresses is strongly discouraged. The
AllocatePool () service does not allow the caller to specify a preferred address, so this service is safe to
use and does not impact the compatibility of a UEFI Driver on different platforms.

The AlocatePages() service does have a mode that allows a specific address to be specified or a range of
addresses to be specified. The allocation type of

Al ocat eAnyPages IS safe to use and increases the compatibility of UEFI Drivers on different platforms. The
allocation types of AlocatemaxAddress and AlocateAddress may reduce platform compatibility, so their use is
discouraged.

Caution: Although the Allocate services allow for specific memory allocation, do not allocate specific
addresses in a UEFI driver. Allocating buffers at a specific address could result in errors, including a
catastrophic failure on some platforms. Memory allocation in UEFI drivers should be done dynamically.

TIP: Always check function return codes to verify if a memory allocation request succeeded or not
before accessing the allocated buffer.

Key points:

e To prevent memory leaks, every allocation operation must have a corresponding free operation. It is
important to note that some UEFI services allocate buffers for the caller and expect the caller to
free those buffers.

e Buffers above 4 GB may be allocated if there is system memory is present above 4 GB. As a result,
all UEFI drivers must be aware that pointers may contain address values above 4 GB, and care must
be taken never to strip the upper address bits.

e Structures and values placed in allocated buffers must be naturally aligned to maximize compatibility
with all CPU architectures.

e Never use an allocated buffer for DMA without mapping it through an I/O Protocol. For example, the
Mvap() and wnmp() services in the PCII/O Protocol.

Refer to Chapter 4 for general porting considerations covering more memory allocation details for 32-bit
and 64-bit architectures.

5.1.1.2 Do not directly allocate amemory buffer for DM A access



A UEFI driver must never directly allocate a memory buffer for DMA access. The UEFI driver cannot know
enough about the system architecture to predict what system memory areas are available for DMA or if
CPU caches are coherent with DMA operations. Instead, a UEFI driver must use the services provided by
the I/O protocol for the bus to allocate and free buffers required for DMA operations. There should also
be services to initiate and complete DMA transactions. For example, the PCl Root Bridge I/O Protocol and
PCI I/O Protocol both provide services for PCI DMA operations. As additional I/O bus types with DMA
capabilities are introduced, new protocols that abstract the DMA services must be provided.

5.1.1.3 Allocating and fr eei ng buffer s

UEFI boot service drivers typically allocate and free buffers of type FEfiBoot Servicestata . UEFI runtime drivers
typically allocate and free buffers of type EiRuntineservicestata . OS Loaders typically allocate and free
buffers of type FEfiLoadermata .

Most drivers that follow the UEFI driver model allocate private context structures in their Driver Binding
Protocol start() function and free them in their Driver Binding Protocol stop() function. UEFI drivers may
also dynamically allocate and free buffers as different I/O operations are performed.

5.1.1.4 Code examples for AllocatePool () and FreePool ()

The following code fragment shows how the UEFI Boot Service AlocatePool () and FreePool () can be used
to allocate and free a buffer for a data structure from & iBoot Servicesbasta memory. The EDKII library

Uef i Boot Servi cesTabl eLib provides global variables for the UEFI System Table, the UEFI Boot Services Table,
and the Image Handle for the currently executing driver. In this example, the global variable for the UEFI
Boot Services Table, called gBs, is used to call the UEFI Boot Services AlocatePool () and FreePool ().

Example 16-Allocate and free pool using UEFI Boot Services Table

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS St at us;
EXAMPLE_DEVI CE *Devi ce;

11l
/1 Alocate a buffer for a data structure
/1l
Status = gBS->Al | ocat ePool (
Ef i Boot Servi cesDat a,
si zeof (EXAMPLE_DEVI CE),
(VA D **) &evi ce
)i
if (EFI_ERRCOR (Status)) {
return Status;

}

11l

/'l Free the allocated buffer

11l

Status = gBS >FreePool (Device);

if (EFI_ERRCR (Status)) {
return Status;

}

The code fragment below shows exactly the same functionality as Example 16, above, but uses EDKII
library MemoryAllocationLib to simplify the implementation. The MnoryAlocationtib function AlocatePool ()
allocates memory of type EfiBoot Servicesbata . If memory of type EfiRuntinmeservicesbata iS required, then the
MermoryAl | ocationLib function AlocateRuntinePool () Should be used.

Example 17-Allocate and free pool using MemoryAllocationLib



#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EXAVMPLE_DEVI CE *Devi ce;

/1
/1 Alocate a buffer for a data structure
/1
Devi ce = (EXAMPLE _DEVI CE *) Al | ocat ePool (si zeof (EXAMPLE_DEVICE));
if (Device == ) {
return EFl _QUT_CF_RESOURCES;

11

/1 Free the allocated buffer
/1

FreePool (Device);

In many cases, when a structure is allocated, it is useful to clear the buffer to a known state with zeros.
The following code fragment in Example 18 expands on Example 17, above, showing how the EDK Il
library menoryAllocationLlib can be used to allocate and clear a buffer in a single call.

Example 18-Allocate and clear pool using MemoryAllocationLib

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EXAVPLE_DEVI CE *Devi ce;
11
/1 Alocate and clear a buffer for a data structure
Il
Devi ce = (EXAMPLE DEVI CE *) Al | ocat eZer oPool (si zeof (EXAMPLE_DEVICE));
if (Device == ) {
return EFl _QUT_CF_RESOURCES;

}
/1

/'l Free the allocated buffer
Il
FreePool (Device);

Complex structures that require many fields to be initialized after the structure is allocated may
increase the size of the UEFI driver if the fields are initialized one by one. The EDK I library
MenoryAl | ocationLib provides an additional allocation method that makes use of a template structure to
reduce code size.

The concept is that a template structure can be declared as a global variable with all the fields pre-
initialized to the required values. It takes less space to store just the data than it does to store the
instructions and data to initialize all the fields one by one. This technique may be useful for UEFI Drivers
that produce new protocols for each device the UEFI Driver manages. Example 19, below, expands on
the above Example 18 showing how the EDK Il library MnoryAllocationLib is used to allocate and initialize a
buffer from a template structure in a single call.

Example 19-Allocate and initialize pool using MemoryAllocationLib

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EXAVMPLE_DEVI CE gExanpl eDevi ceTenpl ate = {
EXAMPLE_PR VATE_DATA_SI GNATURE,
11l
/1 Qher device specific fields
/1l



EXAMPLE_DEVI CE *Devi ce;

Il

/1 Alocate and initialize a buffer for a data structure

Il

Devi ce = (EXAMPLE DEVI CE *) Al | ocat eCopyPool (
si zeof (EXAMPLE DEVI CE), &gExanpl eDevi ceTenpl at e
DE

if (Device == ) {

return EFl _QUT_CF_RESOURCES;

Il

/'l Free the allocated buffer
Il

FreePool (Device);

5.1.1.5 Code exampl es for AllocatePages() and FreePages()

The following code fragment shows how the UEFI Boot Services AlocatePages() and FreePages() are used
to allocate and free a 16KB buffer for a data structure from gfiBoot Servicesbata memory. The EDKII library
Uef i Boot Servi cesTabl eLib provides global variables for the UEFI System Table, the UEFI Boot Services Table,
and the Image Handle for the currently executing driver. In this example, the global variable for the UEFI
Boot Services Table, called gBs, is used to call the UEFI Boot Services A locatePages() and FreePages().

Example 20-Allocate and free pages using UEFI Boot Services Table

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS St at us;

EFI _PHYSI CAL_ADDRESS Physi cal Buf f er;
U NTN Pages;

VA D *Buffer;

Il
/1l Alocate the nunber of pages to hold Size bytes and
/1 return in Physical Buf f er
Il
Pages = EFl _SI ZE TO PAGES (Sl ZE 16KB);
Status = gBS->Al | ocat ePages (
Al | ocat eAnyPages,
Ef i Boot Servi cesDat a,
Pages,
&Physi cal Buf f er
)i
if (EFI_ERRCOR (Status)) {
return Status;

/1l

/1 Convert the physical address to a pointer

/1 This nethod works for all support CPU architectures
/1l

Buffer = (VA D *) (U NTN) Physi cal Buf fer;

/1l
Il Free the allocated buffer
/1l
Status = gBS >FreePages (Physical Buffer, Pages);
if (EFI_ERRCR (Status)) {
return Status;

The code fragment in Example 21, below, shows the same functionality as Example 20, above, but uses
the EDK I library MenoryAilocationLib to simplify the implementation.



The MenmoryAllocationLib function AlocatePages() allocates memory of type EfiBoot Servicesbata . If memory of
type EfiRuntimeServicesbata iS required, the MmoryAllocationlib function AlocateRunti mePages() should be used.

Example 21-Allocate and free pages using MemoryAllocationLib

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EXAMPLE_DEVI CE *Devi ce;
U NTN Pages;

/1
/1 Alocate a buffer for a data structure
11
Pages = EFl _SI ZE TO PACES (si zeof (EXAMPLE_DEMI CE));
Devi ce = (EXAMPLE _DEVI CE *) Al | ocat ePages ( Pages);
if (Device == ) {
return EFl _QUT_CF_RESOURCES;

Il

/'l Free the allocated buffer
Il

FreePages (Device, Pages);

In some rare circumstances, a UEFI Driver may be required to allocate a buffer with a specific alignment.
AllocatePool () provides 8-byte alignment. AlocatePages() provides 4KB alignment. If an alignment above
4KB is required, the preferred technique is to allocate a large buffer through Al ocatepPages() , find the
portion of the allocated buffer that meets the required alignment, and free the unused portions. EDK I
library MenoryAllocationLib provides the function called AlocateAignedrages() that implements this technique.
The code fragment in the example below allocates a 16KB buffer aligned on a 64KB boundary.
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Example 22-Allocate and free aligned pages using MemoryAllocationLib

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

Va D *Buffer;
U NTN Pages;

11l
/I Alocate a buffer for a data structure
11l
Pages = EFl _SI ZE_TO PAGES (Sl ZE_16KB);
Buf fer = (EXAMPLE_DEVI CE *) Al | ocat eAl i gnedPages (Pages, Sl ZE 64KB);
if (Buffer == NULL) {
return EFl _QUT_CF_RESOURCES;
}

11

Il Free the allocated buffer
/11

FreePages (Buffer, Pages);
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5.1.2 Miscel | aneous Ser vi ces

The setmen{) and opymen() UEFI Boot Services are used by UEFI drivers to initialize the contents of a
buffer or copy a buffer from one location to another. The setmen() service is most commonly used to fill
the contents of a buffer with zeros after it is allocated. The opymen() service handles buffers of any
alignment and also handles the rare case when the source and destination buffer overlap. With
overlapping buffers, the requirement is that the destination buffer on exit from this service must match
the contents of the source buffer on entry to this service.

The code fragments in this section also show examples that use the EDK Il library class BasemenoryLib as
an alternative to using the UEFI Boot Services directly. The advantage of using this library class is that
the source code can be implemented just once. The EDK Il DSC file used to build a UEFI Driver can
specify mappings to different implementations of the BasemeroryLib library class that meet the
requirements of a specific target. For example, the MlePkg/Library/ Uefi MenoryLib library instance uses the
recommended UEFI Boot Services setmen() and copymen() are for best performance when building a UEFI
Driver for EBC. For best performance on IA32 or X64, use the SSE2 optimized MmilePkg/ Li brary/ BaseMenor yLi bSse2
library instance.

5.1.2.1 Code exampl es for SetMem()

Use the setmen() UEFI Boot Service to initialize the contents of a buffer with a specified value. UEFI
drivers most commonly use this service to zero an allocated buffer, but it can also be used to fill a buffer
with other values. The following code fragment in the example below shows the same example from
Example 16, but uses setmwen() UEFI Boot Service to zero the contents of the allocated buffer. The EDK I
library

Uef i Boot Servi cesTabl eLib provides global variables for the UEFI System Table, the UEFI Boot Services Table,
and the Image Handle for the currently executing driver. Here, the global variable for the UEFI Boot
Services Table called gBs is used to call the UEFI Boot Services AlocatePool () and SetMen).

Example 23-Allocate and clear a buffer using UEFI Boot Services

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS $t at us;
EXAVPLE_DEVI CE *Devi ce;

/1l
/1l Allocate a buffer for a data structure
Il
Status = gBS->Al | ocat ePool (
Ef i Boot Servi cesDat a,
si zeof (EXAMPLE DEVI CE),
(VA D **) &Devi ce
)i
if (EFI_ERRCR (Status)) {
return Status;

}

11l

/1 Zero the contents of the allocated buffer

Il

gBS->Set Mem (Devi ce, sizeof (EXAMPLE DEVICE), 0);

The following code fragment shows the same example from Example 17, but uses the setmwen() function
from the EDK I library class BasemenoryLib to zero the contents of the allocated buffer.

Example 24-Allocate and clear a buffer using BaseMemoryLib



#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>
#i ncl ude <Li brary/ BaseMenoryLi b. h>

EXAMPLE_DEVI CE *Devi ce;

/1
/1 Alocate a buffer for a data structure
/1
Devi ce = (EXAMPLE DEVI CE *) Al | ocat ePool (si zeof (EXAMPLE_DEMVICE));
if (Device == ) {
return EFl _QUT_CF_RESOURCES;

Il
/1l Zero the contents of the allocated buffer
Il
Set Mem (Devi ce, sizeof (EXAMPLE_DEVICE), 0);

The code fragment in Example 25, below, shows the same example from Example 17, above, but uses
the zeromen() function from the EDK I library class BasemeroryLib to zero the contents of the allocated
buffer.

Example 25-Allocate and clear a buffer using BaseMemoryLib

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocat i onLi b. h>
#i ncl ude <Li brary/ BaseMenor yLi b. h>

EXAMPLE_DEVI CE *Devi ce;

Il
/1l Allocate a buffer for a data structure
Il
Devi ce = (EXAMPLE DEVI CE *) Al | ocat ePool (sizeof (EXAMPLE_DEMI CE));
if (Device == ) {
return EFl _QUT_CF RESOURCES;

Il

/1l Zero the contents of the allocated buffer
Il

Zer oMem (Devi ce, sizeof (EXAMPLE DEVICE));

5.1.2.2 Code exampl es for CopyMem()

The following code fragment shows an example of how the wpymen() UEFI Boot Service is typically used

to copy an existing buffer into a newly allocated buffer. The Alocaterool () function from the EDKII library
MenoryAl | ocationLib is used to allocate a new buffer. The EDK Il library efiBoot ServicesTableLib provides global
variables for the UEFI System Table, the UEFI Boot Services Table, and the Image Handle for the currently
executing driver. In this example, the global variable for the UEFI Boot Services Table called gss is used
to call the UEFI Boot Service copymeny() .

Exampl e 26-Allocate and copy buffer

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EXAMPLE_DEVI CE * Sour ceDevi ce;
EXAMPLE_DEVI CE *Devi ce;

/1l
/Il Allocate a buffer for a data structure



Il
Devi ce = (EXAMPLE DEVI CE *) Al | ocat ePool (si zeof (EXAMPLE_DEMI CE));
if (Device == ) {

return EFl _QUT_COF_RESCOURCES;

11l

/1 Copy contents of SourceDevice to the allocated Device

/1l

gBS- >CopyMem ( Devi ce, SourceDevice, sizeof (EXAMPLE_DEMVICE));

The code fragment in Example 27, below, shows the same example from Example 26, above, but uses
the oopymen() function from the EDK Il library class BasemeroryLib to copy the contents of an existing buffer
to a newly allocated buffer.

Example 27-Allocate and clear a buffer using BaseMemoryLib

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>
#i ncl ude <Li brary/ BaseMenor yLi b. h>

EXAMPLE_DEVI CE * Sour ceDevi ce;
EXAMPLE_DEVI CE *Devi ce;

Il
/1 Alocate a buffer for a data structure
Il
Devi ce = (EXAMPLE DEVI CE *) Al | ocat ePool (sizeof (EXAMPLE_DEMI CE));
if (Device == ) {
return EFl _QUT_CF_RESOURCES;

11l
/1 Copy contents of SourceDevice to the allocated Device
Il
CopyMem (Devi ce, SourceDevice, sizeof (EXAVMPLE_DEVICE));



5.1.3 Handl e Database and Protocol Services

There are several UEFI Boot Services used to add, retrieve, and remove contents from the Handle
Database. Concepts of the Handle Database and Protocols are introduced in Section 3.4. This section
provides code examples for the UEFI Boot Services commonly used by UEFI Drivers to manage the
Handle Database and include the following:

® |InstallMiltipleProtocolInterfaces()

® Uninstall MiltipleProtocol Interfaces()
® Locat eHandl eBuf fer ()

® LocateProtocol ()

® (penProtocol ()

® (penProtocol I nformation()

® JoseProtocol ()

5.1.3.1 Instal IMultipleProtocol Inter faces() and Uninstal | M ultipl ePr otocol Inter faces()
These services are used to do the following:

e Create new handles in the Handle Database.

e Remove a handle from the Handle Database.

e Add protocols to an existing handle in the Handle Database.

e Remove protocols from an existing handle in the Handle Database.

Extra services to create a new handle in the Handle Database and remove an existing handle from the
Handle Database are not required. Instead, the first protocol installed onto a handle automatically
creates a new handle and adds that handle to the Handle Database. The last protocol removed from an
existing handle automatically removes the handle from the Handle Database and destroys the handle.
This means it is not possible for a handle to be present in the Handle Database with zero protocols
installed.

Another important concept is that a single handle in the Handle Database is not allowed to have more
than one instance of the same Protocol installed onto that handle. If a UEFI Driver is required to
produce more than one instance of the same protocol, then the Protocol instances must be installed
on different handles in the Handle Database.

UEFI Drivers tend to manage more than one protocol at a time. Because of this, it is recommended that
Instal | Mil tipleProtocol Interfaces() and UninstallMiltipleProtocol Interfaces() be used instead of the

Instal | Protocol Interface() and uninstallProtocol Interface() . This results in source code that is easier to
maintain and also tends to produce smaller executables. In addition, installmiltipleProtocol I nterfaces()
provides more extensive error checking than installProtocol Interface() , which allows developers to catch
coding errors sooner, and results in higher quality UEFI Driver implementations. The main difference is
that install MiltipleProtocol Interfaces() guarantees that a duplicate Device Path

Protocol is never be added to the Handle Database. Section 3.9 introduces the concept of Device Paths
and the requirement for them to be unique.

The installMiltipleProtocol Interfaces() and UninstallMiltipleProtocol Interfaces() Services support adding and
removing more than one protocol at a time through the use of a variable argument list. Protocols are
represented by a pair of pointers to a protocol GUID and a protocol interface. These services parse
pairs of arguments until a nL pointer for the protocol GUID parameter is encountered.



Note: If any errors are generated when the protocols are being added to a handle, any protocols
added before the error is returned, are automatically removed by InstallMultipleProtocolinterfaces().
This means the state of the handle in the handle database is identical to the state prior to the call.

Note: If any errors are generated when the protocols are being removed from a handle, any protocols
removed before the error is returned, are automatically added back by
UninstallMultipleProtocolinterfaces(). This means the state of the handle in the handle database is
identical to the state prior to the call.

TIP: If unexpected errors are returned by these services, try converting a single call for multiple
protocols to a series of calls that process one protocol at a time. This allows the specific protocol
causing the error condition to be identified. It should be rare for these services to return an error
condition. If an error condition is present it is likely due to a duplicate GUID, a duplicate device path, or
an invalid handle.

Note: When an attempt is made to remove a protocol interface from a handle in the handle database,
the UEFI core firmware checks to see if any other UEFI drivers are currently using the services of the
protocol to be removed. If UEFI drivers are using that protocol interface, the UEFI core firmware
attempts to stop those UEFI drivers with a call to DisconnectController(). This is a quick, legal, and safe
way to shut down any protocols associated with this driver's stack.

Caution: A serious issue can occur when a user removes and then reattaches a device on a bus that
supports hot-plugging. Driver writers must consider this when writing drivers for hot-plug devices.

The issue occurs when other controllers are also using one, or more, of a driver's protocols. In these
cases, the uninstallMiltipleProtocol Interfaces Sservice fails.

If the call to Disconnectcontroller() fails, the UEFI core firmware then calls onnectontroller() to put the
handle database back into the same state that it was in prior to the original call to

Wni nstal | Ml ti pl eProtocol I nterfaces() . This call to connectcontroller() has the potential to cause issues upon re-
entry in UEFI drivers that must be handled in the UEFI driver. These issues could include lost or missed
connected pointer linkages resulting in lost data, confused operation, crashes and other errors. See
_Chapter 31 in this guide for recommendations on how to test UEFI drivers._

5.1.3.1.1 Protocol s that may be added at the driver entry point

The following protocols may also be added in the driver entry point with the

Instal | Ml tipleProtocol Interfaces() Service. Please see Chapter 7 for more details on how to install these
protocols in a driver entry point along with the recommendations on when each of these protocols
should be installed in a driver entry point. Later chapters of this guide cover the implementation of
these protocols in more detail.

e Driver Binding Protocol
e Component Name Protocol
e Component Name 2 Protocol

e Driver Configuration Protocol



e Driver Configuration 2 Protocol
e Driver Diagnostics Protocol

e Driver Diagnostics 2 Protocol
e HIl Config Access Protocol

e Driver Health Protocol

e Driver Family Override Protocol

e Driver Supported EFI Version Protocol

5.1.3.1.2 Removing protocol s when a driver is unloaded

If a UEFI driver is unloadable, then the protocols that were added in the driver entry point must be
removed in the driver's uload() function using uwinstallMiltipleProtocol I nterfaces() .

TIP: Although the wiload() function is optional, uninstalling the protocols in the wiload() function of a
driver is not optional. The install and uninstall sections must mirror each other for the protocols used by
the driver.

TIP: The load and unload UEFI Shell commands may be used to test driver load and unload services for
handles and protocols.

5.1.3.1.3 Code example

The following code fragment shows how InstallMitipleProtocol Interfaces() can be used from the entry point
of a UEFI Driver to install driver related protocols. This example installs the Driver Binding Protocol,
required for UEFI Drivers that follow the UEFI Driver Model, along with the Component Name 2 Protocol
which is optional for UEFI Drivers that follow the UEFI Driver Model. Both protocols are installed onto the
image handle passed into the entry point of the UEFI Driver, and the call to

Instal | Mil tipl eProtocol Interfaces() uses GUID/Pointer pairs terminated by a nuL GUID value. Additional
optional protocols could be added to this one call to installMitipleProtocol Interfaces() depending on a
specific UEFI Driver requirements and capabilities.

Example 28-Install protocolsin UEFI Driver entry point.

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Prot ocol / Conponent Narre2. h>

EFl _DR VER Bl NDI NG PROTOCCL gM/Dri ver Bi ndi ng = {
M/Support ed,
MStart,
MSt op,

b

EFl _COVPONENT_NAME2_PROTOCOL gMyConponent Narme2 = {
M/Get Dri ver Nang,
M/Get Cont rol | er Nane,
"en®

%

EFl _STATUS St at us;



EFl _HANDLE | mageHand| e;

Status = gBS->Install Mil tipl eProtocol I nterfaces (
& mageHand! e,
&gEfi Dri ver Bi ndi ngPr ot ocol Qui d,
&M/ Dr i ver Bi ndi ng,
&gEf i Conponent Nane2Pr ot ocol Qui d,
&gMyConponent Nane2,

)i
if (EFI_ERROR (Status)) {
return Status;

}

The code fragment in Example 29 performs the same work as the example above, but uses the EDKII
efiLlib to install the UEFI Driver Model related protocols. In this specific case, the Driver Binding
Protocol, Component Name Protocol, and Component Name 2 Protocols are all installed using the
LefiLlib function EfiLiblnstallDriverBindi ngConponent Nare2() . The Component Name Protocol and Component
Name 2 Protocol implementations use the same functions for their protocol implementations, thereby
reducing the size overhead for supporting both name protocols.

The EDKIl wfiLib provides 4 functions that may be used to initialize a UEFI Driver that follows the UEFI
Driver Model. The Component Name Protocols are declared with aceA_REMOE | F_ UNREFERENCED that
guarantees the protocol structures are removed from the final binary UEFI Driver image if the EDKII
build is configured to not produce the Component Name Protocols. It does not make sense to use that
declaration style for the Driver Binding Protocol since that protocol must always be produced by a UEFI
Driver that follows the UEFI Driver Model.

The EDKIl library wfiLib uses several Platform Configuration Database (PCD) feature flags to enable
and disable the Component Name Protocols at build time. Chapter 30 covers how to build UEFI Drivers in
the EDK Il and also covers configuration of UEFI Drivers through PCD settings.

Example 29-Install protocolsin UEFI Driver entry point using UefiLib.

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Library/ UefiLib. h>

#i ncl ude <Protocol /Dri ver Bi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nane2. h>

#i ncl ude <Prot ocol / Conponent Narre. h>

#def i ne MY_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTCOCL gM/Dri ver Bi ndi ng = {
M/Supported, M/Start,
MSt op,
MY_VERSI O\,

h

Q.CBAL_REMDVE_| F_UNREFERENCED
EFl _COVPONENT_NAME_PROTOOCL gMyConponent Nane = {

(EFI_COMPONENT NAME GET DR VER NAME) M/Get Dr i ver Narre,
(EFI_COMPONENT NAMVE_GET_CONTROLLER NAVE) M/Get Cont rol | er Nane,
"eng’

I

QGLCBAL_REMDVE | F_UNREFERENCED

EFl _COVPONENT_NAME2_PROTOCOL gMyConponent Nanme2 = {
M/Get Dri ver Nang,
M/Get Cont rol | er Nane,



"en”

EFl _STATUS Status;
EFl _HANDLE | nageHand! e;

Status = EfiLiblnstallDriverBi ndi ngConponent Name2 (
| mageHand! e,
Syst enTabl e,
&M Dri ver Bi ndi ng,
| mageHand! e,
&M/ Conponent Narre
& gMyConponent Narre2
DE

if (EFI_ERRCR (Status)) {

return Status;

The code fragment below shows how the protocols installed in the previous example would be
uninstalled in a UEFI Driver's wload() function. A UEFI Driver is not required to implement the unload()
capability, but if the uwload() capability is implemented, it must undo the work performed in the entry
point of the UEFI Driver just like InstallMiltipleProtocol Interfaces() . UninstallMiltipleProtocol Interfaces() allows
multiple protocols to be specified in a single call using a set of GUID/Pointer arguments terminated by a
NLL GUID value.

Example 30-Uninstall protocolsin UEFI Driver Unload() function.

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nane2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

EFI _STATUS St at us;
EFl _HANDLE | mageHand| e;

Status = gBS->Uninstal | Mil ti pl eProtocol I nterfaces

—

| mageHand! e,

&gEf i Dri ver Bi ndi ngPr ot ocol Qui d,
&M/ Dx i ver Bi ndi ng,

&gEf i Conponent Nane2Pr ot ocol Qui d,
&M/ Conponent Narre2,

&gEf i Conponent NanePr ot ocol Qui d,
&M Conponent Nane,

)i
if (EFI_ERRCR (Status)) {
return Status;

UEFI device drivers add protocols for I/O services to existing handles in the handle database in their
start() function and remove those same protocols from those same handles in their stop() function.

UEFI bus drivers may add protocols to existing handles, but they are also responsible for creating
handles for the child device on that bus. This responsibility means that the UEFI bus driver typically adds
the er_pevice PaTH PROTCO0L and an I/O abstraction for the bus type managed by that bus driver. For



example, the PCl bus driver creates child handles with both the Er_pev ce paTH PROTcOOL and the
EFl_PO _10 PROTOOCL . The bus driver may also optionally add the Er_BUs SPEC FIC DR VER OVERR DE_PROTOOCL tO the
child handles if the bus type supports a standard container for storing UEFI Drivers.

The following code fragment shows an example of a how a child handle can be added to the handle
database with a Device Path Protocol and then add a Block I/O Protocol to that same child handle.
These two operations could also be combined into a single call to 1nstall Miltipl eProtocol I nterfaces() .

Example 31-Add child handle to handl e database

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>
#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Protocol / Bl ockl 0. h>

EFI _STATUS St at us;

EFl _HANDLE Chi | dHandl e;
EFlI _DEV CE_PATH PROTOOOL  *Devi cePat h;
EFl _BLOXK_| O PROTOOCL *Bl ockl o;

Il
/1 Add Device Path Protocol to a new handl e
Il

ChildHandl e = ;

Status = gBS->Instal | Ml tipleProtocol I nterfaces (
&i | dHandl e,
&gEf i Devi cePat hPr ot ocol Qui d,
Devi cePat h,

DE
if (EFI_ERRCOR (Status)) {
return Status;

11l
/1 Add the Block |/O Protocol to the handl e created in the previous call
Il
Status = gBS->Instal | Ml tipl eProtocol I nterfaces (
&Chi | dHandl e,
&gEf i Bl ockl oPr ot ocol Qui d,
Bl ockl o,

)i
if (EFI_ERRCOR (Status)) {
return Status;

The following code fragment below shows an example of a how the child handle created in the previous
example can be destroyed by uninstalling all the installed protocols in a single call to

Uni nstal | Ml ti pl eProtocol I nterfaces() .
Exampl e 32-Remove child handle from handle database.

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Prot ocol / Devi cePat h. h>

#i ncl ude <Prot ocol / Bl ockl 0. h>

EFl _STATUS $t at us;
EFl _HANDLE Chi | dHandl e;
EFl _DEVI CE_PATH PROTOOCOL  *Devi cePat h;

EFl _BLOCK | O PROTOOCL *Bl ockl o;

11l

/1 Renove Device Path Protocol and Bl ock |I/O Protocol fromthe child
/1 handl e created above. Because this call renoves all the

/'l protocols fromthe handle, the handle is renoved fromthe



/1 handl e dat abase.
11l
Status = gBS->Uninstal | Mil tipl eProtocol Interfaces (
Chi | dHand| e,
&gEf i Devi cePat hPr ot ocol Qui d,
Devi cePat h,
&gEf i Bl ockl oPr ot ocol Qui d,
Bl ockl o,

)
if (EFI_ERRCR (Status)) {
return Status;

A more rare use case of InstallMitipleProtocol Interfaces() is installing a protocol with a nuL protocol
interface pointer. The GUID value in this case is called a tag GUID because there are no data fields or
services associated with the GUID.

The code fragment below shows an example of adding a tag GUID to the handle of a controller that a

UEFI Driver is managing. In this example, the tag GUID used is the GUID name of the UEFI Driver itself
called geficalleridaid .

Example 33-Add tag GUID to a controller handle.

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS St at us;
EFl _HANDLE Control | er Handl e;

Il

// Add tag GJD called gEfiCallerldQid to Control | erHandl e
11
Status = gBS->Instal | Ml tipl eProtocol I nterfaces (

&Cont rol | er Handl e,

&gEfi Cal | er| dQui d,

)s
if (EFI_ERRCOR (Status)) {
return Status;

The following code fragment shows how the tag GUID added in the previous example can be removed.
Exampl e 34-Remove tag GUID from a controller handle.

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFI _STATUS St at us;
EFl _HANDLE Control | er Handl e;

/1l
/1 Renove tag QU D called gEiCallerldQid fromControl | erHandl e
/1l
Status = gBS->Uninstal | Mil tipl eProtocol I nterfaces (
Control | er Handl e,
&gEfi Cal | er| dQui d,

)i
if (EFI_ERRCR (Status)) {
return Status;



5.1.3.2 LocateHandl eBuffer ()

This service retrieves a list of handles that meet a search criterion from the handle database. The

following are the search options:

e Retrieve Alrandies : Retrieve all handles in the handle database.

e Retrieve Byprotocol : Retrieve all handles in the handle database that support a specified protocol.

e Retrieve ByRegisterhotify : Retrieve the handle for which a specific protocol was just installed and
configured for register notification using RegisterProtocol Notify() . This search option is strongly
discouraged for UEFI Drivers. It was used with previous releases of the EFl Specification before the

introduction of the UEFI Driver Model.

The buffer returned by Locaterandl eBuffer() is allocated by the service Alocaterool () . A UEFI driver using
this service is responsible for freeing the returned buffer when the UEFI driver no longer requires its
contents use the service Freerool () . The following code fragment shows how all the handles in the

handle database can be retrieved.

#i ncl ude <Uefi.h>

Example 35-Retrieve all handlesin handle database

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFl _STATUS St at us;
U NTN Handl eCount ;
EFl _HANDLE *Handl eBuf f er;

Il

/l Retrieve the list of all

the handl es in the handl e database. The

/1 nunber of handles in the handl e database is returned i n Handl eCount

/1l and the array of handle values is returned i n Handl eBuffer which

/1 is allocated using Al ocatePool ().

Il

Status = gBS >Locat eHandl eBuf fer (
Al | Handl es,

&Handl eCount ,
&Hand| eBuf f er

Dk

if (EFI_ERRCR (Status)) {

return Status;

Il

/1l Free the array of handl es allocated by gBS >Locat eHandl eBuf f er ()

Il

FreePool (Handl eBuffer);

The code fragment below shows how all the handles that support the Block I/O Protocol can be
retrieved and how the individual Block I/O Protocol instances can be retrieved using enProtocol () .

#i ncl ude <Uefi.h>

Example 36-Retrieve all Block 1/O Protocolsin handle database

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>
#i ncl ude <Protocol /Bl ockl 0. h>

EFl _STATUS

U NTN

EFl _HANDLE

U NTN | ndex;

EFl _BLOK | O PROTOOCL

Stat us;

Handl eCount ;
*Handl eBuf fer;

*Bl ockl o;



11l
/l Retrieve the |ist of handl es that support the Block I/O
/'l Protocol fromthe handl e database. The nunber of handl es
/1 that support the Block I/O Protocol is returned in Handl eCount
/1 and the array of handle values is returned i n Handl eBuff er
/1 which is allocated using Al ocatePool ()
Il
Status = gBS >Locat eHandl eBuf fer (

ByPr ot ocol ,

&gEf i Bl ockl oPr ot ocol Qui d,

&Handl eCount ,

&Handl eBuf f er

)i
if (EFI_ERRCR (Status)) {

return Status;

11l
/1 Loop through all the handl es that support the Block I/O
/1 Protocol, and retrieve the Block I/O Protocol instance
/1 fromeach handl e.
Il
for (Index = 0; Index < Handl eCount; I|ndex++) {
Status = gBS->QpenProt ocol (
Handl eBuf f er [ | ndex] ,
&gEf i Bl ockl oPr ot ocol Qui d,
(va D **) &8l ockl o,
gl mageHand! e,
EFl _CPEN_PROTOOOL_GET_PROTQOCL
)i
if (EFI_ERRCR (Status)) {
return Status;

/1 Blocklo can be used here to make Bl ock |/O Protocol
/'l service requests.

Il

Il Free the array of handles allocated by gBS >LocateHandl eBuffer()
Il

FreePool (Handl eBuffer);

5.1.3.3 LocateProtocol ()

This service finds the first instance of a protocol interface in the handle database. This service is
typically used by UEFI drivers to retrieve service protocols on service handles that are guaranteed to
have, at most, one instance of the protocolin the handle database. The UEFI Specification defines the
following service protocols:

® EFl_PLATFCRM DR VER_OVERRI DE_PROTOOOL

® EFl_PLATFCRM TO DRI VER CONFI GURATI ON_PROTOOCL
e EFl_UN OCDE_CCOLLATI ON_PROTOOCOL

e EFl_DEBUG SUPPCRT_PROTOOCL

e EFl _DECOWPRESS PROTOOCOL

® EFl_ACPI _TABLE _PROTOOCOL

e EFl_EBC PROTOOCL



e EFI_BIS PROTQOOL
® EFI_KEY_MANAGENENT_SERVI CE_PROTOOCL

e EFI_H|_FONT_PROTCOOL

e EFI_HI_STR NG PROTOOOL

e EFI_HI_I MAGE PROTOOCOL

® EFI_H|_DATABASE PROTOOCL

e EFI_H|_CO\I G ROUTI NG PROTCOCL

e  EFI_FCRV BROABER2_PROTOOOL

e  EFI_USER MANAGER PROTOOCL

e EFl _DEFERRED | MAGE_LOAD PROTOOCL - EFI _FI RMAARE_MANAGEMENT_PROTOOCL

This service also supports retrieving protocols that have been notified with RegisterProtocol Notify() , but
use of RegisterProtocol Notify() is discouraged in UEFI Drivers, so this use case of LocateProtocol () iS not
covered. See Section 5.3.6 for more details on RegisterProtocol Notify() .

The following code fragment shows how the LocateProtocol () Service can be used to retrieve the first
instance of a service protocol in the handle database. In this example the Er_pecawress proraoaL is used.

Example 37-Locate first Decompress Protocol in handle database

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Pr ot ocol / Deconpr ess. h>
EFl _STATUS St at us;
EFl _DECOMPRESS_PROTQOCL * Deconpr ess;
Status = gBS >Locat eProtocol (
&gEf i Deconpr essPr ot ocol Qui d,

(VA D **) &econpr ess
)s
if (EFI_ERRCOR (Status)) {
return Status;

}

5.1.3.4 OpenProtocol () and Cl osePr otocol ()

The enProtocol () and doseProtocol () services are used by UEFI drivers to acquire and release the
protocol interfaces from the handle database that the UEFI drivers require to produce their services.
The enProtocol () service is one of the most complex UEFI Boot Services because it is required to
support all of the various UEFI Driver types. UEFI applications and UEFI OS loaders may also use these
services to lookup and use protocolinterfaces in the handle database.

Caution: Proper use of 'OpenProtocol()' and 'CloseProtocol()' is required for interoperability with other
UEFI components. There are UEFI Shell commands that may be used to help verify the proper use of
these services including 'dh’, ‘connect’, 'disconnect’, ‘reconnect’, 'drivers’, 'devices', 'devtree’, and
‘'openinfo’.

QpenProtocol () IS typically used by the supported() and start() functions of a UEFI driver to retrieve
protocol interface(s) that are installed on handles in the handle database. The code, below, shows the
full function prototype for the UEFI Boot Service qenProtocol ()



The doseProtocol () Service removes an element from the list of agents that are consuming a protocol
interface. UEFI drivers must close each protocol they open when the UEFI Driver no longer requires the
use of that protocol. Closing protocols is typically done in the stop() function.

Exampl e 38-OpenProtocol () function prototype

#define EFl _OPEN PROTOCOL_BY_HANDLE PROTQOCL  0x00000001

#define EFI _OPEN_PROTOOCL_GET_PROTCOCL 0x00000002
#define EFl _CPEN_PROTOOCL_TEST_PROTOOCL 0x00000004
#define EFl _CPEN_PROTOOCL_BY_CH LD CONTRCLLER  0x00000008
#define EFI _CPEN_PROTOOCL_BY DR VER 0x00000010
#defi ne EFI _CPEN_PROTOOCL_EXCLUSI VE 0x00000020

| **

Queries a handle to deternine if it supports a specified protocol.
If the protocol is supported by the handle, it opens the protocol on behal f of the calling agent.

@aram Handl e The handl e for the protocol interface that is being opened.

@ar am Pr ot ocol The publ i shed uni que identifier of the protocol.

@aram |Interface Suppl i es the address where a pointer to the correspondi ng Protocol Interface
is returned.

@aram Agent Handl e The handl e of the agent that is opening the protocol interface specified by

Protocol and Interface.
@aram Control | er Handl e If the agent that is opening a protocol is a driver that follows
the UEFI Driver Mdel, then this paraneter is the controller
handl e that requires the protocol interface. |f the agent does not
followthe UEFI Driver Mdel, then this paraneter is optional and
may be NULL. @aram Attributes The open node of the protocol interface
speci fied by Handl e and Protocol .
@etval EFI_SUCCESS An itemwas added to the open list for the protocol interface,
and the protocol interface was returned in Interface.
@etval EFI _UNSUPPCRTED Handl e does not support Protocol .
@etval EFI_I NVALI D PARAVETER (ne or nore paraneters are invalid.
@etval EFI_ACCESS DEN ED Required attributes can't be supported in current environment.
@etval EFI_ALREADY_STARTED Itemon the open |ist already has required attributes whose
agent handle is the same as Agent Handl e.
*x |
t ypedef
EFl _STATUS
(EFI APl * EFI _COPEN_PROTOOCL) (
IN EFl _HANDLE Handl e,

IN EFl _QJ D *Pr ot ocol

QJur va b **|nterface, CPTIONAL
I'N EFl _HANDLE Agent Handl e

I'N EFl _HANDLE Control | er Handl e

I'N U NT32 Attributes

Ik

The Handie and Protocol parameters specify what protocol interface is being opened. The AgentHandl e
and oontrollerrandle specifies who is opening the protocol interface.

The atributes parameter specifies why a protocol interface is being opened. The Interface parameter is
used to return the protocolinterface if it is successfully opened, and the er_status return code tells if
the protocol interface was opened or not and if not, why it could not be opened. The UEFI core records
these input parameter values to track how each protocol interface is being used. This tracking
information can be retrieved through the enProtocol Information() service. The Er_statuis code returned by
QpenProtocol () IS very important and must be examined by UEFI drivers that use this service. In some
cases, error code such as EFl_ALREADY_STARTED may be the expected result and may not be an error at all
for that specific UEFI Driver.

Caution: Make sure that all status codes returned by enprotocol () are properly evaluated.



AgentHandle and ControllerHandle describe "who" is opening the protocol interface. For UEFI drivers,
the AgentHandle parameter is typically the DriverBindingHandle field from the Ef_DR VER BI NDI NG PROTOOCL
produced by the UEFI Driver. UEFI Drivers that are device drivers producing additional protocols on the
same handle typically use the same value for Handle and ControllerHandle. UEFI Drivers that are bus
drivers producing child handles may use enProtocol () with Handle set to the handle for the bus
controller and ControllerHandle set to the handle of a child controller.

The Attributes parameter is a bitmask that describes "why" the protocol interface is being opened. The
#define values used to build an Attributes value are also shown in Example 38 above. They are the
#define statements. A summary of the attribute combinations used by UEFI drivers is listed below.

Caution: Make sure UEFI Drivers use the attributes correctly. If the attributes are used incorrectly, a
driver may not function properly and may cause problems with other drivers. There are UEFI Shell
commands to help verify the proper use of attributes including dh, connect, disconnect, reconnect,
drivers, devices, devtree, and openinfo. EFI_OPEN_PROTOCOL_TEST_PROTOCOL

Tests to see if a protocol interface is present on a handle. Typically used in the supported() service of a
UEFI driver if the services of the protocol being tested are not required to complete the support check.

EFI_OPEN_PROTOCOL_GET _PROTOCOL

Retrieves a protocol interface from a handle. Typically used in the supported() and start() services of a
UEFI driver to make use of the services of a protocol that is allowed to be used by more than one UEFI
Driver.

EFI_OPEN_PROTOCOL_BY DRIVER

Retrieves a protocol interface from a handle and marks that interface so it cannot be opened by other
UEFI drivers or UEFI applications unless the other UEFI driver agrees to release the protocol interface.
Typically used in the supported() and start() services of a UEFI driver to use the services of a protocol
that is not allowed to be used by more than one UEFI Driver.

EFI_OPEN_PROTOCOL_EXCLUSIVE
Typically used by UEFI Applications to gain exclusive access to a protocol interface.
If any drivers have the same protocol interface opened with an attribute of

EFl _CPEN PROTQOOL_BY_DR VER, then an attempt is made to remove them by calling stop() function in that UEFI
Driver. If a UEFI Driver opens a protocol interface with this attribute, no other drivers are allowed to
open the same protocol interface with the Er_oPEN PROTOcOL_BY DR VER attribute. This attribute is used very
rarely. mpr. For good coding practices, UEFI Drivers that require the use of the Er _cPEN PROTOOOL_EXCLUSI VE
attribute should combine it with the Br_oPEN PROTOOOL_BY DR VER attribute.

EFI _OPEN_PROTOOCL_BY DRI VER | EFI_CPEN PROTOOCL_EXCLUSI VE

Retrieves a protocol interface from a handle and marks the interface so it cannot be opened by other
UEFI drivers or UEFI applications. This protocol is not released until the driver that opened this attribute
chooses to close it. This attribute is used very rarely.

EFI_OPEN_PROTOCOL_BY_CHILD_CONTROLLER

Used by bus drivers. A bus driver is required to open the parent I/O abstraction on behalf of each child
controller that the bus driver produces. This requirement allows the UEFI core to keep track of the
parent/child relationships no matter how complex the bus hierarchies become.

EFI_OPEN_PROTOCOL_BY HANDLE PROTOCOL



Do not use from a UEFI Driver. Only provided for backwards compatibility with older versions of the EFI
Specification. Use EF_OPEN PROTOOOL_GET_PROTOOCL instead.

5.1.3.4.1 Using EFI_OPEN_PROTOCOL_TEST_PROTOCOL

The code fragment below tests for the presence of the PCI I/O Protocol using the
EFI_OPEN_PROTOCOL_TEST_PROTOCOL attribute. When this attribute is used, the protocol does not
have to be closed because a protocol interface is not returned when this open mode is used.

Example 39-OpenProtocol () TEST_PROTOCOL

#i ncl ude <Uefi.h>
<Li brary/ Uef i Boot Ser vi cesTabl eLi b. h>
<Protocol / Dri ver Bi ndi ng. h>

<Prot ocol / Pci | 0. h>

#i ncl ude
#i ncl ude
#i ncl ude

EFI _STATUS St at us;
EFl _DR VER Bl NDI NG_PROTOOCL *Thi s;
EFl _HANDLE Control | er Handl e;

Il

/1l Test to see if ControllerHandl e supports the P 1/0O Protocol
I
Status = gBS- >(penProt ocol (
Gontrol | erHandl e, /1 Handl e
&gEf i Pci | oPr ot ocol Qui d, /'l Protocol
) Il Interface
Thi s->Dri ver Bi ndi ngHand| e, /1 Agent Handl e

Control | er Handl e,
EFl _COPEN_PROTOOCL_TEST_PROTOOCL
DE
if (EFI_ERRCOR (Status)) {
return Status;

/1l
Il

Control | er Handl e
Attributes

5.1.3.4.2 Using EFI_OPEN_PROTOCOL_GET_PROTOCOL

The following code fragment shows the same example as above but retrieves the PCI I/O Protocol using
the Er_oPeN PROTOOOL_GET_PROTOoOL attribute. With this attribute, the protocol does not have to be closed.

Exampl e 40-OpenProtocol () GET_PROTOCOL

<Uefi.h>

<Li brary/ Uef i Boot Ser vi cesTabl eLi b. h>
<Protocol / Dri ver Bi ndi ng. h>

<Prot ocol / Pci | 0. h>

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

EFl _STATUS St at us;
EFl _DR VER Bl NDI NG_PROTOOCL *Thi s;
EFl _HANDLE CGontrol | er Handl e;

/1l
/I Retrieve PA
/1l
Status = gBS >(penProt ocol (

I/O Protocol interface on ControllerHandl e

Control | er Handl e, /1 Handl e
&gEf i Pci | oProt ocol Qui d, /'l Protocol

s /'l Interface
Thi s->Dri ver Bi ndi ngHandl e, /1 Agent Handl e
Control | er Handl e, /1 ControllerHandl e
EFl _OPEN PROTOOOL_CGET_PROTOCQL  // Attributes

)i
if (EFI_ERRCR (Status)) {
return Status;



Caution: It can be dangerous to use this open mode (in which a protocol does not have to be closed)
because a protocol may be removed at any time without notifying the UEFI Driver that used this mode.
This means that a driver using EFIOPEN_PROTOCOL_GET_PROTOCOL may attempt to use a stale
protocol interface pointer that is no longer valid._

TIP: Use EFI_OPEN_PROTOCOL_BY_DRIVER first, to prevent the protocol from being removed while a
driver is using the protocol.

The EF_oPEN PROTOOOL_GET_PROTOOCL attribute can then be used to retrieve the needed protocol interface.

A UEFI driver should be designed to use er_cren PRoToo_ BYDRIVER as its first choice. However, there are
cases where a different UEFI driver has already opened the protocol that is required by
"EFI_OPEN_PROTOCOL BY DR VER In these cases, use EFIOPEN_PROTOCOL GeT_PROTCOOL. Thi's scenario may occur when

protocol s are |ayered on top of each other so that each |ayer uses the services of the |ayer imediately bel ow Each |ayer

i mredi ately bel ow i s opened with EFIOPEN_PROTOCOL' BY_DRIVER.

If a layer needs to skip a layer to reach a lower-level service, then it is safe to use
EFl_cPEN PRoTaca._ GET_PROTOCOL because the driver is informed through the layers if the lower-level
protocol is removed.

The best example of this case in the EDK Il is the FAT driver. The FAT driver uses the services of the Disk
I/O Protocol to access the contents of a mass storage device. However, the Disk I/O Protocol does not
have a flush service. Only the Block I/O Protocol has a flush service. The Disk I/O driver opens the Block
I/O Protocol Erl_oPEN PROTCOOL_BY DRI VER, SO the FAT driver is also not allowed to open the Block I/O Protocol
EFl_CPEN PROTOOCL_BY DR VER . Instead, the FAT driver must use EF_CPEN PROTOOOL_GET PROTOOCL . This method is safe
because the FAT driver is indirectly notified if the Block I/O Protocol is removed when the Disk I/O
Protocol is removed in response to the Block I/O Protocol being removed.

5.1.3.4.3 Using EFI_OPEN_PROTOCOL_BY_DRIVER

The code fragment in shows the same example as above, but it retrieves the PCI I/O Protocol using the
EFl _CPEN PROTOOOL_BY_ DR VER attribute. When this attribute is used, the protocol must be closed when the
UEFI Driver no longer requires the services of the PCI I/O Protocol. This example also shows
doseProtocol () being used to close the protocol, which is commonly found in implementations of
supported() and stop() . Notice that the parameters passed to QoseProtocol () are identical to the
parameters passed to enProtocol () with the Interface and Attributes parameters removed.

Exampl e 41-OpenProtocol () EFI_OPEN_PROTOCOL_BY_DRIVER

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS St at us;
EFl _DR VER Bl NDI NG_PROTOOCL *Thi s;
EFl _HANDLE Control | er Handl e;

Status = gBS >(penProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,

Thi s->Dri ver Bi ndi ngHandl e,
Control | er Handl e,
EFl _OPEN PROTCOCL_BY_DR VER



)&
if (EFI_ERROR (Status)) {
return Status;

/1

/1 AQose PO /0O Protocol on ControllerHandl e
/1

Status = gBS- >0 oseProtocol (

Gontrol | er Handl e, /1 Handl e

&gEf i Pci | oPr ot ocol Qui d, /'l Protocol

Thi s->Dri ver Bi ndi ngHandl e, /1 Agent Handl e
Control | erHandl e /1 ControllerHandl e
)i

if (EFI_ERRCR (Status)) {
return Status;

5.1.3.4.4 Using EFI_OPEN_PROTOCOL_BY_DRIVER | EFI_OPEN_PROTOCOL_EXCLUSIVE

The following code fragment in shows the same example as above, but it retrieves the PCI I/O Protocol
using both the er_cren PROTOOOL_BY DR VER attribute and the er_cren PROTooOL_ExaLusiVE attribute, which
requests any other UEFI Driver that are using the PCI I/O Protocol release it.

There are only a very few i nstances where EFl _CPEN PROTCOCL_BY_ DRI VER | EFlI _CPEN PROTOOCL_EXCLUSI VE shoul d be used. These are
cases where a UEF|I driver actually wants to gain exclusive access to a protocol, even if it requires stopping other UEFI drive
rs to do so.

This conbination of attributes is used rarely. One exanple in the EDK Il is the debug port driver that opens the Serial /O Pr
otocol with the EFl _OPEN PROTOOCL_BY DR VER | EFl _CPEN PROTOOCL_EXCLUSI VE attribute. This attribute allows a debugger to take
control of a serial port even if it is already being used as a console device. If this device is the only console device in th
e system then the user |oses the only consol e devi ce when the debug port driver is started.

Caution: This open mode can be dangerous if the system requires the services produced by the UEFI
drivers that are stopped.

Exampl e 42-OpenProtocol () EFI_OPEN_PROTOCOL_BY_DRIVER

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /Dri ver Bi ndi ng. h>

#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS St at us;
EFl _DR VER Bl NDI NG_PROTOOCL *Thi s;
EFl _HANDLE Control | er Handl g;

/1l

/] Retrieve PO |/O Protocol interface on ControllerHandl e
/1l

Status = gBS >(penProt ocol (

Control | er Handl e, /1 Handl e
&gEf i Pci | oProt ocol Qui d, /'l Protocol
, Il Interface
Thi s->Dri ver Bi ndi ngHandl e, /1 Agent Handl e
Control | er Handl e, /1 ControllerHandl e

EFl _CPEN _PROTOOCL_BY_ DRI VER | Il Attributes
EFl _OPEN_PROTOOOL_EXCLUSI VE
)i
if (EFI_ERRCR (Status)) {
return Status;



/1 AQose PO /0 Protocol on ControllerHandl e
/1
Status = gBS- >0 oseProtocol (

Gontrol | er Handl e, /1 Handl e

&gEf i Pci | oPr ot ocol Qui d, /'l Protocol

Thi s->Dri ver Bi ndi ngHandl e, /'l Agent Handl e
Control | erHandl e /1 ControllerHandl e

DE
if (EFI_ERRCR (Status)) {
return Status;

EFI_OPEN_PROTOCOL_EXCLUSIVE

5.1.3.4.5Using EFI_OPEN_PROTOCOL_BY_CHILD_CONTROLLER

The code fragment below shows an example that may be used by a UEFI Bus Driver that produces child
handles. This specific example shows the PCl bus driver creating a child handle, opening the PCI Root
Bridge I/O Protocol using the Erl_oPEN PROTOOOL_BY_CH LD cONRLLER attribute on behalf of a child PCl controller
that the PCl bus driver created, closing the PCI Root Bridge I/O Protocol, and destroying the child
handle. These operations are typically spread across the Start() and Stop() functions.

Exampl e 43-OpenProtocol () EFI_OPEN_PROTOCOL_BY_CHILD_CONTROLLER

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol / Pci Root Bri dgel 0. h>

#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS Stat us;

EFl _DR VER Bl NDI NG_PROTOOCL *Thi s;

EFl _PQ _ROOT_BR DGE_| O PROTOOCL *Pci Root Bri dgel o;
EFl _DEVI CE_PATH_PROTOOCL *Devi cePat h;

EFl _PQ _1 O PROTOOOL *Pci | o;

EFl _HANDLE Control | erHandl e;
EFl _HANDLE Chi | dHandl e;

/1l
Il Create new child handl e
11l
Chi l dHandl e = ;
Status = gBS->Instal | Ml tipleProtocol I nterfaces (
&Chi | dHandl e,
&gEf i Devi cePat hPr ot ocol Qui d,
Devi cePat h,
&gEf i Pci | oPr ot ocol Qui d,
Pci | o,

)i
if (EFI_ERRCR (Status)) {
return Status;

11l

/1 Cpen parent PO Root Bridge I/O Protocol
11l

Status = gBS >(penProt ocol (

Control | er Handl e, /I Handl e

&gEf i Pci Root Bri dgel oPr ot ocol Qui d, /I Prot ocol
(VA D **) &Pci Root Bri dgel o, /Il nterface

Thi s->Dri ver Bi ndi ngHandl e, /| Agent Handl e

Chi | dHandl e, /1 Control |l erHandl e

EFl _OPEN _PROTGOCL_BY_CH LD OONTROLLER // At tri but es
)i
if (EFI_ERRCR (Status)) {
return Status;



}

/1l

/]l Qose parent PO Root Bridge |/O Protocol
/1

Status = gBS- >0 oseProt ocol (

Control | er Handl e, /1 Handl e

&gEf i Pci Root Bri dgel oPr ot ocol Qui d, /'l Protocol

Thi s->Dri ver Bi ndi ngHandl e, /1 Agent Handl e

Chi | dHandl e /1 Controll erHandl e

)i
if (EFI_ERROR (Status)) {
return Status;

}

/7
/1 Destroy child handl e
/7
Status = gBS->Uninstal | Mil tipl eProtocol I nterfaces (
Chi | dHandl e,
&gEf i Devi cePat hPr ot ocol Qui d,
Devi cePat h,
&gEf i Pci | oPr ot ocol Qui d,
Pci l o,

DE
if (EFI_ERROR (Status)) {
return Status;

}

5.1.3.5 OpenPr otocol Infor mation()

This service retrieves the list of agents currently using a specific protocol interface installed on a handle
in the handle database. An agent may be a UEFI Driver or a UEFI Application using the services of a
protocol interface. The enProtocol () service adds agents to the list, and the doseProtocol () service
removes agents from the list. The return buffer from this service is allocated using Alocaterool () . TO
prevent memory leaks, the caller must free the return buffer with Freerool () when it no longer needs it.

The UEFI Shell command openinfo uses this service to view the results from OpenProtocolinformation()
for any protocol installed into the handle database. It is very useful when debugging UEFI Drivers to
evaluate the state of protocols the drivers consume and produce in the handle database and to verify
that the UEFI Driver is using QenProtocol () and QoseProtocol () properly.

A UEFI Driver may use this service to find the list of controllers the UEFI Driver is managing or the list of
child handles that the UEFI driver has produced in previous calls to the start() . A UEFI Driver may also
choose to keep track of this type of information itself and not use the Protocol Handler Services to
retrieve this type of information.

The following code fragment uses Locatetandl eBuffer() to retrieve the list of handles that support the PCI
Root Bridge I/O Protocol. It then uses enProtocol Information() on the first handle that supports the PCI
Root Bridge I/O Protocol to retrieve information on all the agents that are using that specific PCl Root
Bridge I/O Protocol instance. This example then loops through all the consumers of that PCl Root Bridge
I/O Protocol and counts the number of handles that have opened the PCl Root Bridge I/O Protocol
instance with an open mode of EF_CPEN PROTOOOL_BY_CH LD GONTRALLER . This open mode indicates that the
agent is a child handle. The result is the total number of PCl controllers that are attached to that
specific PClI Root Bridge I/O Protocol instance.

Example 44-Count child handles using OpenProtocol Information()

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

#i ncl ude <Prot ocol / Pci Root Bri dgel 0. h>



EFl _STATUS Stat us;

U NTN Handl eCount ;

EFl _HANDLE *Handl| eBuf f er;

EFl _HANDLE Control | er Handl e;
EFl _OPEN_PROTOCOL_| NFCRVATI ON_ENTRY  *Qpenl nf o;

U NTN Ent ryCount ;

U NTN | ndex;

U NT32 Attributes;

U NTN Nunber O Chi | dren;
/1l

Il Retrieve array of handles that support the USB |/ O Protocol
11l
Status = gBS- >Locat eHand| eBuffer (
ByPr ot ocol ,
&gEf i Pci Root Bri dgel oPr ot ocol Qui d,
NULL,
&Handl eCount ,
&Hand| eBuf f er
)i
if (EFI_ERRCR (Status)) {
return Status;
}
if (Handl eCount == 0) {
return EFl_NOT_FCQUND,

11l

/'l Assign ControllerHandle to the first handle in the array
Il

Control |l erHandl e = Handl eBuf fer[ 0] ;

11l

Il Free the array of handl es
Il

FreePool (Handl eBuffer);

11l
/] Retrieve information about how the PO Root Bridge I/O Protocol
/1 instance on ControllerHandl e i s bei ng used.
11l
Status = gBS- >(penProt ocol | nformation (
Control | er Handl e,
&gEf i Pci Root Bri dgel oPr ot ocol Qui d,
&penl nf o,
&Ent r yCount
DE
if (EFI_ERRCOR (Status)) {
return Status;

Il
/1 Count the nunber child handles that are currently using the PO Root
/1 Bridge I1/O Protocol on ControllerHandl e children
Il
for (Index = 0, NunberfChildren = 0; Index < EntryCount; |ndex++) {
Attributes = Qpenlnfo[lndex].Attributes;
if ((Attributes & EFl _OPEN PROTOOCL_BY_CH LD CONTRCLLER) !'= 0) {
Nunber O Chi | dr en++;

Il

Il Free the buffer allocated by QoenProtocol | nfornation()
Il

FreePool (Qpenl nfo);
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5.1.4 Task Priority Level (TPL) Services

The Task Priority Level Services provide a mechanism for code to execute code at a raised priority for
short periods of time. One use case is a UEFI Driver that is required to raise the priority because the
implementation of a service of a specific protocol requires execution at a specific TPLto be UEFI
conformant. Another use case is a UEFI Driver that needs to implement a simple lock, or critical section,
on global data structures maintained by the UEFI Driver. Event notification functions, covered in the next
section, always execute at raised priority levels.

The service raiseTP() is used to raise the priority level from its current level to a higher level and return
the priority level before it was raised. The service RestoreTPL() iS used to restore a the priority level to a
priority level returned by raiseTP() . These two services are always used in pairs.

Note: There are no UEFI services provided to lower the TPL, and it is illegal to use raiseTP() to attempt
to raise the priority level to a level below the current priority level. If attempted, the behavior of the
platform is indeterminate.

The Event, Timer, and Task Priority Services section of the UEFI Specification defines four TPL levels.
These are TPL_APPLICATICN, TPL_CALLBACK, TPL_NOTIFY, and TPL_HGH LEVEL . UEFI Driver and UEFI Applications are
started at TPL_aPPLIcatian . UEFI Drivers should execute code at the lowest possible TPL level and minimize
the time spent at raised TPL levels.

Note: Only TPL_APPLICATION, TPL_CALLBACK, TPL_NOTIFY, and TPL_HGH LEVEL may be used by UEFI Drivers. All
other values are reserved for use by the firmware. Using them results in unpredictable behavior. Good
coding practice dictates that all code should execute at its lowest possible TPL level, and the use of TPL
levels above TPL_APPLICATION must be minimized. Executing at TPL levels above TrL_aPPLicaTion for extended
periods of time may also result in unpredictable behavior.

UEFI firmware, applications, and drivers all run on one thread on one processor. However, Ul firmare
does support a single timer interrupt . Because UEFI code can run in interrupt context, it is possible that a
global data structure can be accessed from both normal context and interrupt context. As a result,
global data structures that are accessed from both normal context and interrupt context must be
protected by a lock.

The following code fragment shows how the RaiseTPL() and RestoreTP() Services can be used to
implement a lock when the contents of a global variable are modified. The timer interrupt is blocked at
EFl_TPL HGH LEVEL , SO most locks raise to this level.

Example 45-Using TPL Services for a Global Lock

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

U NT32 gCounter;
EFI _TPL A dTpl;

A dTpl = gBS >Rai seTPL (TPL_H GH LEVEL);



/1l

/1 Increment the global variable nowthat it is safe to do so
/1 gCount er ++;

/1l

/l Restore the Task Priority Level to its original |evel

11l

gBS->RestoreTPL (A dTpl);

The code fragment in Example 46, below, has the same functionality as Example 45, above, but uses
the lock macros and functions from the EDK Il Library wefiLib that use RaiseTPL() and RestoreTPL() tO
implement general purpose locks. The global variable gLock is an EF_Lox structure that is initialized
using the EFI_INTIALIZE LOX VAR ABLE() macro that specifies the use of TrL_H& LEvEL when the lock is
acquired. The FEfiAcquirelock() and EfiReleaselock() functions hide the details of managing TPL levels.

Example 46-Using UEFI Library for a Global Lock

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Li b. h>

EFl _LOX glLock = EFI _INITIALI ZE LOCK VAR ABLE (TPL_H GH_LEVEL);
U NT32 gCounter;

Il

/1 Acquire the lock to block timer interrupts
Il

Ef i Acqui reLock (&gLock);

11l

/1 Increment the global variable nowthat it is safe to do so
/1 gCount er ++;

Il

/1 Rel ease the |ock

Il

Ef i Rel easeLock (&glLock);

The algorithm shown in these two global lock examples also applies to a UEFI Driver that is required to
implement protocol services that execute at a specific TPL level. For example, the services in the Block
I/O Protocol must be called at or below TPL_calleack . This means that the implementation of the

ReadBl ocks() , WiteBlocks() , and FlushBl ocks() services should raise the priority level to TPL_callBax . This
would be identical to Example 46, above, but would use TPL_calBak instead of TPL_HGH LEVEL .



5.1.5 Event services

UEFI Boot Services are provided to create, manage, and close UEFI Events. UEFI Drivers may use these
event services for several features that may include the following:

e Implementation of protocols that produce an eri_event to inform protocol consumers when input is
available.

e Notification when ExitBootServices() is called by an OS Loader or OS Kernel so UEFI Drivers can place
devices in a quiescent state or a state that is required for OS compatibility.

e Notification when setVirtual Addressvap() is called by an OS Loader or OS Kernel so a UEFI Runtime Driver
can translate physical addresses to virtual addresses.

e Timer events used to periodically poll for I/O completion and/or detect timeout conditions.

e Implementation of protocols that provide non-blocking I/O capabilities where notification of an I/O
completion utilizes an Er_Event .

5.1.5.1 CreateEvent(), CreateEventEx(), and Cl oseEvent()

The oeateEvent(), OeateEventEx(), and doseEvent() Services are used to create and close events. The
following two basic types of events can be created:

e EVT_NOTI FY_SI GNAL
o EVI_NOTIFY_WAIT

The type of event determines when an event's notification function is invoked. The notification function
for signal type events is invoked when an event is placed into the signaled state with a call to

Signal Event () . The notification function for wait type events is invoked when the event is passed to the
CheckEvent () OI Wit ForEvent () services.

UEFI Drivers that produce protocols providing an eri_event field to indicate when input is available are
required to create events of type evi_NomFr.w T. Consumers of these protocols may use CheckEvent() Of
véit ForEvent () to check when input is available.

Protocols from the UEFI Specification containing this use case include the Simple Text Input Protocols,
the Pointer Protocols, and the Simple Network Protocol. The complete list follows:

e EFl_ABSOLUTE _PQ NTER_PROTQOCL

® EFl_SI MPLE_NETWRK_PROTOOCL

e EFl_SIMPLE_PQO NTER_PROTOOCL

e EFl_SI MPLE_TEXT_I NPUT_PROTOOOL

® EFl_SIMPLE_TEXT_I NPUT_EX PROTOOOL

Some UEFI drivers are required to place their controllers in a quiescent state or perform other
controller-specific actions when an operating system is about to take full control of the platform. In this
case, the UEFI driver should create a signal type event that is notified when ExitBoot Services() is called by
the operating system.

UEFI Runtime Drivers may need to be notified when setVirtual Addressmap() is called to convert physical
addresses to virtual addresses. A complete example for this use case, including the use of
O eateEvent Ex() , IS Shown in Section 5.2.9.



UEFI Drivers may use timer events to periodically poll for device status changes, poll for an /O
completion or detect timeouts. A complete example showing how to create periodic and one-shot timer
events using «eateEventEx() is provided in Section 5.1.6.

Note: _If a UEFI Driver creates events in its driver entry point, those events must be closed with
dosekvent() in the UEFI Driver's wload() function.

Note: If a UEFI Driver creates events in its Driver Binding Protocol start() function associated with a
device, those events must be closed with doseevent() in its Driver Binding Protocol stop() function.

Note: If a UEFI Driver creates events as part of an /O operation, the event should be closed with
dosekvent() when the I/O operation is completed.

Caution: Ifthe doseEvent() service is not used to close events created with QeateEvent() Or
QeateEventEx() ,the event consumes memory and generates a memory leak._

The code fragment below shows an example of a wait event created by a keyboard driver producing the
EFl _SI MPLE_TEXT_I NPUT_EX_PROTOOCL . The first part of the code fragment is the event notification function plus
an internal worker function that are called when the status of the wait event is checked with the
CheckEvent() Or the waitForEvent() services. The second part of the code fragment is the code from the
Driver Binding Protocol start() and stop() functions that create and close the wait event. Typically, a
UEFI application or the UEFI boot manager call teckevent() Or waitrorEvent() to see if a key has been
pressed on a input device that supports the Simple Text Input Ex Protocol. This call to checkEvent() Or
véitForEvent () causes the notification function of the wait event in the Simple Text Input Ex Protocol to be
executed. The notification function checks to see if a key has been pressed on the input device. If the
key has been pressed, the wait event is signaled with a call to signalEvent() . If the wait event is signaled,
the UEFI application or UEFI boot manager then receives an Er_suoccess return code and the UEFI
application or UEFI boot manager calls the ReadkeyStroke() service of the EFl_SIMPLE TEXT_I NPUT_EX PROTOOCL tO
read the key that was pressed.

Example 47-Create and close a wait event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol / Si npl eText | nEx. h>

EFl _STATUS

return EFl _SUCCESS;
}

va D
EFI APl



EFl _SI MPLE_TEXT_| NPUT_EX_PROTOOCL *Si npl el nput Ex;
Sinpl el nput Ex = (EFl _SI MPLE_TEXT_| NPUT_EX_PROTOCCL  *) Cont ext ;
if (!'EFl _ERRCR (Keyboar dCheckForKey ())) {
gBS->Si gnal Event (S npl el nput Ex- >\Wai t For KeyEX) ;
}
}

EFl _STATUS $t at us;
EFl _SI MPLE_TEXT_| NPUT_EX_PROTOOCL *Si npl el nput Ex;

Status = gBS >CreateEvent (
EVT_NOTI FY_WAI T,
TPL_NOTI FY,
Not i f yKeyboar dCheckFor Key,
Si npl el nput Ex,
& Si npl el nput Ex- >Wi t For KeyEx)
DE

if (EFI_ERRCOR (Status)) {

return Status;

}

Status = gBS- >0 oseEvent (Sinpl el nput Ex- >Wi t For KeyEx) ;
if (EFI_ERROR (Status)) {
return Status;

}

The code fragment in the following example shows how an Exit Boot Services event is created using
aeateBvent () and closed using dosetvent() . In this example, the er_gvent is a global variable. This is the
typical implementation for a UEFI Driver because events of this type are usually created in the Driver
Binding Protocol start() function and closed in the Driver Binding Protocol stop() function, and the
global variable provides an easy method to close the event in the Driver Binding Protocol stop()
function.

This example also contains the function notifyExitBootService() , @ template for the event notification
function. It should contain the set of UEFI Driver specific actions that must be performed when the OS
Load or OS Kernel calls ExitBoot Services() . This notification function is registered in the call to
aeateBvent() . The execution priority level is TPL_NoniFy and the Notifycontext iS NAL in this example.

Caution: The notification function for ExitBootServices() is not allowed to use any of the UEFI Memory
Services, either directly or indirectly, because using those services may modify the UEFI Memory Map
and force an error to be returned from ExitBootServices(). An OS loader or OS Kernel that calls
ExitBootServices() needs to know the state of the memory map at the time ExitBootServices() was
called. The OS loader retrieves the current state of the memory map by calling Getmnorynvap() . If events
registered on ExitBootServices() perform memory allocation or free calls, the memory map may be
modified, and may cause incorrect memory map information to be used by the OS. The UEFI memory
manager detects when the memory map is modified, so the OS loader always knows that the memory
map was not modified if ExitBootServices() returns EFISUCCESS. If the memory map was modified, the OS
loader must call cetmerorymap() again to get the current memory map state, and then retry a call to
ExitBootServices(). The modified state is cleared during the call to GetMemoryMap().

Example 48-Create and Close an Exit Boot Services Event



#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

/1

/1 Qobal variable for Exit Boot Services event
11

EFlI _EVENT nExi t Boot Servi cesEvent =

Vva b
EFI APl
Not i f yEXi t Boot Ser vi ces

Il

/1 Put driver-specific actions here to place controllers into
/1 an idle state. No UEFI Menory Service nay be used directly
/1 or indirectly.

Il

EFl _STATUS Status;

Il
/I Create an Exit Boot Services event.
Il
Status = gBS >QO eat eEvent (
EVT_SI GNAL_EXI T_BOOT_SERMI CES, Il Type

TPL_NOTI FY, /1 NotifyTpl

Not i f yExi t Boot Ser vi ces, /1 NotifyFunction
s /1 NotifyCont ext

&nExi t Boot Ser vi cesEvent /'l Event

DE
if (EFI_ERROR (Status)) {
return Status;

11l
/1 Aose the Exit Boot Services event
Il
Status = gBS- >0 oseEvent (nExitBoot ServicesEvent);
if (EFI_ERRCOR (Status)) {
return Status;

The following code fragment has the same functionality as Example 48, above, but uses
CreateEventEx() instead of CreateEvent() to create an event that is signaled when
ExitBootServices() is called. CreateEventEx() supports event groups that are named by GUID.
The Event, Timer, and Task Priority Services section of the UEFI Specification defines a set of
event group GUIDs that are defined in the EDK Ilin the MdePkg include file <aid/ EventQid. h>.

Caution: CreateEventEx() allows creation of more than one timer event associated with the same event
group GUID. Because there is no mechanism for determining which of the timer events associated with
the same event group GUID was signaled, it is recommended that timer events be created with
CreateEvent () Or With QeateBventEx() using a NL EventGroup.

Example 49-Create and Close an Exit Boot Services Event Group

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Qui d/ Event G oup. h>

Il



/1 Qobal variable for Exit Boot Services event
/1
EFlI _EVENT nExi t Boot Servi cesEvent =

Va D
EFI API
Not i f yEXxi t Boot Ser vi ces

Il

/1 Put driver-specific actions here to place controllers into
/1 an idle state. No UEFI Menory Service nay be used directly
/1 or indirectly.

Il

EFl _STATUS St at us;

Il

/I Create an Exit Boot Services event using event group GJ D
Il

Status = gBS >QOreat eEvent Ex (

EVT_NOTI FY_SI GNAL, /1 Type
TPL_NOTI FY, /1 NotifyTpl
Not i f yExi t Boot Ser vi ces, /1 NotifyFunction

s /1 NotifyCont ext
&gEf i Event Exi t Boot Servi cesQuid, // Event G oup
&nExi t Boot Ser vi cesEvent /'l Event

DE

Il
/1 Aose the Exit Boot Services event
Il
Status = gBS- >0 oseEvent (nExitBoot ServicesEvent);
if (EFI_ERROR (Status)) {
return Status;

Example 49, above, shows how the aeateEventex() function is used to create an event that is notified
when an event group named by GUID is signaled. In this case, notification functions are called when the
OS Loader or OS Kernel calls ExitBootServices() . OeateEventEx() also supports creating an event for an
event group named by GUID that causes all the event notification functions associated with that same
event group to be executed when the event is signaled with signal Event() .

The example below shows the simplest method of creating, signaling, and closing an event group
named by gEfiExanpl eEvent Goupaiid . Notice that Type is 0 and no notification function, TPL, or context is
specified. Since use of this mechanism is usually in cases where one UEFI image needs to signal events
in other UEFI images, this specific usage of aeatetventex() is rarely used by UEFI Drivers.

Example 50-Create and Signal an Event Group

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Qui d/ Exanpl eEvent G oup. h>

EFl _STATUS St at us;
EFl _EVENT Event;

Il
/1 Ceate event that is used to signal an event group
11l
Status = gBS >0 eat eEvent Ex (
s /'l Type
, /1 NotifyTpl
s /1 NotifyFunction
s /1 Noti fyCont ext



&gEf i Exanpl eEvent G oupQuid, // Event G oup
&Event /'l Event
)i
if (EFI_ERRCR (Status)) {
return Status;

Il
/1 Signal the event causing all notification functions for this
/1 event group to be executed
Il
Status = gBS >Si gnal Event (Event);
if (EFI_ERRCR (Status)) {
return Status;

Il
/1 O ose the event
11
Status = gBS->d oseEvent (Event);
if (EFI_ERROR (Status)) {
return Status;

5.1.5.2 Signal Event()

This service places an event in the signaled state. Use signalEvent() in implementations of protocols
containing an er_gevent field informing a consumer of the protocol when input is ready. The protocols
from the UEFI Specification containing this use case include the Simple Text Input Protocols, the Pointer
Protocols, and the Simple Network Protocol. The complete list follows:

e EFl_ABSCLUTE PO NTER PROTOOCL

e EFl_SI MPLE_NETWIRK_PROTCOOL

e EFI_SIMPLE_PQ NTER PROTCOOL

e EFI_SI MPLE TEXT_| NPUT_PROTCOOL

e EFI_SI MPLE TEXT_| NPUT_EX_PROTOOOL

The example below shows the Simple Text Input Ex Protocol that signals the er_event in that protocol
when a key press has been detected. The function KeyboardeckForkey() is a hardware specific function
that returns er_suocess if a key has been pressed. It returns an error code if a key has not been
pressed. The check is performed at TrL_NOTIFY to guarantee that hardware action checking for a key
press is atomic.

Example 51-Signal a key press event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>
#i ncl ude <Protocol / Si npl eText | nEx. h>

EFl _STATUS
EFl APl
Keyboar dCheckFor Key

11l

/1 Perform hardware specific action to detect if a key on a
/1 keyboard has been pressed.

11l

return EFl _SUCCESS;

EFl _STATUS Stat us;



EFl _SI MPLE_TEXT_| NPUT_EX_PROTCOCL *Si npl el nput Ex;
EFl_TPL adTpl;

A dTpl = gBS->Rai seTPL ( TPL_NOTI FY);

if (!EFl _ERRCR (KeyboardCheckForKey ())) {

Status = gBS->Si gnal Event (Si npl el nput Ex- >Wai t For KeyEXx) ;

gBS->RestoreTPL (A dTpl);

Signal Event () IS also used by UEFI Drivers required to signal an event associated with the completion of a
non-blocking /O operation. The protocols in the UEFI Specification containing this use-case include the
Network Protocols, SCSI Protocols, ATA Protocols, and the Block I/O 2 Protocol. The complete list follows:

e EFl _ARP_PROTOOCL

® EFl_| PSEC PROTCOCL

e EFl_| PSEC2_PROTCOCL

e EFI_| PSEC CONFI G PROTOOCL

e  EFI_MANAGED NETWCRK_PROTCOOL

e EFI_ATA PASS THRU PROTCOOL

e EFI_BLOXX | (2_PROTOOOL

e EFI_SCSI_I O PROTGOOL

e EFI_EXT_SCSI_PASS THRU PROTCOOL
e  EFI_DHCP4_PROTCOOL

e EFI_IP4_PROTOOOL

e EFI_IP4_CONFI G PROTOOOL

e EFI_MIFTP4_PROTGOOL

e EFI_TCP4_PROTCOOL - EFI_UDPA_PROTCOOL
e EFI_FTP4_PROTCOOL

e  EFI_DHCP6_PROTCOOL

e EFI_IP6_PROTCOOL

e EFI_IP6_CONFI G PROTOOCL

e EFI_MIFTP6_PROTGOOL

e EFI_TCP6_PROTCOOL

e EFl_UDP6_PROTOOCL



5.1.5.3 CheckEvent()

This service checks to see if an event is in the waiting state or the signaled state. EFl Drivers creating
events use this service to determine when an event has been signaled with signalEvent() . Such events
include timer events, those used to determine when input is available, or events associated with non-
blocking I/O operations.

The example below is an example that creates a one-shot timer event signaled 4 seconds in the future.
checkEvent () is called in a loop waiting for the timer event to be signaled.

Example 52-Wait for one-shot timer event to be signaled

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>

EFI _STATUS St at us;
EFlI _EVENT Ti mer Event ;

Status = gBS >QOreateEvent (
EVI_TIMER | EVT_NOTIFY_WAIT, /1 Type

TPL_NOTI FY, Il NotifyTpl
/1 NotifyFunction
: /'l Noti fyCont ext
&Ti mer Event /'l Event

DE
if (EFI_ERROR (Status)) {
return Status;
}
Status = gBS >Set Ti mer (
Ti ner Event,
Ti ner Rel ati ve,
EFl _TI MER_PER CD_SECONDS (4)
)
if (EFI_ERRCOR (Status)) {
gBS- >0 oseEvent (TinerEvent);
return Status;

do {
Status = gBS >CheckEvent (TinerEvent);
} while (EFI_ERROR (Status));



5.1.6 SetTimer()

This service programs a timer event to be signaled in the future. The time is specified in 100
nanosecond (ns) units. UEFI supports both periodic timer events and one-shot timer events. Use these
timer events when polling for /O completions, detecting hot plug events, detecting timeout conditions
for I/O operations, supporting asynchronous I/O operations, etc.

caution : The units used for timer events may appear to have better accuracy than the sali() service,
which has an accuracy of 1 =s, but that may not be the case. UEFI uses a single timer interrupt to
determine when to signal timer events. The resolution of timer events is dependent on the frequency of
the timer interrupt.

UEFI system firmware uses a hardware timer interrupt to measure time. These. These time
measurements are used to determine when enough time has passed to signal a timer event
programmed with setTimer() . In most systems, the timer interrupt is generated every 10 ms to 50 ms,
but the UEFI Specification does not require any specific interrupt rate. This lack of specificity means that
a periodic timer programmed with a period much smaller than 10 ms may only be signaled every 10 ms
to 50 ms. If short delays much smaller than 10 ms are required, use the sall() service.

TIP: Timer event services are not accurate over short delays. If a short, accurate delay, is required then
the stall() service should be used.

The code fragment in Example 53 shows how to create a timer event and program it as a periodic timer
with a period of 100 ms. When the created event is signaled every 100 ms, the notification function
TinerHandl er() is called at TPL_NoTiFY with the ExawLE DEvicE context that was registered when the event
was created. The EDK Il library wefiLib provides macros for the timer periods used with the SetTiner()
services.

These macros include ErF_TIMER PER CD M CROSECONDS() , EFI_TIMER PER CD M LLI SECONDS() , and EFl_TI MER PER CD_SECONDS()

The Private Context Structure a UEFI Driver uses to store device specific information usually contains
er_event fields for the events the UEFI Driver creates. This allows a UEFI Driver to close events when a
device is stopped or when a UEFI Driver is unloaded. In this example, the Private Context Structure
called exawLe DEvice contains an erl_Bvent for both a periodic and a one-shot timer. The Private Context
Structure is also typically passed in as the ontext parameter when an event is created. This provides
the event notification function with the device specific context required to perform the device specific
actions.

caution : Always close timer events with the UEFI Boot Service doseEvent() Whenever a device is stopped
or a UEFI Driver is unloaded. If not performed, a call for an event notification no longer present in
memory, or event notification function for a device no longer available, may cause unexpected failures.

Example 53-Create periodic timer event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>
#i ncl ude <Library/ UefiLib. h>

typedef struct {
U NTN Si gnat ure;
EFI _EVENT Peri odi cTi ner;
EFl _EVENT (neShot Ti rer ;



} BEXAMPLE_DEM CE

Vva D
Ti mer Handl er

Il
// Performa UEFI driver-specific operation
11l

EFl _STATUS $t at us;
EXAMPLE_DEVI CE *Devi ce;
Status = gBS >QOreateEvent (
EVI_TIMER | EVT_NOTI FY_SIGNAL, // Type

TPL_NOTI FY, /1 NotifyTpl

Ti mer Handl er, /1 NotifyFunction
Devi ce, /'l Noti fyCont ext
&Devi ce->Peri odi cTi mer /'l Event

)i

if (EFI_ERRCR (Status)) {
return Status;

/1l
I/l Programthe tiner event to be signal ed every 100 ns
11l
Status = gBS->Set Timer (
Devi ce->Peri odi cTi ner,
Ti mer Peri odi c,
EFl _TI MER_PER CD_M LLI SECONDS ( )
)i
if (EFI_ERRCR (Status)) {
return Status;

The following code fragment shows how to create a one-shot timer event that is signaled 4 seconds in
the future. When the created event is signaled, the notification function Tinertandier() is called at
TPL_CALLBAK Wwith the ExawLE DEViCE context that was registered when the event was created.

Exampl e 54-Create one-shot timer event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti nmeServi cesTabl eLi b. h>
#i ncl ude <Li brary/ Uefi Li b. h>

typedef struct {
U NTN Si gnat ure;
EFlI _EVENT Peri odi cTi ner;
EFlI _EVENT CneShot Ti ner;
Il
/1 G her device specific fields
Il
} EXAWPLE_DEVI CE

Vva D
Ti mer Handl er

11l
/1 Performa UEFI driver-specific operation
/1l

EFl _STATUS St at us;



EXAVPLE_DEVI CE *Devi ce;
Status = gBS >CreateEvent (
EVI_TIMER | EVI_NOTIFY_SIGNAL, // Type

TPL_CALLBACK, Il NotifyTpl

Ti mer Hand| er, /'l NotifyFunction
Devi ce, /'l NotifyCont ext
&Devi ce- >neShot Ti nmer /'l Event

)i
if (EFI_ERROR (Status)) {
return Status;

11l
/1l Programthe tiner event to be signaled 4 seconds from now.
11
Status = gBS->SetTiner (
Devi ce- >neShot Ti ner,
Ti mer Rel ati ve,
EFl _TI MER_PER CD_SECCNDS (4)
)i
if (EFI_ERRCR (Status)) {
return Status;

The code fragment below shows how to cancel and close the one-shot timer created in Example 54
above. If the UEFI Driver completes an I/O operation normally, any timer events used to detect timeout
conditions must be canceled. If the timeout condition is only used as part of device detection, the timer
event may not be required again. In those cases, the event can be both canceled and closed.



Example 55-Cancel and close one-shot timer event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti neServi cesTabl eLi b. h>
#i ncl ude <Li brary/ Uefi Li b. h>

typedef struct {
U NTN Si gnat ure;
EFlI _EVENT Peri odi cTi ner;
EFlI _EVENT CneShot Ti ner ;
Il
/1 Cher device specific fields
Il
} EXAWPLE_DEVI CE;

EFI _STATUS St at us;
EXAMPLE_DEVI CE *Devi ce;

Il
/1 Cancel the one-shot tiner event.
Il
Status = gBS- >Set Ti mer (Devi ce->(neShot Ti ner, TinerCancel, 0);
if (EFI_ERRCOR (Status)) {
return Status;

Il
/1l dose the one-shot timer event.
Il
Status = gBS >0 oseEvent (Devi ce->MneShot Ti ner);
if (EFI_ERRCOR (Status)) {
return Status;



51.7 Sal()

The sall() service waits for a specified number of microseconds. In 32-bit environments, the range of
supported delays is from 1 =s to a little over an hour. In 64-bit execution environments, the range of
supported delays is from 1uS to about 500,000 years. However, the delays passed into this service
should be short and are typically in the range of a few microseconds to a few milliseconds.

Caution: Implementations of the stall() service may disable interrupts and may block execution of
other UEFI drivers. If long delays are required, use a Timer Event instead. See CeateEvent() ,
OeateEventEx() , and setTiner() for details.

The sall() service is very accurate and typically uses a high frequency hardware timer or a calibrated
software delay loop to implement the stall functionality.

Caution: sall() may use a different timing source than the event timer, and may have a higher or
lower frequency and, hence, different accuracy.

For hardware devices requiring delays between register accesses, use the sali() service. with a fixed
stall value based in a hardware specification for the device being accessed. The following example
shows a use-case to perform a fixed delay of 10 us between two PCI MMIO register writes.

Exampl e 56-Fixed delay stall

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS $t at us;
EFl _PQA _| O PROTCOCL *Pci | o;

U NT8 Val ue;
Val ue =
Status = Pcilo->MemWite (

Pci | o,
Efi Pci | oW dt hUi nt 8,

&Val ue

)i
gBS->Stall (10);
Val ue =
Status = Pcilo->MemWite (
Pci | o,

Efi Pci | oW dt hui nt 8,



Il Cfset
, /1 Count
&Val ue /1 Buffer

)i

In this example, a UEFI drivers sends a command to a controller and then waits for the command to
complete. Use the sall() service inside a loop to periodically check for the completion status. The
example below shows how to poll for a completion status every millisecond and timeout after 100 ms.

Example 57-Poll for completion status using stalls

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Protocol /Pcilo. h>

EFI _STATUS $t at us;

U NTN Ti meQut ;

EFl _PQ _1 O PROTOOCL *Pci | o;
U NT8 Val ue;

Il
/1 Loop waiting for the register at OGfset 0 of Bar #0 of Pcilo to
/'l beconme OxEO Wit 1 ns between each check of this register, and
/1 time out if it does not become OxEO after 100 nS.
Il
for (TimeQut = 0; TinmeQut <= ;o TimeQut += ) {
Il
// Do asingle 8-bit MMOread fromBAR #0, Cffset 0 into Val ue
Il
Status = Pcilo->Mem Read (

Pci l o, /1 This
Efi Pci loWwdthunt8, // Wdth
b /1 Bar | ndex
b Il Ofset
s /1 Count
&Val ue /1 Buffer
)s

if (IEFI_ERRCR (Status) && Value == ) {

return EFl _SUCCESS;

}

11l

Il Wit 1 ns

/11
gBS->Stall ( );

}
return EFl _TI MEQUT;



5.2 Servicesthat UEFI driversrarely use

Table 19 lists UEFI services rarely used by UEFI drivers. The following sub-topics briefly describe each

service, why they are rarely used, or the particular circumstance in which they are useful. The code

examples show how the services are typically used by UEFI drivers and are grouped by Service Type.

Table 19-UEFI servicesthat are rarely used by UEFI drivers

Service

ConnectController()

DisconnectController()

ReinstallProtocolinterface()

LocateDevicePath()

Loadimage()

Startimage()

GetVariable()

SetVariable()

QueryVariableInfo()

GetTime()

CalculateCrc32()

ConvertPointer()

InstallConfigurationTable()

WaitForEvent()

GetNextMonotonicCount()

Type

Boot

Boot

Boot

Boot

Boot

Boot

Runtime

Runtime

Runtime

Runtime

Boot

Runtime

Boot

Boot

Boot

Service Type

Protocol
Handler

Protocol
Handler

Protocol
Handler

Protocol
Handler

Image

Image

Variable

Variable

Variable

Time-related

Miscellaneous

Miscellaneous

Miscellaneous

Event

Special

Notes

Uses a set of precedence rules to
find the best set of drivers to manage
a controller.

Informs a set of drivers to stop
managing a controller.

Reinstalls a protocol interface on a
device handle.

Locates a device handle supporting a
specific protocol and having the
closest matching device path. UEFI
drivers should use the services on
the oontrollertandie passed into the
supported() and start() functions of
the driver's EFI_DR VER Bl NDI NG PROTOOCL .

Used only by bus drivers that can
load, start, and potentially unload
UEFI drivers stored in other images in
some other location on the child
devices of the bus.

Used only by bus drivers that can
load, start, and potentially unload
UEFI drivers stored in other images in
some other location on the child
devices of the bus.

Returns the value of a variable.
Sets the value of a variable.

Returns information about the EFI
variables.

Returns the current time and date,
and the time-keeping capabilities of
the platform.

Maintains the checksum of the UEFI
System Table, UEFI boot services
table, and UEFI runtime services
table.

Sometimes used by UEFI runtime
drivers. This service should never be
used by UEFI boot service drivers.

Adds, updates, or removes a
configuration table from the UEFI
system table.

Stops execution until an event is
signaled.

Provides a 64-bit monotonic counter
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5.2.1 ConnectController () and DisconnectController ()

These services request UEFI Drivers to start or stop managing controllers in a platform. They are
typically used by the UEFI Boot Manager to connect the devices required to boot an operating system.
These services may also be used by a UEFI Boot Manager to connect all devices in the platform if the
user chooses to enter platform setup. OS Loaders and OS Installers may also use these services to
connect additional devices required to complete an OS boot or OS installation operation.

Additionally, UEFI applications, such as the UEFI Shell, may use these services to test the functionality of
a UEFI Driver under test. The UEFI Shell commands using these services are connect , disconnect , and
reconnect . A common test sequence a UEFI Driver developer may use to test the functionality of a new
UEFI Driver is:

e Load the UEFI Driver.

Connect the UEFI Driver.

Test functionality of protocols produced by the UEFI Driver.

Disconnect the UEFI Driver.

Unload the UEFI Driver.

e Fx known issues with the UEFI Driver and repeat.

The use of onnectontroller() and Disconnectontroller() in UEFI Driver implementations is less common and
is usually restricted to UEFI Drivers managing hot-plug capable busses and unloadable UEFI Drivers.

5.2.1.1 Hot Plug Oper ations

To facilitate a hot-add operation on a hot-plug capable bus, use nnectontroller() to connect UEFI
Drivers to the hot-added device. Likewise, to facilitate a hot-remove operation on a hot-plug capable
bus, use D sconnectontroller() to request that UEFI Drivers stop managing the removed device. list
because a bus is capable of supporting hot-plug events does not necessarily mean that the UEFI driver
for that bus type must support those hot-plug events. Support for hot-plug events in the pre-boot
environment is dependent on the platform requirements for each bus type.

The best example of the hot-plug this use case in the EDKIl is the USB Bus Driver in
MieMbdul ePkg/ Bus/ Usb/ UsbBusDxe . The USB bus driver in the EDK Il does not create any child handles in its
Driver Binding Protocol start() function. Instead, it registers a periodic timer event.

When the timer period expires, the timer event's notification function is called and that notification
function examines all USB root ports and USB hubs to see if any USB devices have been added or
removed. If a USB device is added, a child handle is created with a Device Path Protocol and a USB I/O
Protocol. connectcontroller() is then called to allow USB device drivers to connect to the newly added USB
device. If a USB device has been removed, Db sconnectontroller() is called to stop the USB device drivers
from managing the removed USB device.

The following code fragment shows how connectontroller() is used to perform a recursive connect
operation in response to a hot-add operation.



Exampl e 58-Recursive connect in response to a hot-add operation

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>

EFl _STATUS St at us;
EFl _HANDLE Chi | dHandl e;

11
/1 Recursively connect all drivers to the hot-added device
11
Status = gBS- >Connect Control | er (ChildHandl e, s , TRUE);
if (EFI_ERROR (Status)) {
return Status;

The code fragment below shows how D sconnectController() is used to perform a recursive disconnect
operation in response to a hot-remove operation.

Exampl e 59-Recur sive disconnect in response to a hot-remove operation

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS $tat us;
EFl _HANDLE Chi | dHand| e;

Il
/1 Recursively disconnect all drivers fromthe hot-renoved device
Il
Status = gBS->Di sconnect Controller (
Chi | dHand| e,

)s
if (EFI_ERROR (Status)) {
return Status;

5.2.1.2 Driver Unload Oper ations

Use the Disconnectcontroller() service, from unloadable UEFI drivers, to disconnect the UEFI driver from the
device(s) it is managing. The D sconnectController() service is called from the Unload() function that is
registered in the Loaded Image Protocol for the UEFI Driver

The following code fragment shows a simple algorithm that a UEFI Driver can use to disconnect the UEFI
Driver from all the devices in the system that it is currently managing.

It first retrieves the list of all the handles in the handle database, then disconnects the UEFI driver from
each of those handles.

A UEFI Driver could implement a more efficient algorithm if the UEFI Driver kept a list of the controller
handles it manages. It could then call bsconnectcontroller() for each of the controller handles in that list.

Example 60-Disconnect a UEFI Driver from all handles

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFI _STATUS St at us;
EFl _HANDLE *Handl eBuf fer;
U NTN Handl eCount ;
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U NTN | ndex;

Il

/] Retrieve array of all handles in the handl e database

11

Status = gBS->Locat eHandl eBuf fer (
Al | Handl es,
NULL,
NULL,
&Handl eCount ,
&Hand| eBuf f er
)8

if (EFI_ERRCR (Status)) {

return Status;

11l
/1 D sconnect the current driver fromall handles in the handl e database
11l
for (Index = 0; Index < Handl eCount; |ndex++) {
Status = gBS->D sconnect Control ler (
Handl eBuf f er [ | ndex] ,
gl nageHand! e,
NULL
DB

11l

Il Free the array of handl es
11l

FreePool (Handl eBuffer);
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5.2.2 Reinstall Protocol Inter face()

This service should be used only to indicate media change events and when a device path is modified or
updated. Some examples of when this service must be used are: - A UEFI Driver that produces the Block
I/O Protocol for a removable media device when the media in a removable media device is changed (i.e.
Floppy, CD, DVD).

e A UEFI Driver that produces the Serial I/O Protocol when the attributes are modified using
Set Attributes()

e A UEFI Driver that produces the Simple Network Protocol when the MAC address of the network
interface is modified using StationAddress() .

Internally, this service performs the following series of actions:
1. uwinstallProtocol Interface() , which may cause bisconnectontroller() to be called
2. InstallProtocol I nterface()

3. oonnectontroller() to allow controllers that had to release the protocol a chance to connect to it
again

Caution: This service may induce reentrancy if a driver makes a request that requires a UEFI

Driver for a parent device to call ReinstallProtocol Interface() . In this case, the driver making the request
may not realize that the request causes the driver to be completely stopped and completely restarted
when the request to the parent device is made.

For example, consider a terminal driver that wants to change the baud rate on the serial port. The baud
rate is changed with a call to the Serial /O Protocol's

setAttributes() . This call changes the baud rate, which is reflected in the device path of the serial device,
so the Device Path Protocol is reinstalled by the setatributes() service. This reinstallation forces the
terminal driver to be disconnected. The terminal driver then attempts to connect to the serial device
again, but the baud rate is the one that the terminal driver expects, so the terminal driver does not
need to set the baud rate again.

Any consumer of a protocol that supports this media change concept needs to be aware that the
protocol can be reinstalled at any time and that care must be taken in the design of drivers that use
this type of protocol.

The following code fragments in Example 61 show what a UEFI driver that produces the Block I/O
Protocol should do when the media in a removable media device is changed. The exact same protocol is
reinstalled onto the controller handle. The specific action that detects if the media is not included in
this code fragment. The original Block I/O Media structure is copied so it can be compared with the
Block I/O Media structure after the media change detection logic is executed. The Block I/O Protocol is
reinstalled if the Media ID is different, if the size of blocks on the mass storage device has changed, if
the number of blocks on the mass storage device has changed, if the present status has changed, or if
the media has changed from read-only to read-write or vice versa.

Example 61-Reinstall Block I/O Protocol for media change

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ BaseMenoryLi b. h>



EFl _STATUS $t at us;

EFl _HANDLE Control | er Handl e;
EFl _BLOXX | O PROTOOCL *Bl ockl o;
EFl_BLOXX | O MEDI A A dMedi a;

11l

/1 NMake a copy of the current Bl ock |/O Media structure

Il

CopyMem (&0 dMedi a, &( Bl ockl o->Medi a), sizeof (EFI_BLOCK IO MEDIA));

/1l
/1 Performdriver specific action(s) required to detect if the
/1 nmedi a has been changed and update Bl ock |/O Media structure
/1l
/1l
/1 Detect whether it is necessary to reinstall the Bl ock |I/0O Protocol .
11l
i ((Bl ockl o->Medi a->Medi ald ! = A dMedi a. Medi al d) ||
(Bl ockl o- >Medi a- >Medi aPresent ! = O dMedi a. Medi aPresent) ||
(Bl ockl o- >Medi a- >ReadOnl y ! = A dMedi a. ReadOnl y) | |
(Bl ockl o- >Medi a- >Bl ockSi ze ! = A dMedi a. Bl ockSi ze) ||
(Bl ockl o- >Medi a- >Last Bl ock != G dMedi a. Last Bl ock) ) {

Status = gBS->Reinstal | Protocol | nterface (
Control | er Handl e,
&gEf i Bl ockl oPr ot ocol Qui d,
Bl ockl o,
Bl ockl o
)i

if (EFI_ERRCR (Status)) {

return Status;

The code fragments below show the Device Path Protocol for a Serial I/O device being reinstalled
because the serial communication parameters that are expressed in a UART Device Path Node have
been modified in a call to the setactributes() service of the Serial /O Protocol.

Example 62-Reinstall Device Path Protocol for Serial 1/O attributes change

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS $t at us;
EFl _HANDLE Control | er Handl e;
EFI _DEVI CE_PATH PROTOOCL *Devi cePat h;

11l
/'l Retrieve the Device Path Protocol instance on ControllerHandl e
Il
Status = gBS->CpenProt ocol (
Control | er Handl e,
&gEf i Devi cePat hPr ot ocol Qui d,
(VA D **) &evi cePat h,
gl mageHand! e,
Control | er Handl e,
EFl _CPEN_PROTOOOL_GET_PROTOOCL
)i
if (EFI_ERRCR (Status)) {
return Status;

/1 Check to see if the UART paraneters have been nodified
/1 and updat e UART node of DevicePath



Status = gBS->Reinstal | Protocol I nterface (
Control | er Handl e,
&gEf i Devi cePat hPr ot ocol Qui d,
Devi cePat h,
Devi cePat h
)i

if (EFI_ERRCR (Status)) {

return Status;



5.2.3 LocateDevi cePath()

This service locates a device handle that supports a specific protocol and has the closest matching
device path. Although a rare requirement, it is useful when a UEFI Driver needs to find an I/O abstraction
for one of its parent controllers.

Normally, a UEFI Driver uses the services on the ControllerHandle that is passed into the supported() and
start() functions of the EFI driver's Er_DRVER BINDI NG PROTOOL . However, if a UEFI Driver does require the
use of services from a parent controller, LocateDevicerath() can be used to find the handle of a parent
controller.

For example, a PCl device driver normally uses the PCI I/O Protocol to manage a PCl controller.
Hypothetically, if a PCl device driver required the services of the PCI Root Bridge I/O Protocol of which the
PCI controller is a child, then the gBs >Locatebevicerath() function can be used to find the parent handle
that supports the PClI Root Bridge I/O Protocol. Then the gBs >enProtocol () Service can be used to
retrieve the PCl Root Bridge I/O Protocol interface from that handle.

The code fragment below shows how a UEFI Driver for a PCI Controller can retrieve the PCl Root Bridge
I/O Protocol of which the PCI controller is a child.

Caution: This operation is provided only as an illustration and is not recommended because a parent
bus driver typically owns the parent I/O abstractions. Directly using a parent /O may cause unintended
side effects.

Section 18.4.2, Example 175, contains another example showing the recommended method for a PCl
driver to access the resources of other PCl controllers on the same PCl adapter without using the PCI
Root Bridge I/O Protocol.



Example 63-Locate Device Path

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>

EFl _STATUS St at us;

EFl _HANDLE Control | er Handl e;

EFl _DEVI CE_PATH_PROTOOOL *Devi cePat h;

EFl _HANDLE Par ent Handl e;

EFl _PQ _ROOT_BR DGE_| O PROTOOOL *Pci Root Bri dgel o;

Il
/1l Retrieve the Device Path Protocol instance on ControllerHandl e
11
Status = gBS- >(penProt ocol (
Control | er Handl e,
&gEf i Devi cePat hPr ot ocol Qui d,
(VA D **) &Devi cePat h,
gl mageHand! e,
Control | er Handl e,
EFl _COPEN_PROTOOCL_GET_PROTOOCL
DE
if (EFI_ERRCOR (Status)) {
return Status;

Il
/1 Find a parent controller that supports the
/1 PC Root Bridge |/O Protocol
Il
Status = gBS >Locat eDevi cePath (
&gEf i Pci Root Bri dgel oPr ot ocol Qui d,
&Devi cePat h,
&Par ent Handl e
)i
if (EFI_ERRCR (Status)) {
return Status;

Il
/l CGet the PO Root Bridge |/O Protocol instance on ParentHandl e
Il
Status = gBS >(penProt ocol (
Par ent Handl e,
&gEf i Pci Root Bri dgel oPr ot ocol Qui d,
(VA D **) &Pci Root Bri dgel o,
gl mageHand! e,
Control | er Handl e,
EFI _COPEN_PROTOOCL_GET_PROTQOCL
)i
if (EFI_ERRCOR (Status)) {
return Status;



5.2.4 Loadlmage() and Startimage()

Use Loadimage() to load and relocate a UEFI Image into system memory, and prepare it for execution. Use
startimage() to transfer control to a UEFI Image that was previously loaded into system memory using
Loadi mage() . These services are typically used by the UEFI Boot Manager when processing load options
for UEFI Drivers, UEFI Applications, or UEFI OS Loaders. UEFI drivers do not typically need to load other
UEFI Drivers and/or UEFI applications.

One exception is a bus driver for a bus type that provides a storage container for UEFI Drivers and/or
UEFI Applications. A PCI Option ROM is an example of a container with those attributes. A PCI Bus Driver
is required to discover any PCl Option ROM containers present on PCl Adapters. If a PCI Option ROM
contains one or more UEFI Drivers that are compatible with the currently executing CPU, then the PCI
Bus Driver is required to load and start those UEFI Drivers using the Loadimage() and startimage() Services.
The EDK Il PCI Bus Driver that performs this operation can be found in Mledul ePkg/ Bus/ Pci / Pci BusDxe .

Another exception is a UEFI Driver that needs to execute a UEFI Application for the purposes of
extended diagnostics or to augment driver configuration. There are UEFI standard methods for a UEFI
Driver to provide diagnostics and configuration through the use of the Er_DRVER D AGWCsTICs2_PROTOOOL and
HIl. If for some reason, a UEFI Driver requires diagnostics or configuration capabilities that cannot be
expressed using these standard methods, a UEFI Driver could choose to execute a UEFI Application that
provides those capabilities. In the case of a PCI Adapter, UEFI Applications could be stored in the PCI
Option ROM container. The UEFI Driver would use the Loadimage() and startimage() services to load and
execute those UEFI Applications from that container.

The following code fragment in Example 64 shows an example of a UEFI Driver for a PCl controller that
uses the Loadimage() and startimage() service to load and execute a 32 KB UEFI Application that is stored
32 KB into the PCI Option ROM container associated with the PCl controller. pcicontrollertandie is the
er_HANDLE for the PCI Controller.

This example retrieves both the PCI I/O Protocol and the Device Path Protocol associated with

Pci Control lertandle . The Device Path Protocol is used to construct a proper device path for the UEFI
Application stored in the PCl option ROM. Helper functions from the EDKII library DevicepathLib are used
to fill in the contents of a new device path node for the UEFI Application stored in the PCI Option ROM
and to append that device path node to the device path of the PCl controller. Use the PCI I/O Protocol to
access the shadowed copy of the PCI Option ROM contents through the ronimge field. The shadowed
copy of the PCI Option ROM was created when the PCl bus was enumerated and the PCI I/O Protocols
were produced.

Note: The use of a 32 KB offset and 32 KB length simplifies this example. An addin adapter that stores
UEFI Applications in a PCI Option ROM container would likely define vendor specific descriptors to
determine the offset and size of one or more UEFI Applications.



Example 64-Load and Start a UEFI Application from a PCl Option ROM

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>
#i ncl ude <Li brary/ Devi cePat hLi b. h>

#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Protocol /Pcilo. h>

EFI _STATUS St at us;

EFl _HANDLE Pci Control | er Handl e;

EFl _PQ _1 O PROTOOCL *Pci | o;

EFlI _DEMVI CE_PATH_PROTOOOL *Pci Devi cePat h;

MEDI A RELATI VE_OFFSET_RANGE_DEVI CE_PATH Qpt i onRonNode;
EFlI _DEMVI CE_PATH_PROTOOOL *Pci Qpt i onRonDevi cePat h;

EFl _HANDLE Newl nageHand! e;

Il
/l Retrieve PA 1/0O Protocol associated with Pci ControllerHandl e
Il
Status = gBS->(penProt ocol (
Pci Cont rol | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
gl mageHand! e,
EFI _COPEN_PROTOOOL_GET_PROTOOCL
DE
if (EFI_ERROR (Status)) {
return Status;

Il

/1 Retrieve Device Path Protocol associated wth PciControllerHandl e

11l

Status = gBS->(penProt ocol (
Pci Control | er Handl e,
&gEf i Devi cePat hPr ot ocol Qui d,
(VA D **) &Pci Devi cePat h,
gl mageHand! e,
EFl _OPEN_PROTOOCL_GET_PROTOOCL
)i

if (EFI_ERROR (Status)) {

return Status;

/1
/1 Create Device Path Protocol to UEFI Application in PO Opti on ROM
11l
Opt i onRomNode. Header . Type = MEDI A DEVI CE_PATH,
Opt i onRomNode. Header . SubType = MEDI A RELATI VE_CFFSET_RANCE DP;
Set Devi cePat hNodeLengt h (&t i onRomNode. Header, sizeof (OptionRoniNode));
Opti onRomNode. Starti ngtl fset = BASE 32KB;
Opt i onRomNode. Endi ngCr f set = BASE _64KB - 1;
Pci Opt i onRonDevi cePat h = AppendDevi cePat hNode (
Pci Devi cePat h,
&t i onRonNode. Header
)i

11l
/1 Load UEFI Irmage from PO Option ROM contai ner
Il
Status = gBS >Loadl nage (
FALSE,
gl mageHandl e,
Pci Opt i onRonDevi cePat h,
(U NT8 *)(Pci |l o->Roni mage) + Sl ZE 32KB,
Sl ZE _32KB,
&Newl mageHandl e
)i
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if (EFI_ERRCR (Status)) {
return Status;

}

Il
/] Start UEFI Image fromPOA Option ROM contai ner
Il
Status = gBS->Start|mage (New mageHandl e, NULL, NULL);
if (EFI_ERRCOR (Status)) {
return Status;

}
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5.2.5 GetVariable() and SetVariabl e()

Use tvariable() and setvariable() services to read and write UEFI variables. UEFI Drivers for add-in
adapters, such as PCladapters, should not use these services to access configuration information for
the adapter. Instead, the add-in adapter should provide its own local storage for configuration
information. UEFI Drivers provided with UEFI system firmware use UEFI variables to store configuration
information. Examples found in the EDK Il of UEFI Drivers use UEFI variables to store configuration
information include the IPv4 and IPv6 network stacks in the mleMdul ePkg/ Universal /Network and the NetworkpPkg .

Caution: Add-in cards should not store their configuration via variables. When the card is removed from
the system, the variables related to its configuration become ownerless. There is no way to safely
recover that data. In addition, it is impossible for the system designer to determine the amount of
configuration data each card consumes. As such, there may simply not be enough space to store the
configuration in a particular system's variable space. To ensure proper function, each card must store
its own configuration on the add-in card.

A UEFI Variable is specified with a combination of a GUID and a Unicode string. The GUID prevents name
collisions between different vendors. Each vendor may create GUIDs for their own storage and manage
their own namespace of Unicode strings for the GUID they create. The Boot Manager chapter of the
UEFI Specification defines the EFIGLOBAL_VARIABLE_GUID, also known as gefid obal variableaiid in the EDKII,
that is reserved for UEFI variables defined by the _UEFI Specification. UEFI Drivers must never use this
GUID to store their configuration information.

Caution: UEFI Drivers must never use EFIGLOBAL_VARIBLE GUID or gEfiGlobalVariableGuid to store
configuration information. This GUID is reserved for use by the UEFI Specification._

When UEFI variables are stored, there are attributes that describe the visibility and persistence of each
variable. The legal combinations of attributes include the following:

e  BOOTSERVI CE_ACCESS
o The variable is available for read and write access in the pre-boot environment before
Exi t Boot Servi ces() IS called. The variable is not available after ExitBootServices() is called, and
contents are also lost on the next system reset or power cycle. These types of variables are
typically used to share information among different pre-boot components.

e  BOOTSERVI CE_ACCESS | RUNTI ME_ACCESS
o The variable is available for read and write access in the pre-boot environment before
ExitBootServices() is called. and is available for read-only access from the OS runtime
environment after ExitBootServices() is called. The contents are lost on the next system reset or
power cycle. These types of variable are typically used to share information among different pre-
boot components and pass read-only information to the operating system.

e NON VQLATILE | BOOTSERVI CE_ACCESS
o The variable is available for read and write access in the pre-boot environment before
Exi t Boot Services() IS called and the contents are persistent across system resets and power
cycles. These types of variables are typically used to share persistent information among
different pre-boot components.

® NON VOLATILE | BOOTSERVI CE_ACCESS | RUNTI ME_ACCESS



o The variable is available for read and write access in both the pre-boot environment and the OS
runtime environment and the contents are persistent across system resets and power cycles.
These types of variables are typically used to share persistent information among pre-boot
components and the operating system.

A UEFI Driver that is required to use UEFI variables to store configuration information typically accesses
those UEFI variables in the implementation of the services provided by a EFI_H|_COWI G ACCESS PROTCOOL
protocol instance. The services cGetvariable() and setvariable() are used to get and set configuration
information associated with HIl setup screens provided by the UEFI Driver using the UEFI HIl
infrastructure that is described in more detail in Chapter 12.

The attribute of NON_VOLATILE | BOOTSEVICE_ACCESS | RUNTIME_ACCESS is used to store configuration
information that persists across resets and power cycles. It also allows for updates to this configuration
information from operating systems that provide support for OS-present configuration changes using
the Hll database exported by the UEFI system firmware.

The attribute of Boorservi ce Access should be used with a UEFI variable used as a mailbox to store state
information that is required by multiple HIl forms or multiple HIl callbacks.

The following code fragment shows how to write a configuration structure to a UEFI variable whose
contents are preserved across resets and power cycles. The GUID value, GUID global variable, and the
configuration structure associated with the GUID are all typically declared in a GUID include file in an
EDK Il package implemented by a vendor. The structure ExavwLE COWIGRATION from

Example 65-Write configuration structure to a UEFI variable

< Quid / Exanpl eConfigurationVariable.h > is shown here in comments to provide additional context for this specific code
fragment .

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>

#i ncl ude <Qui d/ Exanpl eConfi gurationVari abl e. h>

EFl _STATUS St at us;
EXAVMPLE_CONFI GURATI CN Exanpl eConf i gur at i on;

Status = gRT->Set Vari abl e (
L" Exanpl eConfi gurati on",
&gEf i Exanpl eConfi gurati onVari abl eQui d,
EFl _VAR ABLE_NCN VCOLATI LE |
EFl _VAR ABLE_BOOTSERVI CE_ACCESS |
EFl _VAR ABLE_RUNTI ME_ACCESS,

si zeof ( EXAMPLE_CONFI GURATI QN) ,
&FExanpl eConf i gurati on
)i
if (EFI_ERRCR (Status)) {
return Status;

}

The code fragment below shows how to use the cetvariable() service to read the configuration structure
from the UEFI variable written in the previous example.

Exampl e 66-Read configuration structure from a UEFI variable



#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti neServi cesTabl eLi b. h>
#i ncl ude <Qui d/ Exanpl eConfi gurationVari abl e. h>

EFl _STATUS $t at us;

EXAVPLE_CONFI GURATI ON Exanpl eConf i gur ati on;
U NTN Dat aSi ze;

U NT32 Attributes;

Dat aSi ze = si zeof (EXAMPLE_CONFI GURATION);
Attributes = EFl _VAR ABLE NON VCLATI LE |
EFl _VAR ABLE_BOOTSERVI CE_ACCESS |
EFl _VAR ABLE_RUNTI ME_ACCESS;
Status = gRT->Get Variabl e (

L" Exanpl eConfi guration”, /'l Vari abl eNarre
&gEf i Exanpl eConfi gurationVariabl eQuid, // VendorQuid
&Attri butes, /1 Attributes
&Dat aSi ze, /| DataSi ze
&Exanpl eConf i gurati on // Data

DE
if (EFI_ERRCOR (Status)) {
return Status;

The code fragment below is identical in functionality to the previous example, but uses the GetVvariabl e()
function from the EDKII library wefiLib to read the configuration structure from the UEFI variable. The
UEFI variable contents are allocated from pool, so the variable contents must be freed after they are
used. The wfiLib function cetvariable() supports reading both fixed size UEFI variables such as an
EXAMPLE_OONFI GRATI AN structure and UEFI variables whose size may vary.

Example 67-Use UefiLib to read configuration structure from a UEFI variable

#i ncl ude <Uefi.h>
#i ncl ude <Library/ UefiLib. h>
#i ncl ude <Qui d/ Exanpl eConfi gurationVari abl e. h>

EXAVMPLE_CONFI GURATI CN * Exanpl eConf i gur ati on;

Exanpl eConfiguration = GetVariabl e (
L" Exanpl eConfi guration",
&gEf i Exanpl eConf i gur ati onVari abl eQui d
)i
if (Exanpl eConfiguration == ) {
return EFl _NOT_FOUND;

11l

/1 Wen done, free the UEFI variable contents
Il

FreePool (Exanpl eConfiguration);



5.26 QueryVari abl el nfo()

Use this UEFI Runtime Service to retrieve information about the container used to store UEFI variables
including their size, available space, and the maximum size of a single UEFI variable.

In general, UEFI Drivers do not use UEFI variables, and those UEFI Drivers that do use UEFI variables are
provided with the UEFI system firmware where this type of information is usually already known. As a
result, this service is rarely used by UEFI Drivers. It is more typically used by OS installers and OS kernels
to determine the platform storage capabilities for UEFI variables.

The following code fragment shows how the Queryvariablelnfo() service is used to collect information
storage containers for UEFI variables that persist across reboots and power cycles and are available in
both the pre-boot environment and by the OS.

Example 68-Collect information about the UEFI variable store

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>

EFI _STATUS St at us;

U NT64 Maxi nunVari abl eSt or ageSi ze;
U NT64 Renai ni ngVari abl eSt or ageSi ze;
U NT64 Maxi nunVari abl eSi ze;

Status = gRT->QueryVariabl el nfo (
EFl _VAR ABLE_BOOTSERVI CE_AQCCESS |
EFl _VAR ABLE_RUNTI ME_ACCESS |
EFl _VAR ABLE_NON_VCOLATI LE,
&Maxi munVar i abl eSt or ageSi ze,
&Renai ni ngVari abl eSt or ageSi ze,
&\Bxi nunVar i abl eSi ze
)i

if (EFI_ERRCR (Status)) {

return Status;

}



52.7 Get Ti me()

This service is rarely used. Use it only when the current time and date are required, such as marking
the time and date of a critical error.

Caution: This service is typically only accurate to about 1 second. As a result, UEFI drivers should not
use this service to poll or wait for an event from a device. Instead, the stali() service should be used
for short delays. The QeateEvent() , QeateEventEx() , and setTimer() services should be used for longer
delays.

Example 69 and Example 70, following, are two examples of the cetTine() service. The first retrieves the
current time and date in an er_TIME structure. The second retrieves both the current time and date in
an er_TiMe structure and the capabilities of the realtime clock hardware in an EFl_TI ME_CAPABI LI TI ES
structure.

Exampl e 69-Get time and date

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>

EFl _STATUS Status;
EFl _TI ME Ti ne;

Status = gRT->Get Ti me (&Ti ne, );

Example 70-Get real time clock capabilities

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti nmeServi cesTabl eLi b. h>

EFI _STATUS St at us;
EFl _TI ME Ti ne;
EFI _TI ME_CAPABI LI TI ES Capabi lities;

Status = gRT->Get Ti me (&Tine, &Capabilities);



5.2.8 Cal cul at eCrc32()

Use this service to maintain the checksums in the UEFI System Table, UEFI boot services table, and UEFI
runtime services table. A UEFI driver that modifies one of these tables should use this service to update
the checksums. A UEFI driver could compute the 32-bit CRC on its own, but the UEFI driver is smaller if it
takes advantage of this UEFI boot service. This service can also be used to compute the checksums in
Guided Partition Table(GPT) structures.

The following code fragment shows how calculateac32() can be used to calculate and update the 32-bit
CRC field in the UEFI System Table header. The EDK Il library uefiBoot ServicesTableLib provides global
variables for the UEFI System Table, the UEFI Boot Services Table, and the Image Handle for the currently
executing driver. In this example, the global variable for the UEFI System Table called gst and the global
variable for the UEFI Boot Services Table called gas are used to reference the UEFI System Table header
and call the UEFI Boot Services calculateac32() . Since the CRC32 field is part of the structure for which
the 32-bit CRCis being computed, it must be set to zero before calling calculateac32() .

Example 71-Cal culate and update 32-bit CRC in UEFI System Table

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS Stat us;

gST->Hdr. ORC32 =

Status = gBS >Cal cul ateQr c32 (
&gST- >Hdr ,
gST->Hdr . Header Si ze,
&gST- >Hdr . CRC32
)i

if (EFI_ERRCR (Status)) {

return Status;

}

The code fragment below shows how to calculate a 32-bit CRC for an exawLE Device structure. Since the
computed 32-bit CRCis not stored within the exawLE DEvcE structure, it does not need to be zeroed
before calling the calculateac32() service.

Example 72-Calculate and 32-bit CRC for a structure

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS $t at us;
EXAVMPLE_DEVI CE Devi ce;
U NT32 QOc;

Status = gBS >Cal cul ateCr¢c32 (&Device, sizeof (Device), &rc);
if (EFI_ERRCR (Status)) {
return Status;

}

The calculateac32() service can also be used to verify a 32-bit CRC value. The code fragment below
shows how the 32-bit CRC for the UEFI System Table header can be verified. This algorithm preserves the
original contents of the UEFI System Table header. It returns TRE if the 32-bit CRCis good. Otherwise, it
returns FALSE .

Example 73-Verify 32-bit CRC in UEFI System Table

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>



EFI _STATUS St at us;
U NT32 Qi gi nal Orc32;
U NT32 O c32;

Qi ginal Oc32 = gST->Hdr. ORC32;

gST->Hdr . ORC32 = 0;

Status = gBS >Cal cul ateCQr c32 (
&gST- >Hdr ,
gST->Hdr . Header Si ze,
&rc32
)i

gST->Hdr. ORC32 = Ori gi nal O c32;

if (EFI_ERRCR (Status)) {

return FALSE;

}
return (Orc32 == Oiginal Oc32);



5.29 Convert Poi nter ()

UEFI Boot Service drivers must never use this service.

This service may be required by UEFI Runtime Drivers if the UEFI Runtime Driver is required to convert
pointer values that use physical addresses to pointer values that use virtual addresses. A UEFI Runtime
driver must only call convertrointer() from an event notification function for an event of type

EVT_SI GQNAL_MI RTUAL_ADDRESS CHANGE Or a GUIDed event of type EFl_EVENT_GROP_MI RTUAL_ADDRESS CHANGE .

Caution: Notification functions for events signaled when SetVirtualAddressMap() is called by an OS
Loader or OS Kernel are not allowed to use any of the UEFI boot services, UEFI Console Services, or UEFI
Protocol Services either directly or indirectly because those services are no longer available when
SetVirtual Addresshap() is called. Instead, this type of notification function typically uses convertrointer() to
convert pointers within data structures that are managed by the UEFI runtime driver from physical
addresses to virtual addresses.

UEFI system firmware takes care of most of the physical to virtual address translations that a UEFI
Runtime Driver requires. For example, all of the code and data sections in the UEFI Runtime Driver image
are automatically fixed up for proper execution at the virtual address ranges provided by the operating
system when the operating system calls the UEFI Runtime Service SetVirtual AddressMap() .

If a UEFI Runtime Driver caches pointer values in global variables, or a UEFI Runtime Driver allocates
buffers from E&iRuntineServicestata , those pointer values must be converted from physical addresses to
virtual address using the virtual address ranges provided by the operating system when the operating
system calls the UEFI Runtime Service setVirtual Addressvap() . If allocated buffers contain more pointers,
then those pointer values must also be converted.

In these more complex scenarios, the order of the conversions is critical because the algorithm in the
UEFI Runtime Driver must guarantee that no virtual addresses in the execution of the notification
actually function because the event notification function on setVirtual Addressvap() Only executes in
physical mode.

The following code fragment shows how a UEFI Runtime Driver can create an event whose notification
function is executed in physical mode when the OS Loader or OS Kernel calls setVirtual Addressmap() . There
are two methods to create a setvirtual Addressvap() event. This example shows the preferred method that
uses QeateEventEx() to pass in the GUID of gEfiEvent Virtual Addresschangeqiid . The alternate method uses
QeateBvent() OF QeateEventEx() With an event type of EVI_SI GNAL_VI RTUAL_ADDRESS CHANGE . The created event is
declared as a global variable. and makes the event available if the UEFI Runtime Driver needs to close
the event if UEFI Runtime Driver is unloaded. The code fragments that follow this example show how
ConvertPointer() mMay be used from NotifySetVirtual AddressMap() , the event notification function from this
example.

Example 74-Create a Set Virtual Address Map event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

#i ncl ude <Qui d/ Event G oup. h>

EFl _EVENT nSet Vi rt ual Addr essMapEvent =

EFI _STATUS St at us;



Il
/I Create a Set Virtual Address Map event
Il
Status = gBS >QO eat eEvent Ex (
EVT_NOTI FY_SI G\AL,
TPL_NOTI FY,
Not i f ySet Vi rt ual Addr essMap,

&gEf i Event Vi rt ual Addr essChangeQui d,

&nBet Vi rt ual Addr essVapEvent
DE
if (EFI_ERRCR (Status)) {
return Status;

The following code fragment shows how cnvertrointer() is used to convert a global variable functioning
as a pointer from a physical address to that with a virtual address.

The flag eri_ormiovaL_PTR tells convertrointer() to not perform a conversion if the physical address of the
pointer is NuL . This is useful if it is legal for some of the pointer values to be nL and the nuL value
needs to be preserved after the conversion. The only other legal value for this field is 0 The conversion

should be performed unconditionally.

Example 75-Convert a global pointer from physical tovirtual

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>

VA D *gd obal Poi nter;

Vva D
EFl APl
Not i fySet Vi rt ual Addr essMap

EFl _STATUS Status;

Status = gRT->ConvertPointer (
EFl _CPTI ONAL_PTR,
(va D **) &QA obal Poi nt er
)i

The code fragment in Example 76, below, is identical to 75, above, but uses the function
Efi convertPointer() from the EDKII library wefiruntineLib to call the UEFI Runtime Service onvertPointer() .

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meLi b. h>

VA D *gd obal Poi nter;

Vva D
EFl APl
Not i fySet Vi rt ual Addr essMap

EFl _STATUS Status;

Status = Efi Convert Pointer (
EFl _CPTI ONAL_PTR,
(va D **) &d obal Poi nt er
)i

Il
/1
/1
/1
Il
/1

Type

Not i fyTpl

Not i f yFuncti on
Not i f yCont ext
Event G oup

Event



Example 76-Using Uefi RuntimeLib to convert a pointer

The EDKIl library wefirntineLib also provides the function EiconvertFunctionpointer() to convert a function
pointer from a physical address to a virtual address. On supported CPU architectures where there is no
distinction between a data pointer and a function pointer, EiConvertPointer() and EfiConvertFunctionPointer ()
are identical. On other CPU architectures such as IPF, where function calls are made through a pLaABEL ,
converting a function pointer is more complex. The EDK Il library wefirntineLib helps hide these CPU
specific details so the UEFI Driver sources can be the same for all supported CPU architectures.

Since the UEFI system firmware automatically converts functions in code sections of a UEFI Runtime
Driver image from physical addresses to virtual addresses, EfiConvertFunctionPointer() iS required only if a
UEFI Driver caches a function pointer in a global variable or an allocated buffer.

Example 77-Using UefiRuntimeLib to convert a function pointer

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti neLi b. h>

t ypedef
Vva D

EFl _EXAMPLE_FUNCTI ON gd obal Funct i onPoi nt er ;

Vva D
EFl APl
Not i fySet Vi rt ual Addr essMap

EFl _STATUS Status;

Status = Efi Convert FunctionPointer (
EFl _CPTI ONAL_PTR,
(VA D **) &A obal Funct i onPoi nt er
)i

The EDKIl library wefiruntineLib also provides helper function call &iconvertList() to convert all the pointer
values in a doubly linked list of type wuisT_entRy. All the nodes in the linked list are traversed and the
forward and backward link in each node is converted from a physical address to a virtual address.

Once this conversion is performed, the linked list cannot be accessed again in this function because all
the pointer values are now virtual addresses. If the contents of the linked list contain structures with
more pointer values that also need to be converted, those conversions must be performed prior to
calling EiconvertlList() .

Example 78-Using UefiRuntimeLib to convert alinked list

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meLi b. h>

LI ST_ENTRY gd obal List = I N TI ALl ZE LI ST_HEAD VAR ABLE (gd obal List);
Va D

EFl APl
Not i fySet Vi rt ual Addr essMap

EFl _STATUS Status;
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Status = Efi ConvertList (EFI_CPTIONAL_PTR &gd obal List);
}
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5.2.10 Instal | Configur ationTabl e()

This service is used to add, update, or remove an entry in the list of configuration table entries
maintained in the UEFI System Table. These entries are typically used to pass information from the UEFI
pre-boot environment to the operating system environment.

The configuration table entries are composed of a GUID and a pointer to a buffer. The GUID defines the
type of memory that the buffer must use. If an operating system requires a configuration table entry
that is allocated from a memory type that is not preserved after ExitBootServices() , then the OS Loader or
OS Kernel must make a copy of the data structure prior calling ExitBoot Servi ces() .

A UEFI Driver has a limited set of options to pass information into the operating system environment.
These include:

e Protocols
e UEFI Variables
e Configuration Table Entries

The services required to locate protocols in the Handle Database are not available after

Exi t Boot Servi ces() , SO information passed up through protocols must be located by the OS Loader or OS
Kernel prior to calling ExitBoot Services() . UEFI Variables are good for small amounts of data, but may
consume the scarce variable resources and access to variable storage may be slower than system
memory. A configuration table entry is good for larger amounts of data generated each boot and it is
stored in system memory. The UEFI Specification defines a set of GUIDs for standard configuration table
entries that includes:

e ACPI Tables

e SMBIOS Tables

e SAL System Table (IPF only)

e MPS Tables

e Debug Image Info Tables

e Image Execution Information Table
e Exported HIl Database

e User Information Table

e Capsules

e UNDI Configuration Table

Most of these usages are handled by the UEFI system firmware. The one usage impacting UEFI Drivers is
the UNDI Configuration Table that is produced by a UEFI UNDI Driver for a Network Interface Controller
(NIC). UEFI Drivers are allowed to define new GUIDs for new configuration table entries to pass
information from the UEFI pre-boot environment to the OS environment.

The following code fragment shows how an UNDI driver can add or update an UNDI Configuration Table
entry to the list of configuration table entries maintained in the UEFI System Table.

Example 79-Add or update a configuration table entry

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFl _STATUS St at us;



UNDI_OONFI G TABLE *Undi Conf i gTabl e;

/1l
/1 Alocate and zero UNDI _OONFI G TABLE from Ef i Runti neSer vi cesDat a
11
Undi Confi gTabl e = (UNDI _CONFI G TABLE *) Al | ocat eRunt i meZer oPool (
si zeof ((UNDI _CONFI G TABLE)
)i
11l

/1 Initialize UND _CONFI G TABLE
/1l

/1l

// Add or update a configuration table

/1l

Status = gBS->Instal | ConfigurationTable (
&gEfi Net wor ki nt er f acel dent i fi er Prot ocol Qui d_31,
&undi Conf i gTabl e
)i

if (EFI_ERRCR (Status)) {

return Status;

The code fragment below shows how an UNDI driver can remove an UNDI

Configuration Table entry from the list of configuration table entries maintained in the UEFI System
Table.

Example 80-Add or update a configuration table entry

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS St at us;

Il
/1 Renove a configuration table
Il
Status = gBS->Instal | ConfigurationTable (
&gEfi Net wor ki nt er f acel dent i fi er Prot ocol Qui d_31,

)i
if (EFI_ERRCOR (Status)) {
return Status;

5.2.10.1 WaitFor Event()

This service stops execution until an event is signaled and is only allowed to be called at a priority level
of TPL_APPLIcaTioN. This means that wiitForEvent() may not be used from an event notification function
because event notification functions always execute at priority levels above TrL_aAPPLIcATION. If @ UEFI
Driver needs to know the current state of an event, the checkEvent() service should be used instead of
Wi t ForEvent () . WaitForEvent() may be used by UEFI Applications. The typical use case is to wait for input
from a device such as a keyboard or mouse as part of a user interface. There are a few older protocols
that UEFI Drivers may produce that interact with the user and the implementation of these protocols
could use witForEvent() . FOor example, the setotions() function in the Driver Configuration Protocol.

The following code fragment shows how waiitForEvent() is used to wait for one of two events to be
signaled. One event is signaled if a key is pressed on the console input device from the UEFI System
Table. The other event is a one-shot timer that is signaled after waiting for 1 second. waitForEvent() does



not return until either a key is pressed or 1 second has passed. This can be used to wait for a key and
also update the console with status information once a second. Status is set to EF_suocess is a key is
pressed and er_Timveaur if no key is pressed.

Example 81-Wait for key press or timer event

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>

EFI _STATUS $t at us;
EFl _EVENT Wi tList[2];
U NTN | ndex;

11

/1 Add Conln event fromthe UEFI System Table to the array of events
Il

Wi tLi st[0] = &ST->Conl n- >Wi t For Key;

Il
// Add timer event that fires in 1 second to the array of events
Il
Status = gBS >QO eat eEvent (
EVI_TIMER | EVI_NOTIFY_WAIT, // Type
TPL_NOTI FY, /1 NotifyTpl
9 /1 NotifyFunction
9 /1 NotifyCont ext
&\MitList[1] /'l Event
DE
if (EFI_ERRCOR (Status)) {
return Status;

Status = gBS >Set Timer (
Vi tList[1],
TinerRel ati ve,
EFl _TI MER_PER CD_SECONDS ( 1)
)s
if (EFI_ERROR (Status)) {
gBS->0 oseEvent (WaitList[1]);
return Status;

Il

/1 Wit for the console input or the tiner to be signal ed
/1l

Status = gBS >WiitForEvent (2, WitList, & ndex);

11l

/1 Qose the timer event

/1l

gBS->0 oseEvent (VéitList[1]);

/1l
/1 |f the tiner event expired return EFl _TI MEQJT
/1l
if ('EFI _ERRCR (Status) &% Index == 1) {
Status = EFl _TI MEQUT;



Exampl e 82-Retrieve 64-bit monotonic counter value.

5.2.11 GetNextM onotonicCount()

This service provides a 64-bit monotonically increasing counter that is guaranteed to provide a higher
value each time et Next Mnot oni ccount () is called. This 64-bit counter is not related to any time source, so
this service should never be used for delays, polling, or for any type of time measurement.

Get Next H ghMonot oni coount () IS related to this same 64-bit monotonic counter, but that service is only
intended to be used by operating systems after ExitBootServices() is called to manage the non-volatile
upper 32-bits of the 64-bit monotonic counter. A UEFI Driver should only use the UEFI Boot Service

Get Next Monot oni cCount () because it manages all 64-bits of the monotonic counter before ExitBoot Services() IS
called.

The code fragment below show how Get Next Monot oni ccount () can be used to retrieve the next 64-bit value
for the monotonic counter.

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS Status;
U NT64 Monot oni cCount ;

Status = gBS- >Get Next Monot oni cCount ( &bnot oni cCount ) ;
if (EFI_ERRCR (Status)) {
return Status;

}



5.3 Services that UEFI drivers should not use

The following table lists the UEFI services that should not be used by UEFI drivers. These services may
be used by components other than UEFI Drivers, or these services may have been replaced by newer
services and should no longer be used by UEFI Drivers. The following sections describe why each of
these services should not be used in UEFI drivers and are grouped by Service Type.

Table 20-UEFI services that should not be used by UEFI drivers

. Service
Service Type Type Notes
Protocol Installs a protocol interface on a device
InstallProtocolinterface() Boot Handler handle. Replaced by
InstallMultipleProtocolinterfaces().
Protocol Removes a protocol interface from a
UninstallProtocolinterface() Boot Handler device handle. Replaced by
UninstallMultipleProtocolinterfaces().
Queries a handle to determine if it
Protocol i
HandleProtocol() Boot supports a specified protocol. Replaced
Handler
by OpenProtocol().
Returns an array of handles that
LocateHandle() Boot Protocol support a specified protocol. This
Handler service has been replaced by
LocateHandleBuffer().
Retrieves the list of protocols installed
Protocol on a handle. The return buffer is
ProtocolsPerHandle() Boot automatically allocated. This service has
Handler o .
been replaced with: The Start function
in the UEFI Driver Binding Protocol.
Registers an event that is to be signaled
whenever an interface is installed for a
. . Protocol specified protocol. This service has
REgEier e teeeetii]) s Handler been replaced with: The Supported()
function in the UEFI Driver Binding
Protocol.
Unloadimage () Boot Image Usled to unload a previously loaded UEFI
Driver.
Used to walk the list of UEFI variables
GetNextVariableName() Runtime Variable tha.t are malrjtamed throug.h ine FJEF.I
variable services. Use of this service is
not usually necessary.
Sets the current local time and date
Time- information. UEFI drivers should not use
SetWatchDogTimer() Boot this service; UEFI drivers should not
related ; .
modify the system time or the wakeup
timer.
Sets the current local time and date
Time- information. UEFI drivers should not use
SetTime() Runtime this service; UEFI drivers should not
related ; .
modify the system time or the wakeup
timer.
Returns the current wakeup alarm clock
GetWakeupTime() Runtime Time- settl_ng: UEFI drivers shc_)uld r_10t use this
related service; the watchdog timer is managed

from the UEFI boot manager.

Sets the system wakeup alarm clock



SetWakeupTime()

GetMemoryMap()

ExitBootServices()

SetVirtualAddressMap()

QueryCapsuleCapabilities()

UpdateCapsule()

ResetSystem()

Exit()

GetNextHighMonotonicCount

Runtime

Boot

Boot

Runtime

Runtime

Runtime

Runtime

Boot

Runtime

Time-
related

Memory
Allocation

Special

Special

Special

Special

Special

Special

Special

time. UEFI drivers should not use this
service; the watchdog timer is managed
from the UEFI boot manager.

Returns the current boot services
memory map and memory map key.

This service hands control of the
platform from the UEFI conformant
firmware to an OS. UEFI drivers must
never use this service.

This service is used only by UEFI OS
loaders or OS kernels for operating
systems that wish to call UEFI runtime
services using virtual addresses. UEFI
drivers must never use this service.

Test to see if a capsule or capsules can
be updated via UpdateCapsule().

Allows the operating system to pass
information to firmware.

Resets and sets a watchdog timer used
during boot services time. UEFI drivers
should not use this service; the
watchdog timer is managed from the
UEFI boot manager.

UEFI drivers should not use this service.
This service is typically used by
applications.

Provides a 64-bit monotonic counter
that is guaranteed to increase.



5.3.1 Install Protocol Inter face()

This service adds one protocol interface to an existing handle or creates a new handle. This service has
been replaced by the installMitipleProtocol Interfaces() service, so all UEFI drivers should use the
replacement service. Using this replacement service provides additional flexibility and additional error
checking and produces smaller EFIl drivers.



5.3.2 Uninstall Protocol Inter face()

This service removes one protocol interface from a handle in the handle database. The functionality of
this service has been replaced by uninstallMitipleProtocol Interfaces() . This service uninstalls one or more
protocol interfaces from the same handle. Using this replacement service provides additional flexibility
and produces smaller UEFI drivers.



5.3.3 HandleProtocol ()

UEFI drivers should not use this service because a UEFI drivers that uses this service to lookup protocol
is not conformant with the UEFI Driver Model. Instead, enProtocol () should be used because it provides
equivalent functionality, and it also allows the Handle Database to track the components that are using
different protocol interfaces in the handle database.



5.3.4 LocateHandl ()

This service returns an array of handles that support a specified protocol. This service requires the
caller to allocate the return buffer. The Locaterandl eBuffer() Service is easier to use and produces smaller
executables because it allocates the return buffer for the caller.



5.3.5 Protocol sPer Handl &()

This service retrieves the list of protocols that are installed on a handle. In general, UEFI drivers know
what protocols are installed on the handles that the UEFI driver is managing, so this service is not
required for proper UEFI Driver operation. This service is typically used by UEFI applications, such as
diagnostics or debug utilities, that need to traverse the entire contents of the Handle Database.



5.3.6 Register Protocol Notify()

This service registers an event that is to be signaled whenever an interface is installed for a specified
protocol. Using this service is strongly discouraged. This service was previously used by EFl drivers that
follow the EFI 1.02 Specification, and it provided a simple mechanism for drivers to layer on top of
another driver. The EFI 1.10 Specification introduced the EFI Driver Model, and is still supported in the
current versions of the UEFI Specification. The UEFI Driver Model provides a more flexible mechanism for
a driver to layer on top of another driver that eliminated the need for RegisterProtocol Notify() . The

Regi ster Prot ocol Noti fy() service is still supported for compatibility with previous versions of the EFI
Specification.



5.3.7 Unloadlmage()

This service unloads a UEFI Driver from memory that was previously loaded using the UEFI Boot Service
Loadimage() . There are currently no known use cases for this service from a UEFI Driver. uwl oadi nage() is
typically used from a UEFI Application like the UEFI Shell to manage the set of active UEFI Drivers.

Caution: A UEFI Driver must never use this service to unload itself. This service frees all the memory
associated with the UEFI Driver and returns control to the location the UEFI Driver used to reside in
memory, thereby producing unexpected results.



5.3.8 GetNextVariabl eName()

This service is used to traverse the list of UEFI variables that are maintained through the UEFI Variable
Services. Since, in general, UEFI drivers know the specific UEFI variables that the UEFI Driver is required
to access, there is no need for a UEFI driver to traverse the list of all the UEFI variables. This service is
typically used by UEFI applications, such as a diagnostic or a debug utility, to show the contents of all

the UEFI Variables present in a platform.

The example below shows how the cetNextvariablename() Service can be used to traverse and print the
entire contents of the UEFI variable store. It uses the EDK Il mnoryAllocationlib to allocate, reallocate, and
free buffers; the EDKIl wfiLib to print formatted strings to the UEFI console output device; and the EDK
Il Uefi RuntineServicesTableLib to call the GetNextVariableName() and Getvariable() runtime services.

Example 83-Print all UEFI variable store contents

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ UefiLib. h>

#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocat i onLi b. h>

EFl _STATUS St at us;
EFl _QU D Quid;

U NTN NaneBuf f er Si ze;
U NTN NaneSi ze;
CHARLE *Nane;

U NTN Dat aSi ze;

U NT8 *Dat a;

U NTN | ndex;

11l

/1 Initialize the variable name and data buffer variabl es

Il toretrieve the first variable nane in the variable store
Il

NaneBuf f er Si ze = sizeof (CHARLG);

Narme = Al | ocat eZer oPool (NaneBufferSi ze);

11l
/1 Loop through all variables in the variable store
Il
while (TRUE) {
11l
/1l Loop until a large a | arge enough variabl e name buffer is allocated
/1 do {
NaneSi ze = NaneBufferSi ze;
Status = gRT->CGet Next Vari abl eNane (&N\ameSi ze, Nane, &Quid);
if (Status == EFl_BUFFER TQO SVALL) {
11
/1 Gowthe buffer Nane to NaneSi ze bytes
11l
Nane = Real | ocat ePool (NameBuf ferSi ze, NaneSize, Nane);

if (Nane == ) {

return EFl _QUT_OF_ RESCOURCES;
}
NaneBuf fer Si ze = NaneSi ze;

}
while (Status == EFl _BUFFER TQO SVALL);

11l
// Exit main |oop after |ast variable nane is retrieved
11l
if (EFI_ERRCR (Status)) {
FreePool (Nare);
return Status;



Il
/1 Print variable guid and nane
Il
Print (L"% : %", &uid, Nane);

Il
/1 Initialize variable data buffer as an enpty buffer
Il

Dat aSi ze = 0;
Data = NULL;
Il

/1 Loop until a large enough variable data buffer is allocated
/1
do {
Status = gRT->Cet Variabl e (Nane, &uid, NJL, &DataSize, Data);
if (Status == EFl _BUFFER TOO SVALL) {
Il
/1 Alocate new buffer for the variable data
11
Data = All ocat ePool (DataSi ze);
if (Data == NULL) {
FreePool (Nare);
return EFl _QUT_CF_RESOURCES;

}
} while (Status == EFl _BUFFER TQO SNALL);
if (EFI_ERRCR (Status)) {

FreePool (Data);

FreePool (Nare);

return Status;

}
11
/1 Print variable data
11
for (Index = 0; Index < DataSi ze; |ndex++) {
if ((Index & 0x0f) == 0) {
Print (L"\n ");
}
Print (L"%2x ", Data[lndex]);
}
Print (L"\n");

FreePool (Data);
}



5.3.9 SetWatchdogTimer ()

UEFI drivers should not use this service. The watchdog timer is managed by the UEFI boot manager.



5.3.10 SetTime(), GetWakeupTime(), and SetWakeupTime()

UEFI drivers should not modify the system time or the wakeup timer. The management of these timer
services should be left to the UEFI boot manager, an OEM-provided utility, or an operating system.



5.3.11 GetMemoryMap()

UEFI drivers should not use this service because UEFI drivers should not depend upon the physical
memory map of the platform. The Alocatepool () and AlocatePages() services allow a UEFI driver to allocate
system memory. The FreePool () and FreePages() services allow an UEFI driver to free previously allocated
memory.

If there are limitations on the memory areas that a specific device may use, then those limitations
should be managed by a parent I/O abstraction that understands the details of the platform hardware.

For example, PCl device drivers should use the services of the PCI /O Protocol to manage DMA buffers.
The PCI I/O Protocol is produced by the PCl bus driver that uses the services if the PCl Root Bridge I/O
Protocol to manage DMA buffers. The PCl Root Bridge I/O Protocol is chipset and platform specific, so
the component that produces the PCl Root Bridge I/O Protocol understands what memory regions can
be used for DMA operations. By pushing the responsibility into the chipset- and platform-specific
components, the PCl device drivers and PCl bus drivers are easier to implement and are portable across
a wide variety of platforms.

This service is typically used by a UEFI OS Loader to retrieve the memory map just before the OS takes
control of the platform by calling ExitBootServices() . It may also be used by UEFI applications, such as
diagnostics or debug utilities, to show how platform memory has been allocated.



5.3.12 ExitBoot Ser vices()

This service hands control of the platform from UEFI conformant firmware to a UEFI conformant
operating system. It should be invoked only by UEFI OS loaders or OS kernels. It should never be called
by a UEFI driver. Refer to the Image Services section in the UEFI Specification for more information about

this service.



5.3.13 SetVirtual Addr essM ap()

This service is used only by UEFI OS loaders or OS kernels when an operating system requests UEFI
Runtime Services be mapped using virtual addresses. It must be called after ExitBootServices() is called.
As a result, it is not legal for UEFI drivers to call this service.



5.3.14 Quer yCapsul eCapabilities()

UEFI drivers should not use this service. It is typically used by an operating system or an OEM provided
utility to test to see if a capsule or capsules can be updated via wdatecapsule() service as part of a
capsule update action.



5.3.15 UpdateCapsul &)

UEFI drivers should not use this service. It is typically used by an operating system or an OEM provided
utility to pass a capsule to the firmware as part of a capsule update action.



5.3.16 ResetSystem()

In general, UEFI drivers should not use this service. System resets should be managed from the UEFI
boot manager or OEM-provided utilities. The only exceptions in the EDK Il are keyboard drivers that
detect the CTRL-ALT-DEL key sequence in keyboard drivers to reset the platform.

The following code fragment shows how the UEFI Runtime Service ResetSysten{) is used to request a warm
reset of the platform. The EDKII library uefiRuntimeservicesTableLib provides a global variable for the UEFI
Runtime Services Table for the currently executing driver. In this example, the global variable for the UEFI
Runtime Services Table, grr, is used to call the UEFI Runtime Service ResetSysten().

Exampl e 84-ResetSystem

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Runti meServi cesTabl eLi b. h>
#i ncl ude <Li brary/ BaselLi b. h>

/1

/1 Performa warmreset of the platform

/1

gRT- >Reset Syst em ( Ef i Reset WVorm EFI _SUCCESS, 0, );

Il

/1l Halt. ResetSystem should never return
Il

QopuDeadLoop ();



5.3.17 Exit()

The kit() service is typically only used by UEFI applications. UEFI drivers usually have simple driver
entry point implementations and typically return an eri_statuis code from their entry point function. This
is the recommended style for UEFI driver implementations. If er_suocess is returned by a UEFI driver, then
the UEFI driver remains loaded in system memory. If an error status is returned, then the UEFI driver is
unloaded from system memory.

The eit() service allows a UEFI image to exit without having to return an er_status value from the UEFI
image's entry point. A UEFI driver with more complex logic in its entry point may discover a condition that
requires the UEFI driver to exit immediately. In this rare condition, the exit() service could be used.
However, the UEFI driver implementation must take care to free any allocated resources and uninstall
all protocols before returning an error code through the mit() service. The following example shows
how the Eit() service could be used by a UEFI driver to exit with a status code of er_uxswpportED . The
EDK Il library uefiBoot ServicesTableLib provides the global gss a pointer to the UEFI Boot Services Table
and gimgetandle the Image Handle of the currently executing UEFI image.

Example 85-Exit from a UEFI Driver

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

gBS->Exit (gl mageHandl e, EFI _UNSUPPCRTED, 0, U



5.3.18 GetNextHighM onotonicCount()

There are no use cases for this service by a UEFI Driver. It should never be called.

This service is only used by operating systems to manage the upper 32-bits of the 64-bit monotonic
counter after the operating system has called ExitBootServices() . An operating system that chooses to
use the UEFI provided 64-bit monotonic counter should acquire the value of the 64-bit monotonic
counter before ExitBootServices() using the UEFI Boot Service GetNext MnotonicOount() . The operating system
can manage the volatile lower 32-bits of the 64-bit monotonic counter on its own. If a 32bit rollover
condition occurs, then the operating system can use the UEFI Runtime Service Get Next H ghMbnot oni cCount ()
to increment the upper 32-bits of the 64-bit monotonic counter. The upper 32-bits are non-volatile and
it is the responsibility of the UEFI firmware to guarantee that the upper 32-bits of the 64-bit monotonic
counter are preserved across system resets and power cycles.



6 UEFI Driver Categories

The different categories of UEFI drivers are introduced in Chapter 3 of this guide. These driver
categories are discussed throughout this document, but emphasis is placed on drivers that follow the
UEFI driver model because they are the most commonly implemented. The driver categories that follow
the UEFI driver model include:

e Device drivers
e Bus drivers
e Hybrid drivers

There are several subtypes and optional features for the three categories of drivers. This chapter
introduces the subtypes and optional features of drivers that follow the UEFI driver model.
Understanding the different categories of UEFI drivers helps driver writers identify the category of driver
to implement and the algorithms used in their implementation. The less common service drivers, root
bridge drivers and initializing drivers are also discussed. Appendix B contains a table of example drivers
from the EDK Il along with the features that each implement.



6.1 Devicedrivers

All device drivers following the UEFI driver model share a set of common characteristics. The next two
sections describe the required and optional features for device drivers. These sections are followed by
a detailed description of device drivers that produce both single and multiple instances of the Driver
Binding Protocol.



6.1.1 Required Device Driver Features

Device drivers are required to implement the following features:
e Adriver entry point that installs one or more instances of the Driver Binding Protocol.

e Manages one or more controller handles. Even if a driver writer is convinced that the driver
manages only a single controller, it is strongly recommended that the driver be designed to manage
multiple controllers. The overhead for this functionality is low, and it makes the driver more portable.

e Does not produce any child handles. This feature is the main distinction between device drivers and
bus/hybrid drivers.

e Ignores the RemainingDevicePath parameter that is passed into the supported() and start() services
of the Driver Binding Protocol.

e Consumes one or more l/O-related protocols from the controller handle.

e Produces one or more l/O-related protocols on the same controller handle.



6.1.2 Optional Device Driver Features

The following lists features that a device driver can optionally implement.
e Install one or more instances of the er_cowoent_Nave2_PROTOOOL in the driver's entry point.

Implementing this feature is strongly recommended. It allows a driver to provide human-readable
names for the name of the driver and the controllers that the driver manages.

e Register one or more Hll packages in the driver's entry point.

Hll packages provide strings, fonts, and forms that allow users (such as IT administrators) to
change the driver's configuration. They are only required if a driver must provide the ability for a
user to change configuration settings for a device.

e Install one or more instances of the Er_DR VER D AGNOSTI CS2_PROTOCOL in the driver's entry point.

If a driver needs to provide diagnostics for the controllers that the driver manages, this protocol is
required.

e Provide an EFI_LOADED | MAGE PROTOOCL. Wnl oad() Service so the driver can be dynamically unloaded.

It is recommended that this feature be implemented during driver development, driver debug, and
system integration. It is strongly reconmended that this service remain in drivers for add-in adapters to
help debug interaction issues during system integration.

e Install one or more instances of the EF _DRVER FAM LY OVERR DE_PROTQOOL in the driver's entry point.

This protocol is required only if a driver needs a higher priority rule for connecting drivers to
controllers through the UEFI Boot Service onnectControl ler() .

e Install one or more instances of the Er_DRVER HEALTH PROTOOCL in the driver's entry point.

This protocol is only required for drivers that manage devices that can be in a bad state that is
recoverable through either a repair operation or a configuration operation.

e Install an instance of the EF_DR VER SUPPCRTED EFI _VERSI N PROTCOCL in the driver's entry point.

This protocol is required for PCl controller or other plug-in cards. Implementation of this feature is

recommended .
e Create an Exit Boot Services event in the driver's entry point.

This feature is required only if the driver is required to place the devices it manages in a specific
state just before control is handed to an operating system.

e Creates a Set Virtual Address Map event in the driver's entry point.

This feature is required only for a device driver that is a UEFI runtime driver.



6.1.3 Compatibility with Older EFI/UEFI Specifications

The following lists features that a device driver can optionally implement to provide compatibility with
older versions of the EFl and UEFI Specifications.

e Install one or more instances of the er_cowoent_Nave PROTOOCL in the driver's entry point.

Implementing this feature is strongly recommended for drivers required to be compatible with EFI
1.10 It allows a driver to provide human-readable names for the name of the driver and the
controllers that the driver is managing. The EDKII libraries provide easy methods to produce both
the Component Name Protocol and the Component Name 2 Protocol with very little additional
overhead.

e Installs one or more instances of the Er_DR VER COWI GRATION PROTOOCL In the driver's entry point.

If a driver must be compatible with EFlI 1.10, and has any configurable options, this protocol is
required.

e Installs one or more instances of the Er_DR VER cOWI GRATION_PROTOOCL in the driver's entry point.

If a driver must be compatible with UEFI 2.0 and has any configurable options, this protocol is
required.

e Install one or more instances of the Er_DR VER D AGNOSTICS PROTOOCL in the driver's entry point.

If a driver must be compatible with EFI 1.10 and provide diagnostics for the controllers that the
driver manages, this protocols is required.



6.1.4 Devicedriverswith onedriver binding protocol

Most device drivers produce a single instance of the Er_DRVER BINDING PROTOOL . These drivers are the
simplest among those that follow the UEFI driver model and all other driver types have their roots in this
type of device driver.

A device driver is loaded into memory with the Loadinage() Boot Service and invoked with the startimage()
Boot Service. The Loadimge() Sservice automatically creates an image handle and installs the

EFl _LOADED | MAGE_PROTCOOL ONnto the image handle. The Eer_LoaoeD | vae PRoToo. describes the location from
where the device driver was loaded and the location in system memory to where the device driver was
placed. The uwload() service of the EF_LowED IMGE PROTOOCL IS initialized to NuL by Loadimege() . This setting
means that by default the driver does not have an unload function.

The sartimage() service transfers control to the driver's entry point as described in the PE/COFF header
of the UEFI Driver image. The PE/COFF header layout is defined in the Microsoft Portable Executable and
Common Object Fle Format Specification.

The driver entry point is responsible for installing the Driver Binding Protocol onto the driver's image
handle. The figure below shows the state of the system before a device driver is loaded, just before it is
started, and after the driver's entry point has been executed.

Figure 9-Device driver with single Driver Binding Protocol

Driver with only one Driver Binding Protocol

gBS>LoadImage()
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Driver image handle

gBS>Startimage() EFI_LOADED_IMAGE_PROTOCOL

Unload() = << DriverName >> Unload()

EFI_DRIVER_BINDING_PROTOCOL
Supported()
Start()
Stop()

The following figure is the same as the figure above, except this device driver has also implemented
optional features. This difference means the following:

e Additional protocols are installed onto the driver's image handle.
e An Wwload() service is registered in the EFl_LOADED | MAGE PROTOOOL .

e An Exit Boot Services event and Set Virtual Address Map event have been created. These are part of
the driver's initialization (the driver's entry point).

Figure 10-Device driver with optional features



Device Driver With Optional Features
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6.1.5 Devicedriverswith multipledriver binding protocols

A more complex device driver is one that produces more than one instance of the driver binding
protocol. The first instance of EF_DRVER BINDING PROTCOOL IS installed onto the driver's image handle, and
the additional instances of the Driver Binding Protocol are installed onto newly created driver binding
handles.

The figure below shows the state of the handle database before a driver is loaded, before it is started,
and after its driver entry point has been executed. This specific driver produces three instances of the
Driver Binding Protocol.

Figure 11-Device driver with multiple driver binding protocol s

Device driver protocol management
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Any device driver that produces multiple instances of the EF_DRVER BINDNG PROTCCOL can be broken up into

multiple drivers. Each driver would then produce a single instance of the EF_DR VER BIND NG PROTOCOL .
However, there are advantages if a driver produces multiple instances of the Driver Binding Protocol.

Hrst, it may reduce the overall size of the drivers. If two related drivers are combined, and those two
drivers can share internal functions, the executable image size of the single driver may be smaller than
the sum of the two individual drivers.

Combining drivers can also help manage platform features. A single platform's features may require
several drivers. If the drivers are separate, multiple drivers have to be dealt with individually to add or
remove that single feature.



An example device driver in EDK Il that produces multiple instances of the Driver Binding Protocol is the
console platform driver in the meMdul ePkg/ Lni versal / Consol e/ ConPl atfornxe subdirectory. This driver implements
the platform policy for managing multiple console input and output devices. It produces one Driver
Binding Protocol for the console output devices, and another Driver Binding Protocol for the console
input devices. The management of console devices needs to be centralized, so it makes sense to
combine these two functions into a single driver so the platform vendor needs to update only one driver
to adjust the platform policy for managing console devices.



6.1.6 Devicedriver protocol management

Device drivers consume one or more l/O-related protocols and use the services of those protocols to
produce one or more l/O-related protocols. The supported() and start() functions of the Driver Binding
Protocol are responsible for opening the I/Orelated protocols being consumed using the EFI Boot
Service enProtocol () . The stop() function is responsible for closing the consumed I/O-related protocols
using doseProtocol () -

A protocol can be opened in several different modes, but the most common is EF _CPEN PROTOOOL_BY DR VER .
When a protocol is opened by EF_oPEN PROTOOOL_BY DR VER, @ test is made to see if that protocol is already
being consumed by any other drivers. The open operation succeeds only if the protocol is not being
consumed by any other drivers.

Caution: Using the enpProtocol () service with EFIOPEN_PROTOCOL_BY_DRIVER is how resource
conflicts are avoided in the UEFI driver model. However, it requires that every driver present in the
system follow the driver interoperability rules for all resource conflicts to be avoided._

The following figure shows the image handle for a device driver as Loadinage() and startinage() are called.
In addition, it shows the states of three different controller handles as the Driver Binding Protocol
services supported() , Start() , and stop() are called. controller Handle 1 and Controller Handle 3 pass the
supported() test, so the start() function can be called. In this case, the supported() service tests to see if
the controller handle supports Protocol A. sart() is then called for controller Handle 1 and Controller Handle
3.1In the start() function, Protocol A iS opened EF_COPEN PROTOOOL_BY DR VER, and Protocol B is installed onto
the same controller handle. The implementation of Protocol B uses the services of Protocol A to produce
the services of Protocol B.

All drivers that follow the UEFI driver model must support the stop() service. The stop() service must put
the handles back into their previous state, before sart() was called, so the sop() service uninstalls
Protocol B and closes Protocol A.



Figure 12-Device driver protocol management

Device driver protocol management
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The figure below shows a more complex device driver that requires Pprotocol A and Protocol B to produce
Protocol C. Notice that the controller handles that do not support either Protocol A Or Protocol B do not
pass the supported() test. In addition, controller handles that only support Protocol A Or only Protocol B
also do not pass the supported() test. Finally, note that controller Handie 6 already has pProtocol A opened
by EF_cPEN PROTOOOL_BY_DRVER, SO this device driver requiring both Protocol A and pProtocol B also does not
pass the supported() test.

This example highlights some of the flexibility of the UEFI driver model. Because the supported() and
start() services are functions, a driver writer can implement simple or complex algorithms to test driver
support for a specific controller handle.
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Figure 13-Complex device driver protocol management

Complex device driver protocol management
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TIP: The best way to design the algorithm for the opening protocols is to write a Boolean expression for
the protocols that a device driver consumes. Then, expand this Boolean expression into the sum of
products form. Each product in the expanded expression requires its own Driver Binding Protocol.

This scenario is another way that a device driver may be required to produce multiple instances of the
Driver Binding Protocol. The supported() service for each Driver Binding Protocol attempts to open each
protocol in a product term. If any of those open operations fail, then supported() fails. If all the opens
succeed, then the supported() test passes. The start() function should open each protocolin the
product term, and the stop() function should close each protocolin the product term.

For example, the two examples above would have the following Boolean expressions:

e ( Protocol A)



e ( Protocol A AND Protocol B)

These two expressions have only one product term, so only one EF _DR VER BINDING PROTOOCL IS required. A
more complex expression would be as follows:

e ( Protocol A AND ( Protocol B OR Protocol C))
If this Boolean expression is expanded into a sum of product form, it would yield the following:
e (( Protocol A AND Protocol C) OR ( Protocol B AND Protocol C))

This expression would require a driver with two instances of the ErF_DRVER BIND NG PROTOCOL . One would test
for protocol A and Pprotocol C, and the other would test for Protocol B and Protocol C



6.2 Busdrivers

All bus drivers that follow the UEFI driver model share a set of common characteristics. The following two
discussions describe the required and optional features for bus drivers. These sections are followed by
a detailed description of bus drivers that do the following:

e Produce a single instance of the Driver Binding Protocol

e Produce multiple instances of the Driver Binding Protocol

e Produce all of their child devices in their start() function

e Are able to produce a single child device in their start() function

e Produce at most one child device from their start() function

e Bus drivers that do not produce any child devices in their start() function

e Produce child devices with multiple parent devices



6.2.1 Required Bus Driver Features

Bus drivers are required to implement the following features:

Install one or more instances of the EFI_DRVER BINDING PROTCOOL in the driver's entry point.

Manage one or more controller handles. Even if a driver writer is convinced that the driver manages
only a single bus controller, the driver should be designed to manage multiple bus controllers. The
overhead for this functionality is low, and it makes the driver more portable.

Produce any child handles. This feature is the key distinction between device drivers and bus
drivers. (Device drivers do not produce child handles.)

Consumes one or more I/O-related protocols from a controller handle.

Produces one or more I/O-related protocols on each child handle.



6.2.2 Optional BusDriver Features

The following lists features that a bus driver can optionally implement. Optional recommended features
are noted below.

e Install one or more instances of the Er_cowaent Nave2_proTooaL in the driver's entry point. Implementing
this feature is strongly recommended . It allows a driver to provide human-readable names for the name
of the driver and the controllers that the driver is managing.

e Register one or more Hll packages in the driver's entry point. HIl packages provide strings, fonts,
and forms that allow users (such as IT administrators) to change the driver's configuration. Hll
packages are only required if a driver must provide the ability for a user to change configuration
settings for a device.

e Install one or more instances of the EF_DR VER D AGNOSTI CS2_PROTOCOL in the driver's entry point. If a driver
needs to provide diagnostics for the controllers that it manages, this protocol is required.

e Provide an EFI_LOADED | MAGE PROTOOCL. Wnl cad() Service, so the driver can be dynamically unloaded. It is
recoomended that this feature be implemented during driver development, driver debug, and system
integration. It is strongly recommended that this service remain in drivers for add-in adapters to help
debug interaction issues during system integration.

e Parses the RemuiningDevicePath parameter that is passed into the

supported() and start() services of the Driver Binding Protocol if it is not NuL . This is strongly recomended
so a bus driver can start only the one child specified by Remainingpevicerath . IMmplementing this feature may
significantly improve platform boot performance.

e Install an er_pevice PaTH PROTO0CL Oon each child handle that is created. This is required only if the child
handle represents a physical device. If child handle represents a virtual device, then an
EFl _DEVI CE_PATH PROTCOOL IS not required.

e Install one or more instances of the EF_DRVER FAM LY O/ERR DE PROTOoL in the driver's entry point. This
protocol is required only if a higher priority rule for connecting drivers to a controller through the
UEFI Boot Service connectController() is needed.

e Install one or more instances of the Er_DRVER HEALTH PROTOOCL in the driver's entry point. This protocol
is required only for drivers that manage devices that can be in a bad state that is recoverable
through either a repair operation or configuration operation. - Install one or more instances of the

EFl _BUS SPEQ FI C DRI VER OVERRI DE_PROTOOCL in the driver's entry point. This protocol is required only with bus
drivers for a bus type where the devices on the bus can provide a container for more than one UEFI
Driver. An example bus type is PCl where PCl Option ROMs on PCl Adapters may contain more than one
UEFI Driver.

e Install an instance of the EF_DR VER SUPPCRTED EFI _VERSI N PROTCOCL in the driver's entry point. This protocol
is required for PCl controllers or other plug-in cards. Implementation of this feature is recomended .

e Create an Exit Boot Services event in the driver's entry point. This feature is required only if the
driver is required to place the devices it manages in a specific state just before control is handed to
an operating system.

e Creates a Set Virtual Address Map event in the driver's entry point. This feature is required only for a
device driver that is a UEFI runtime driver.

6.2.2.1 Compatibility with Older EFI/UEFI Specifications

The following lists the features a bus driver can optionally implement to provide compatibility with older
versions of the EFI Specification and UEFI Specification.



Install one or more instances of the Er_cawaoent NaVeE PrROTOoOL in the driver's entry point. Implementing
this feature is strongly recomended for drivers that are required to be compatible with EFI 1.10 It allows
a driver to provide human-readable names for the name of the driver and the controllers the driver
manages. The EDK Il libraries provide easy methods to produce both the Component Name Protocol
and the Component Name 2 Protocol with very little additional overhead.

Install one or more instances of the EFI_DR VER CONFI GURATION PROTOCOL in the driver's entry point. If a driver
must be compatible with EFI 1.10, and has any configurable options, this protocol is required.

Install one or more instances of the EF_DR VER CONFI GURATI ONe_PROTOCOL in the driver's entry point. If a
driver must be compatible with UEFI 2.0 and has any configurable options, this protocol is required.

Install one or more instances of the EFI_DR VER D AGCsTICs PROTOOCL in the driver's entry point. If a driver
must be compatible with EFl 1.10 and provide diagnostics for the controllers that the driver
manages, this protocols is required.



6.2.3 Busdriverswith onedriver binding protocol

The driver entry point of a bus driver is very similar to the driver entry point of a device driver. The
discussion in Section 6.1.4 applies equally well to both bus drivers and device drivers. The differences
between bus drivers and device drivers are exposed in the implementations of the Driver Binding
Protocol. The following sections describe the behaviors of the start() function of the Driver Binding
Protocol for each type of bus driver.



6.2.4 Busdriverswith multipledriver binding protocols

The driver entry point of a bus driver is very similar to the driver entry point of a device driver. The
discussion in Section 6.1.5 applies equally well to both bus drivers and device drivers. The differences
between bus drivers and device drivers are exposed in the implementations of the Driver Binding
Protocol. The following discussions describe the behaviors of the start() function of the Driver Binding
Protocol for each type of bus driver.

An example bus driver in EDK Il that produces multiple instances of the EF_DR VER BIND NG PROTOOL , iS the
console splitter driver in the MmieMdul ePkg/ Lni ver sal / Consol e/ ConSpl i tterbxe Subdirectory. This driver multiplexes
multiple console output and console input devices into a single virtual console device. It produces
instances of the Driver Binding Protocol for the following:

e Console input device

e Console output devices
e Standard error device

e Simple pointer devices

e Absolute pointer devices

This driver is an example of a single feature that can be added or removed from a platform by adding or
removing a single component. It could have been implemented as five different drivers, but there were
many common functions between the drivers, so it also saved code space to combine these five
functions.



6.2.5 Busdriver protocol and child management

The management of I/O-related protocols by a bus driver is very similar to the management of I/O-related
protocol for device drivers described in Section 6.1.6. A bus driver opens one or more l/O-related
protocols on the controller handle for the bus controller, creates one or more child handles and installs
one or more l/O-related protocols. If the child handle represents a physical device, a Device Path
Protocol must also be installed onto the child handle. The child handle is also required to open the
parent I/O protocol with an attribute of EF_OPEN PROTOOOL_BY CH LD OONTROLLER .

Some types of bus drivers can produce a single child handle each time start() is called, but only if the
RemainingDevicePath passed into start() represents a valid child device. This distinction means that it
may take multiple calls to start() to produce all the child handles. If RemainingDevicePath is nuL, all
remaining child handles are created at once.

When a bus driver opens an I/O-related protocol on the controller handle, it typically uses an open mode
of EF_oPEN PROTOOOL_BY DR VER . HOowever, depending on the type of bus driver, a return code of

EFl _ALREADY_STARTED from penProtocol () may be acceptable. If a device driver gets this return code, then the
device driver should not manage the controller handle. If a bus driver gets this return code, then it
means that the bus driver has already connected to the controller handle.

The figure below shows a simple bus driver that consumes protocol A from a bus controller handle and
creates N child handles with a Device Path Protocol and Protocol B. The stop() function is responsible for
destroying the child handles by removing Protocol B and the Device Path Protocol . Protocol A is first
opened EF_OPEN PROTCOOL_BY DRIVER SO Protocol A cannot be requested by any other drivers. Then, as each
child handle is created, the child handle opens Protocol A EFl_OPEN PROTCOOL_BY_CH LD OONTROLLER . Using this
attribute records the parent-child relationship in the handle database, so this information can be
extracted if needed. The parent-child links are used by b sconnectontroller() when a request is made to
stop a bus controller.



Figure 14-Busdriver protocol management
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The following sections describe the subtle differences in child handle creation for each of the bus driver

types.



6.2.6 Busdriversthat produce one childin Start()

If the RemainingDevicePath parameter passed into supported() and start() iS NLL, the bus driver must
produce child handles for all children. If RemainingDevicePath is not nuL, the bus driver should parse
RemainingDevicePath and attempt to produce only the one child device described by
RemainingDevicePath. If the driver does not recognize the device path node in RemainingDevicePath, or
if the device described by the device path node does not match any of the children currently attached
to the bus controller, the supported() and start() services should fail. If the RemainingDevicePath is
recognized, and the device path node does match a child device that is attached to the bus controller,
a child handle should be created for that one child device.

Note: This step does not make sense for all bus types because some require the entire bus to be
enumerated to produce even a single child. In these cases, the RemainingDevicePath should be
ignored.

If a bus type has the ability to produce a child handle without enumerating the entire bus, this ability
should be implemented. Implementing this feature provides faster boot times and is one of the major
advantages of the UEFI driver model.

The UEFI boot manager may pass the RemainingDevicePath of the console device and boot devices to
Connect Control ler() , and ConnectController() then pass this same RemainingDevicePath into the supported()
and start() services of the Driver Binding Protocol. This design allows the minimum number of drivers to
be started to boot an operating system. The process can be repeated, so one additional child handle
can be produced in each call to start() .

Also, a few child handles can be created from the first few calls to start() and then a
RemainingDevicePath of nuL may be passed in, which would require the rest of the child handle to be
produced. For example, most SCSI buses do not need to be scanned to create a handle for a SCSI
device when SCSI PUN and SCSI LUN are known ahead of time. By starting only the single mass storage
boot device, on the OS required SCSI boot channel, scanning of all the other SCSI devices can be
eliminated.



6.2.7 Busdriversthat produceall childrenin Start()

If a bus driver is always required to enumerate all of its child devices, then the RemainingDevicePath
parameter should be ignored in the supported() and start() services of the EF_DRVER BIND NG PrRoTacL . All of
the child handles should be produced in the first call to start() .



6.2.8 Busdriversthat produce at most one child in Start()

Some bus drivers are for bus controllers that have only a single port, so they have at most one child
handle. If RemainingDevicePath is nL, then that one child handle should be produced. If
RemainingDevicePath is not nuL, then the RemainingDevicePath should be parsed to see if it matches
a device path node that the bus driver knows how to produce.

For example, a serial port can have only one device attached to it. This device may be a terminal, a
mouse, or a drill press, for example. The driver that consumes the Serial /O Protocol from a handle must
create a child handle with the produced protocol that uses the services of the Serial I/O Protocol.



6.2.9 Busdriversthat produce no childrenin Start()

If a bus controller supports hot-plug devices and the UEFI driver wants to support hotplug events, then
no child handles should be produced in start() . Instead, a periodic timer event should be created, and
each time the notification function for the periodic timer event is called, the bus driver should check to
see if any devices have been hot added or hot removed from the bus. Any devices that were already
plugged into the bus when the driver was first started look like they were just hot added. This means
that for the devices that were already plugged into the bus, the child handles are produced the first
time the notification function is executed.

The USB bus driver is an example driver in the EDK Il that produces no children in the start() service of
the Driver Binding Protocol. This driver is located at MieMdul ePkg\ Bus\ Usb\ UsbBusDxe directory.



6.2.10 Busdriversthat produce children with multiple parents

Sometimes a bus driver may produce a child handle, and that child handle actually uses the services of
multiple parent controllers. This design is useful for multiplexing a group of parent controllers.

The bus driver, in this case, manages multiple parent controllers and produces a single child handle.
The services produced on that single child handle make use of the services from each of the parent
controllers. Typically, the child device is a virtual device, so a Device Path Protocol would not be installed
onto the child handle.

The console splitter bus driver is an example driver in the EDK Il that produces children with multiple
parent controllers in the start() service of the Driver Binding Protocol. This driver is in the
\ MieMbdul ePkg\ Lni ver sal \ Consol e\ ConSpl i tterDxe directory.



6.3 Hybrid drivers

A hybrid driver has features of both a device driver and a bus driver. The main distinction between a
device driver and a bus driver is that a bus driver creates child handles and a device driver does not. In
addition, a bus driver is allowed only to install produced protocols on the newly created child handles. A
hybrid driver does the following:

e Creates new child handles.
e Installs produced protocols on the child handles.
e Installs produced protocols onto the bus controller handle.

A driver for a multi-channel RAID SCSI host controller is a hybrid driver. It produces the Extended SCSI
Pass Thru Protocol (with the logical bit on) on the controller handle and creates child handles with
Extended SCSI Pass Thru Protocol for each physical channel (with the logical bit off).



6.3.1 Required Hybrid Driver Features

Hybrid drivers are required to implement the following features:
e Installation of one or more instances of the EF_DRVER BINDNG PROTOOCL in @ driver's entry point.
e Management of one or more controller handles.

Even if a driver writer is convinced the driver manages only a single bus controller, the driver should be
designed to manage multiple bus controllers. The overhead for this functionality is low, and it makes the
driver more portable.

e Production of child handles.
This feature is the key distinction between device drivers and bus drivers.
e Consumption of one or more I/O-related protocols from a controller handle.
e Production of one or more I/O-related protocols on the same controller handle.

e Production of one or more I/O-related protocols on each child handle.



6.3.2 Optional Hybrid Driver Features

The following is a list of features a hybrid driver can optionally implement. Those recommended are
noted below.

e Install one or more instances of the Er_cowaent Nave2_proTooaL in the driver's entry point. Implementing
this feature is strongly recomended

It allows a driver to provide human-readable names for the name of the driver and the controllers that
the driver is managing.

e Register one or more Hll packages in the driver's entry point.

These HIll packages provide strings, fonts and forms that allow users (such as IT administrators) to
change the driver's configuration. These Hll packages are required only if a driver must provide the
ability for a user to change configuration settings for a device.

e Install one or more instances of the Er_DR VER D AGNOSTI CS2_PROTCOL in the driver's entry point.
If a driver needs to provide diagnostics for the controllers the driver manages, this protocol is required.
e Provide an EFI_LOADED | MAGE PROTOOCL. Lnl cad() Service, so the driver can be dynamically unloaded.

It is recommended that this feature be implemented during driver development, driver debug, and system
integration. It is strongly recommended that this service remain in drivers for add-in adapters to help debug
interaction issues during system integration.

e Parses the ReminingDevicePath parameter that is passed into the supported() and start() services of
the Driver Binding Protocol if it is not nuL .

This is strongly recormended SO a bus driver can start only the one child specified by Remi ni ngDevi cePath .
Implementing this feature may significantly improve platform boot performance.

e Install an er_pevice paTH PROoTcccl on each child handle that is created.

This feature is required only if the child handle represents a physical device. If the child handle
represents a virtual device, then an Er _pevi cE_PATH PROTOOOL IS not required.

e Install one or more instances of the EF_DR VER FAM LY OVERR DE_PROTQOOL in the driver's entry point.

This protocol is required only if a higher priority rule for connecting drivers to a controller through the
UEFI Boot Service connectController() is needed.

e Install one or more instances of the ER_DRVER HEALTH PROTCOOL in the driver's entry point.

This protocol is required only for drivers that manage devices that can be in a recoverably bad state
through either a repair operation or a configuration operation.

e Install one or more instances of the
EFI _BUS_SPEQ FI C DR VER OVERR DE_PROTOCOL  in the driver's entry point.

This protocol is required only for bus drivers for a bus type where the devices on the bus can provide a
container for more than one UEFI Driver. An example of such a bus type is PCI, with PCI Option ROMs on
PCl Adapters containing more than one UEFI Driver.

e Install an instance of the EF_DRVER SUPPORTED EFI _VERSI ON PROTCOCL in the driver's entry point.

This protocol is required for PCl controller or other plug-in cards Implementation of this feature is

recommended .

e Create an Exit Boot Services event in the driver's entry point.



This feature is required only if the driver is required to place the devices it manages in a specific state
just before control is handed to an operating system.

e Creates a Set Virtual Address Map event in the driver's entry point.

This feature is required only for a device driver that is a UEFI runtime driver.

6.3.2.1 Compatibility with Older EFI/UEFI Specifications

The following is the list of features a hybrid driver can optionally implement to provide compatibility with
older versions of the EFI Specification and UEFI Specification.

e Install one or more instances of the er_cowoent_NaVE PROTOCL in the driver's entry point.

Implementing this feature is strongly reconmended for drivers that are required to be compatible with EFI
1.10 It allows a driver to provide human-readable names for the name of the driver and the controllers it
manages. The EDK Il libraries provide easy methods to produce both the Component Name Protocol and
the Component Name 2 Protocol with very little additional overhead.

e Install one or more instances of the Er_DR VER COWI GRATION PROTOOCL in the driver's entry point.
It is required if a driver must be compatible with EFI 1.10 and has any configurable options.

e Install one or more instances of the Er_DR VER cOWI GRATION_PROTOOCL in the driver's entry point.
It is required if a driver must be compatible with UEFI 2.0 and has any configurable options.

e Install one or more instances of the Er_DR VER D ANOsTICS PROTOOCL in the driver's entry point.

It is required if a driver must be compatible with EFI 1.10 and provide diagnostics for the controllers that
the driver manages.



6.4 Service Drivers

A service driver does not manage any devices nor does it produce any instances of the

EFl _DRVER BINDING PROTOOCL . It is @ simple driver that produces one or more protocols on one or more new
service handles. These service handles do not have a Device Path Protocol because they do not
represent physical devices. The driver entry point returns er_suoess after the service handles are
created and the protocols are installed, leaving the driver resident in system memory. The list of
features that a service driver can optionally implement follows. Recommended and optional features are
noted below.

e Register one or more Hll packages in the driver's entry point.

These HIll packages provide strings, fonts, and forms that allow users (such as IT administrators) to
change the driver's configuration. These Hll packages are required only if a driver must provide the
ability for a user to change configuration settings.

e Install one or more instances of the EF_HI_cow G AccESS PROTOOOL in the driver's entry point.

This protocol provides the services to save and restore configuration settings for a device. This protocol
is required only if a driver must provide the ability for a user to change configuration settings.

e Install an instance of the ErF_DR VER SUPPCRTED EFI _VERSI ON PROTOOCL in the driver's entry point.

The UEFI Specification requires this protocol for PCl controllers or other plug-in cards. Even though this
requirement does not apply to Service Drivers, implementation of this feature is still recomended .



6.5 Root Bridge Drivers

Aroot bridge driver does not produce any instances of the EFI_DRVER BINDING PROTOOCL . It is responsible for
initializing and immediately creating physical controller handles for the root bridge controllers in a
platform. It is the UEFI driver's responsibility to install the Device Path Protocol onto the physical
controller handles because the root bridge controllers represent physical devices.

The most common example of a root bridge driver is a driver that produces the PCl Root Bridge I/O
Protocol and a Device Path Protocol for each PCI Root Bridge in a platform supporting PCI.

A list of features a root bridge driver can optionally implement follows. Recommended and optional
features are noted below.

e Register one or more Hll packages in the driver's entry point.

These HIll packages provide strings, fonts, and forms that allow users (such as IT administrators) to
change the driver's configuration. These Hll packages are required only if a driver must provide the
ability for a user to change configuration settings for a device.

e Install one or more instances of the EF_HI_cow G AcCESS PROTOOOL in the driver's entry point.

This protocol provides the services to save and restore configuration settings for a device. It is required
only if a driver must provide the ability for a user to change configuration settings for a device.

e Install an instance of the ErF_DR VER SUPPCRTED EFI _VERSI ON PROTOOCL in the driver's entry point.

The UEFI Specification requires this protocol for PCl controllers or other plug-in cards. Even though this
requirement does not apply to Root Bridge Drivers, implementation of this feature is still recomended .



6.6 I nitializing Drivers

An initializing driver does not create any handles and it does not add any protocols to the handle
database. Instead, this type of driver performs some initialization operations and then intentionally
returns an error code so the driver is unloaded from system memory. There are currently no examples of
initializing drivers in the EDKILI.



7 Driver Entry Point

This chapter covers the entry point for the different categories of UEFI drivers and their optional
features impacting the implementation of the driver entry point. The most common category of UEFI
driver is one that follows the UEFI driver model. This category of driver is discussed first, followed by the
other major types of drivers and the optional features those drivers may choose to implement. The
following categories of UEFI drivers are discussed:

e UEFI Driver that follows the UEFI Driver Model

UEFI Runtime Driver

Initializing driver

Root bridge driver

Service driver

The driver entry point is the function called when a UEFI driver is started with the startimge() service. At
this point the driver has already been loaded into memory with the Loadi nage() Sservice.

UEFI drivers use the PE/COFF image format that is defined in the Microsoft Portable Executable and
Common Object Fle Format Specification. This format supports a single entry point in the code section
of the image. The sartinage() service transfers control to the UEFI driver at this entry point.

The example below shows the entry point to a UEFI driver called AocDriverEntryroint() . This example is
expanded upon as each of UEFI driver categories and features are discussed. The entry point to a UEFI
driver is identical to the standard UEFI image entry point that is discussed in the UEFI Image Entry Point
section of the UEFI Specification. The image handle of the UEFI driver and a pointer to the UEFI system
table are passed into every UEFI driver. The image handle allows the UEFI driver to discover information
about itself, and the pointer to the UEFI system table allows the UEFI driver to make UEFI Boot Service
and UEFI Runtime Service calls.

The UEFI driver can use the UEFI boot services to access the protocol interfaces that are installed in
the handle database, which allows the UEFI driver to use the services that are provided through the
various protocol interfaces.

Example 86-UEFI Driver Entry Point

#i ncl ude <Uefi.h>

This is the declaration of an EFl image entry point. This entry point
Is the same for UEFI Applications, UEFI OS Loaders, and UEFI Drivers including both device drivers and bus drivers.
@aram |nageHandl e The firmware allocated handle for the UEFI inmage. @aram SystenTable A pointer to the EFl System Tabl e.
@etval EFI_SUCCESS The operation conpl eted successfully. @etval Ghers An unexpected error occurred.
o
EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

{
return EFl _SUCCESS;

}

The name of the driver entry point function must be declared in the [Defines] section of the INF file
associated with the UEFI Driver. The example below shows the INF file that defines EntRv_PaNT to the
ApbcDriverEntrypPoint() function shown in the previous example. Where applicable, this INF file example is



expanded upon as each of UEFI driver categories and features are discussed. See Section 30.3 for
more details on UEFI Driver INF files and Appendix A for a complete template of an INF file for a UEFI

Driver.
Example 87-UEFI Driver INF File
[ Def i nes]
I NF_VERSI ON = 0x00010005
BASE_NAMVE = AbcDriver M ni mum
FILE_ GJ D = DA87D340- 15C0- 4824- 9BF3- D52286674BEF
MXDULE _TYPE = UEFI _DR VER
VERSI ON STRING = 1.0
ENTRY_PQ NT = AbcDri ver Ent ryPoi nt
[ Sour ces]
Abc. c
[ Packages]

MiePkg/ MiePkg. dec

[ Li braryd asses]
Uef i Dri ver Ent ryPoi nt



7.1 Optional Features

This section summarizes optional features impacting the implementation of the driver entry point of a
UEFI Driver. This is not a complete summary of all the optional UEFI driver features.

Table 21 below provides the list of optional features and set of UEFI driver categories.

If an entry in the table is empty, the feature does not ever apply to that category of UEFI Driver and
must never be implemented. If the entry in the table contains a value such as 1.1 or 2.0, it means the
feature optionally applies to that category of UEFI Driver if, and only if, the UEFI Driver is required to run
correctly on platform firmware that conforms to that specific version of the EFI Specification or UEFI
Specification.

For example, 2.0 refers to the UEFI 2.0 Specification, and 1.02 refers to the EFI 1.02 Specification. If the
entry in the table contains a value followed by a '+'such as 1.1+ or 2.1+, then that means the feature
optionally applies to that category of UEFI Driver if the UEFI Driver is required to run correctly on
platform firmware that conforms to the version of the EFl Specification or UEFI Specification specified by
the value or higher values. For example, 2.0+ refers to the UEFI 2.0, 2.1, 2.2, 2.3, and 2.3.1
Specifications.

This table can be used to select features that apply to a specific UEFI Driver implementation once the
UEFI Driver writer knows what types of UEFI platforms with which the UEFI Driver must be compatible as
well as the set of optional features the UEFI Driver must support.

For example, if a UEFI Driver is required to run on platforms that support UEFI 2.1 or higher, the
Component Name Protocol, Driver Configuration Protocol, Driver Configuration 2 Protocol, and Driver
Diagnostics Protocol need not be implemented because they apply only to UEFI platforms prior to UEFI
2.1.

The Driver Health Protocol may be optionally implemented, but the Driver Health Protocol is expected to
be used only by a platform that is UEFI 2.2 or higher. In this case, the UEFI Driver must not depend on
the Driver Health Protocol being called to function correctly because it is not called by a UEFI 2.1
platform.



Table 21-UEFI Driver Feature Selection Matrix

UEFI Driver Model Non-UEFI Driver Model
Driver Binding Protocol 1.1+ 1.1+ 1.1+ 1.1+
Component Name 2 2 0+ 2 0+ 20+ 20+
Protocol
HIl Packages 2.1+ 2.1+ 2.1+ 2.1+ 2.1+ 2.1+ 2.1+
HIl Config Access Protocol 2.1+ 2.1+ 2.1+
Driver Health Protocol 2.2+ 2.2+ 2.2+ 2.2+
Driver Diagnostics 2 2 0+ 2 0+ 20+ 2 0+
Protocol
Driver Family Override 2 1+ 2 1+ 21+ 2 1+
Protocol
DIAVER SPROEe! 25 2.1+ 2.1+ 2.1+ 2.1+ 2.1+ 2.1+ 2.1+
Version Protocol
Unload() 1.02+ 202 g2+ 1020 102y 4n0 024
Exit Boot Services Event 1.02+ 202 g02+ 102 102 0000 102+
Set Virtual Address Map 1.02 1.02
Event + +
Component Name Protocol 1.1 1.1 1.1 1.1
Driver Configuration 11 11 11 11
Protocol
Driver Configuration 2 20 20 20 20
Protocol
Driver Diagnostics 11 11 11 11

Protocol



7.2 UEFI Driver Model

Drivers that follow the UEFI driver model are not allowed to touch any hardware in their driver entry
point. In fact, these types of drivers do very little in their driver entry point.

They are required to register protocol interfaces in the Handle Database and may also choose to
register Hll packages in the HIll Database, register an wiload() service in the UEFI Driver's Loaded Image
Protocol, and create events that are signaled when an operating system calls ExitBoot Services() Of
SetVirtual Addresshap() . This design allows these types of drivers to be loaded at any point in the system
initialization sequence because their driver entry points depend only on a few of the UEFI boot services.
The items registered in the driver entry point are used later in the boot sequence to initialize, configure,
or diagnose devices required to boot an operating system.

All UEFI drivers following the UEFI driver model must install one or more instances of the Driver Binding
Protocol onto handles in the handle database. The first Driver Binding Protocol is typically installed onto
the ImageHandle passed into the UEFI Driver entry point. Additional instances of the Driver Binding
Protocol must be installed onto new handles in the Handle Database.

The EDKIl library wfiLib provides four functions that simplify the implementation of the driver entry
point of a UEFI driver. The examples in this section make use of these driver initialization functions as
shown in the following example.

Example 88-EDK Il UefiLib driver initialization functions

EFI _STATUS
EFI API

EFI _STATUS
EFI API

EFl _STATUS
EFI APl

EFl _STATUS
EFl APl



EfiLiblnstall DriverBinding() installs the Driver Binding Protocol onto the handle specified by
DriverBindingHandle. DriverBindingHandle is typically the same as ImageHandle, but if it is nuL, the
Driver Binding Protocol is installed onto a newly created handle. This function is typically used by a UEFI
Driver that does not implement any of the optional driver features.

EfiLiblnstal | AlDriverProtocol s() installs the Driver Binding Protocol, and the driverrelated protocols from the
older UEFI Specification (and EFI Specification), onto the handle specified by DriverBindingHandle. The
optional driver-related protocols are defined as cmaww because they can be nuL if a driver is not
producing that specific optional protocol. Once again, the DriverBindingHandle is typically the same as
ImageHandle, but if it is nL, all driver-related protocols are installed onto a newly created handle. This
function is typically used by a UEFI Driver required to be compatible with the EFI 1.10 Specification.

Efi Li bl nstal | Dri ver Bi ndi ngConponent Nare2() installs the Driver Binding Protocol and the Component Name
Protocols onto the handle specified by DriverBindingHandle. The optional driver-related protocols are
defined as cmova. because they can be nuL if a driver is not producing that specific optional protocol.
Once again, the DriverBindingHandle is typically the same as ImageHandle, but if it is ~uL, all
driverrelated protocols are installed onto a newly created handle. This function is typically used by a
UEFI Driver that implements the Component Name Protocols that are strongly recommended .

EfiLiblnstal | AlDriverProtocol s2() installs the Driver Binding Protocol, Component Name Protocols, Driver
Configuration Protocols, and Driver Diagnostics Protocols onto the handle specified by
DriverBindingHandle. The optional driver-related protocols are defined as cemava. because they can be
nL if a driver is not producing that specific optional protocol. Once again, the DriverBindingHandle is
typically the same as ImageHandle, but if it is nwL, all driver-related protocols are installed onto a newly
created handle. This function is typically used by a UEFI Driver required to be compatible with all
versions of the UEFI Specification and EFI Specification.



7.2.1 Single Driver Binding Protocol

The following is an example of the entry point to the ac driver that installs the Driver Binding Protocol
gAbcDriverBinding , the Component Name 2 Protocol gabconponenthame2 , and the Component Name Protocol
gAbcConponent Nare 0Nto the abc driver's image handle and does not install any of the other optional driver-
related protocols or features. This driver returns the status from the UEFI driver library function

Efi Li bl nstal | Dri ver Bi ndi ngConponent Nare2() . See Chapter 9 for details on the services and data fields produced
by the Driver Binding Protocol and Chapter 11 for details on the Component Name 2 Protocol and the
Component Name Protocol.

Notice that the Component Name Protocol and the Component Name 2 Protocol use the same function
pointers for their services called AbcGetDriverName() and AbcGetControllerNane() . This is a size reduction
technique supported by the EDK Il that reduces the overhead for a single UEFI Driver to support both
Component Name Protocols.

Also note that the optional protocol structures are declared with aceA_REMOVE | F UNREFERENCED . This style
allows these structures and the associated services to be removed if the Component Name feature is
disabled when this UEFI driver is compiled. The EDKII library wfiLib uses several Platform Configuration
Database (PCD) feature flags to enable and disable the Component Name Protocols and Driver
Diagnostics Protocols at build time. This allows a developer to implement all of these in the UEFI Driver
sources and select the ones that are actually needed for a specific release at build time. Chapter 30
covers how to build UEFI Drivers in the EDK Il and also covers configuration of UEFI Drivers through PCD
settings.

Note: This example and many other examples throughout this guide make use of the EDK Il library
Debuglib that provides peBuy) and assert() related macros. These macros are very useful during
development and debug. However, asserr() related macros must be disabled when UEFI Drivers are
released. Chapter 31 covers the PCD setting to enable and disable the macros provided by DebugLib .

Example 89-Single Driver Binding Protocol

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Dri ver Bi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nane2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ Uefi Li b. h>

#i ncl ude <Li brary/ DebugLi b. h>

#def i ne ABC VERS|I ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI O\,

b

G.CBAL_REMDVE_| F_UNREFERENCED

EFl _COVPONENT_NAME_PROTOOCL gAbcConponent Nanme = {
( EFl _COVPONENT_NAME_GET_DR VER NAME) AbcGet Dri ver Nane,
( EFI _COVPONENT_NAME_CGET_CONTRCLLER _NAME) AbcGCet Control | er Nane,
"eng"

GLOBAL_REMOVE_| F_UNREFERENCED



EFl _COVPONENT_NAME2_PROTOOCL gAbcConponent Nane2 = {
AbcGet Dri ver Narre,
AbcGet Cont rol | er Narre,
"en®

b

EFl _STATUS
EFl APl
AbcDri ver Ent ryPoi nt

{
EFl _STATUS Status;
/1
/1 Install driver nodel protocol (s) onto |mageHandl e
11
Status = EfiLiblnstall DriverBi ndi ngConponent Nane2 (
| mageHand| e, /1 1 mageHand| e
Syst enTabl e, /'l SystenTabl e
&yAbcDr i ver Bi ndi ng, /1 DriverBindi ng
| mageHand| e, /1 DriverBi ndi ngHandl e
&gAbcConponent Nane, /1 Conponent Narre
&gAbcConponent Nane2 /1 Conponent Namre2
)i
ASSERT_EFI _ERRCR (Status);
return Status;
}

The following example shows another example of the entry point to the ac driver that installs the
Driver Binding Protocol gacDriverBinding onto the ac driver's image handle and the optional driver-
related protocols. This driver returns the status from the UEFI driver library function

EfiLiblnstal | AlDriverProtocol s2() . This library function is used if one or more of the optional driver related
protocols are being installed.

See Chapters 9, 11, 12, and 13 for details on the services and data fields produced by the Driver
Binding Protocol, Component Name Protocols, Driver Configuration Protocols, and Driver Diagnostics
Protocols.

Example 90-Single Driver Binding Protocol with optional features

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Dri ver Bi ndi ng. h>

#i ncl ude <Prot ocol / Conponent Narre2. h>

#i ncl ude <Pr ot ocol / Conponent Narre. h>

#i ncl ude <Protocol /DriverDi agnosti cs. h>

#i ncl ude <Protocol /DriverDi agnosti cs2. h>
#i ncl ude <Protocol /DriverConfiguration. h>
#i ncl ude <Protocol /DriverConfiguration2. h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#incl ude <Library/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#def i ne ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI O\,

b

GL.CBAL_REMDVE_| F_UNREFERENCED
EFl _COVPONENT_NAME_PROTOOCL gAbcConponent Nane = {



(EFI _COVPCNENT_NAVE _GET_DR! VER NAME) AbcGet Dri ver Nane,
( EFI _COVPCNENT_NAVE_GET_CONTRCLLER NAVE) AbcGet Control | er Narre,
"eng

¥

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _COVPONENT_NAME2_PROTOCOL gAbcConponent Nane2 = {
AbcGet Dri ver Narre,
AbcGet Cont rol | er Narre,
"en

b

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _DR VER_CONFI GURATI ON_PROTOOCL gAbceDri ver Confi guration = {
( EFl _DRI VER_CONFI GURATI CN_SET_CPTI CNS)  AbcDri ver Conf i gur ati onSet Qpt i ons,
( EFl _DRI VER_CONFI GURATI CN_CPTI ONS_VALI D) AbcDri ver Confi gurationQptionsValid,
( EFl _DRI VER_CONFI GURATI CN_FCRCE_DEFAULTS) AbcDr i ver Conf i gur at i onFor ceDef aul t s,
"eng"

b

G.CBAL_REMDVE | F_UNREFERENCED
EFl _DR VER_CONFI GURATI ON2_PROTOOCL gAbcDri ver Confi guration2 = {
AbcDri ver Confi gurati onSet Opt i ons,
AbcDri ver Confi gurationQptionsValid,
AbcDri ver Confi gur ati onFor ceDefaul t's,
"en®

}

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _DR VER DI AGNCSTI CS_PROTOOCL gAbcDri ver Di agnostics = {
(EFI _DR VER DI AGNOSTI CS_RUN_DI AGNCSTI CS) AbcRunDi agnosti cs,
"eng"

}

AQ.CBAL_REMDVE | F_UNREFERENCED

EFl _DR VER DI AGNCSTI CS2_PROTOCCL gAbcDri ver Di agnosti cs2 = {
AbcRunDi agnost i cs,
"en®

bé

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

EFl _STATUS Status;

11l

/1 Install driver nodel protocol (s) onto | nageHandl e
11l

Status = EfiLiblnstall Al DriverProtocol s2 (

| mageHand! e, /'l | mageHand| e

Syst entabl e, /'l Systeniabl e

&AbcDr i ver Bi ndi ng, /1 DriverBinding

| mageHand! e, /1 DriverBi ndi ngHandl e
&gAbcConponent Nane, /' Conponent Nane2
&gAbcConponent Nane2, /' Conponent Nane2

&AbcDriver Configuration, // DriverConfiguration
&AbceDri ver Configuration2, // DriverConfiguration2
&AbcDri ver D agnosti cs, /1 DriverD agnostics
&AbcDri ver D agnost i cs2 /'l DriverDi agnostics2
)i

ASSERT_EFI _ERRCR (Status);

return Status;
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7.2.2 Multiple Driver Binding Protocols

If a UEFI driver supports more than one parent I/O abstraction, the driver should produce a Driver
Binding Protocol for each of the parent I/O abstractions. For example, a UEFI driver could be written to
support more than one type of hardware device (for example, USB and PCI). If code can be shared for
the common features of a hardware device, then such a driver might save space and reduce
maintenance. Example drivers in the EDK Il that produce more than one Driver Binding Protocol are the
console platform driver and the console splitter driver. These drivers contain multiple Driver Binding
Protocols because they depend on multiple console-related parent I/O abstractions.

The first Driver Binding Protocol is typically installed onto the ImageHandle of the UEFI driver and
additional Driver Binding Protocols are installed onto new handles. The UEFI driver library functions used
in the previous two examples support the creation of new handles by passing in a nL for the fourth
argument. The example below shows the driver entry point for a driver that produces two instances of
the Driver Binding Protocol with no optional driver-related protocols. When multiple Driver Binding
Protocols are produced by a single driver, the optional driver-related protocols are installed onto the
same handles as those of the Driver Binding Protocols.

Example 91-Multiple Driver Binding Protocol s

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Library/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#define ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcFooDx i ver Bi nding = {
AbcFooSupport ed,
AbcFooStart,
AbcFooSt op,
ABC_VERSI ON,

bé

EFl _DR VER Bl NDI NG PROTOOCL gAbcBar Dri ver Binding = {
AbcBar Support ed,
AbcBar Start,
AbcBar St op,
ABC_VERSI O\,

b

EFl _STATUS
EFI APl

{
EFl _STATUS Status;

Status = EfiLiblnstallDriverBinding (
| mageHandl e,
Syst enTabl e,
&gAbcFooDx i ver Bi ndi ng,
| mageHandl e
)i
ASSERT_EFI _ERRCR (Status);
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Il
/1 Install second Driver Binding Protocol onto a new handl e
Il
Status = EfiLiblnstallDriverBinding (
| mageHandl e, /1 | mageHandl e
Syst enrabl e, /1 SystenTabl e
&gAbcBar Dr i ver Bi ndi ng, /1 DriverBinding
NULL /1 DriverBi ndi ngHandl e

)i
ASSERT_EFI _ERRCR (Status);

return EFl _SUCCESS;
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7.2.3 Adding Driver Health Protocol Feature

The Driver Health Protocol provides services allowing a UEFI Driver to express the health status of a
controller, return status messages associated with the health status, perform repair operations and
request configuration changes required to place the controller in a usable state. This protocol is
required only for devices that may be in a bad state which can be recovered through a repair operation
or a configuration change. If a device can never be in a bad state, or a device can be in a bad state for
which there is no recovery possible, this protocol should not be installed.

There are no EDK Il library functions to help install the Driver Health Protocol. Instead, the UEFI Driver
that requires this feature must install the Driver Health Protocol using the UEFI Boot Service
Instal | Mil tipl eProtocol Interfaces() . Example 92, below, expands Example 91, above, and adds a Driver
Health Protocol instance to ImageHandle, the same handle on which the Driver Binding Protocol is
installed.

Example 92-Driver Heath Protocol Feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Narme2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

#i ncl ude <Protocol /DriverHeal th. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#defi ne ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI ON,

bé

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _COVPONENT_NAME_PROTOOCL gAbcConponent Nanme = {
( EFI _COVPCNENT_NAME _GET_DRI VER NAME) AbcGet Dri ver Narre,
( EFI _COVPCNENT_NAME_GET_CONTRCLLER NAME) AbcGet Control | er Narre,
"eng"

bé

QLCBAL_REMOVE | F_UNREFERENCED

EFl _ COVPONENT_NAME2_PROTOCCL gAbcConponent Nane2 = {
AbcGet Dri ver Nane,
AbcGet Control | er Nane,
"en®

b

Q.CBAL_REMDVE_| F_UNREFERENCED

EFl _DR VER HEALTH PROTOOOL gAbcDriverHealth = {
AbcGet Heal t hSt at us,
AbcRepai r

h

EFl _STATUS
EFI APl

EFl _STATUS Status;



Il
/1 Install driver nodel protocol (s) on |nageHandl e
Il
Status = EfiLiblnstall DriverBi ndi ngConponent Nane2 (

| mageHandl e, /'l | mageHand| e

Syst entrabl e, /'l Systeniabl e
&AbcDr i ver Bi ndi ng, /1 DriverBinding

| mageHand! e, /'l DriverBi ndi ngHandl e
&gAbcConponent Nane, /'l Conponent Narme
&gAbcConponent Nane2 /' Conponent Nane2

)i
ASSERT_EFI _ERROR (Status);

/1
/1 Install Driver Health Protocol onto |nageHandl e
11l
Status = gBS->Install Mil tipleProtocol I nterfaces (
& mageHand! e,
&gEf i Dri ver Heal t hPr ot ocol Qui d,
&gAbcDri ver Heal t h,
NULL
)8
ASSERT_EFI _ERROR (Status);

return Status;



7.2.4 Adding Driver Family Override Protocol Feature

The EFI_DR VER FAM LY_OVERRI DE_PROTCOCL IS optional. It is typically produced by UEFI Drivers associated with a
set of similar controllers where multiple versions of a UEFI Driver for the set of similar controllers may be
simultaneously present in a platform. This protocol allows each UEFI Driver to advertise a version
number such that the UEFI Driver with the highest version is selected to manage all the controllers in
the set of similar controllers.

PO Wwe case : If a platform has 3 PCI SCSl adapters from the same manufacturer, and the manufacturer
requires the PCI SCSI adapter having the highest version UEFI Driver to manage all 3 PCl SCS| adapters,
the Driver Family Override Protocol is required and provides the version value used to make the
selection. If the Driver Family Override Protocol is not produced, the Bus Specific Driver Override Protocol
for PCl selects the UEFI Driver from the adapter's PCI Option ROM to manage each adapter.

There are no EDK Il library functions to help install the Driver Family Override Protocol. Instead, the UEFI
Driver requiring this feature must install the Driver Family Override Protocol using the UEFI Boot Service
Instal | Mil tipl eProtocol I nterfaces() . Example 93, below, expands Example 92, above, and adds a Driver Family
Override Protocol instance to ImageHandle, the same handle on which the Driver Binding Protocol is
installed.

Example 93-Driver Family Override Protocol Feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nanme2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

#i ncl ude <Protocol /DriverFam | yOverri de. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Library/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#defi ne ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI O\,

bé

GLCBAL_REMDVE | F_UNREFERENCED

EFl _COVPONENT_NAME_PROTOOCL gAbcConponent Nanme = {
( EFl _COVPONENT_NAME _GET_DR VER NAME) AbcGet Dri ver Nane,
( EFl _COVPONENT_NAME GET_CONTRCLLER NAME) AbcGet Control | er Nane,
"eng"

b

Q.CBAL_REMDVE_| F_UNREFERENCED

EFl _OCOVPONENT_NAME2_PROTOOCL gAbcConponent Nane2 = { AbcGet Dri ver Narre,
AbcGet Cont rol | er Nane,
"en®

b

Q.CBAL_REMDVE_| F_UNREFERENCED
EFl _DR VER _FAM LY_OVERR DE_PROTOOCL gAbcDri ver Fami | yOverride = {
AbcCet Ver si on

EFl _STATUS
EFl APl



EFl _STATUS Status;

Il
/'l Install driver nodel protocol(s) on |InageHandl e
Il
Status = EfiLiblnstall DriverBi ndi ngConponent Nane2 (

| mageHand! e, /1 | mageHandl e

Syst enflabl e, /1l SystenTabl e
&gAbcDr i ver Bi ndi ng, /1 DriverBinding

| mageHand| e, /1 DriverBi ndi ngHandl e
&gAbcConponent Narre, /1 Conponent Narre
&gAbcConponent Narre2 /1 Conponent Narme2

DE
ASSERT_EFI _ERRCR (Status);

Il
/1 Install Driver Fam |y Override Protocol onto |nageHandl e
Il
Status = gBS->Instal | Ml tipleProtocol I nterfaces (
& mageHand! e,
&gEfi Dri ver Fam | yOverri dePr ot ocol Qui d,
&gAbcDri ver Fam | yOverri de,
NULL
DE
ASSERT_EFI _ERRCR (Status);

return Status;



7.3 Adding the Driver Supported EFI Version Protocol Feature

This feature provides information on the version of the UEFI Specification to which the UEFI Driver
conforms. The version information follows the same format as the version field in the EFI System Table.
This feature is required for UEFI Drivers on PCl and other plug in cards.

There are no EDK Il library functions to help install the Driver Supported EFI Version Protocol. Instead,
the UEFI Driver requiring this feature must install the Driver Supported EFI Version Protocol using the
UEFI Boot Service InstallMiltipleProtocol Interfaces() . A UEFI Driver must install, at most, one instance of this
protocol and, if it is produced, it must be installed onto the ImageHandle. This protocol is composed of
only data fields, so no functions need be implemented to complete its implementation. Example 94,
below, expands Example 93, above, and adds a Driver Supported EFI Version Protocol instance to
ImageHandle. The Driver Supported EFI Version Protocol instance in this example specifies that this UEFI
Driver follows the UEFI 2.3.1 Specification.

Example 94-Driver Supported EFI Version Protocol Feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Dri verBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nane2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

#i ncl ude <Protocol /Driver Support edEf i Ver si on. h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#define ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI ON,

bé

Q.CBAL_REMDVE | F_UNREFERENCED

EFI _ COVPONENT_NAME_PROTOOCL gAbcConponent Nanme = {
( EFI _COVPCNENT_NAME _GET_DR VER NAME) AbcGet Dri ver Narre,
( EFI _COVPCNENT_NAME_GET_CONTRCLLER NAME) AbcGet Control | er Narre,
"eng"

b

GLCBAL_REMDVE | F_UNREFERENCED

EFl _ COVPONENT_NAME2_PROTOCCL gAbcConponent Nane2 = {
AbcGet Dri ver Narre,
AbcGet Cont rol | er Narre,
"en®

b

Q.CBAL_REMDVE_| F_UNREFERENCED

EFl _DR VER_SUPPCRTED_EFI _VERSI ON_PROTOOCL gAbcDri ver Support edEf i Versi on = {
si zeof (EFlI _DR VER SUPPORTED EFI _VERS| ON_PROTOOQL) ,
EFl _2_31_SYSTEM TABLE REVI SI ON

h

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

{
EFl _STATUS Status;



Il
/1 Install Driver Supported EFl Version Protocol onto |nmageHandl e
/1l
Status = gBS->Install Mil tipl eProtocol I nterfaces (
& mageHand! e,
&gEf i Dri ver Suppor t edEf i Ver si onPr ot ocol Qui d,
& gAbcDri ver Suppor t edEf i Versi on,
NULL
)i
ASSERT_EFI _ERRCR (Status);

11
/'l Install driver nodel protocol(s) on | nageHandl e
Il
Status = EfiLiblnstall DriverBi ndi ngConponent Nane2 (

| mageHandl e, /'l 1 mageHand| e

Syst entrabl e, /'l Systeniabl e
&gAbcDr i ver Bi ndi ng, /1 DriverBinding

| mageHand| e, /1 DriverBi ndi ngHandl e
&gAbcConponent Nane, /1 Conponent Nane
&gAbcConponent Nane2 /1 Conponent Nane2

DB
ASSERT_EFI _ERROR (Status);

return Status;



7.4 Adding HII Packages Feature

Hll packages provide strings, fonts, and forms that allow users (such as IT administrators) to change
the configuration of UEFI managed devices. These HIl packages are required only if a driver must
provide the ability for a user to change configuration settings for a device. A UEFI Driver registers Hll
packages in the HIl Database.

The Image Services and the Human Interface Infrastructure Overview sections of the UEFI Specification
define a method for HIl packages associated with a UEFI Driver to be automatically installed as a
protocol on ImageHandle when the UEFI Driver is loaded using the UEFI Boot Service Loadimage() . The HIl
packages are stored in a resource section of the PE/COFF image. The driver entry point of a UEFI Driver
is responsible for looking up the HIl Package List on ImageHandle and registering that list of HIl
packages into the HIl Database. The example below shows an example of a driver entry point that
performs such a registration process.

Example 95-HII Packages feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /H i Dat abase. h>

#i ncl ude <Protocol / H i PackageLi st. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ DebugLi b. h>

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

EFl _STATUS Stat us;

EFl _H | _PACKAGE_LI ST_HEADER *PackagelLi st Header ;
EFl _H | _DATABASE PROTOOCL *H i Dat abase;

EFl _H | _HANDLE H i Handl e;

/1l
I/l Retrieve HI| Package List Header on | mageHandl e
11l
Status = gBS >(penProt ocol (
| mageHand! e,
&gEfi H i PackageLi st Prot ocol Qui d,
(VA D **) &ackagelLi st Header ,
| mageHandl! e,

EFl _CPEN _PROTOOOL_GET_PROTOOCOL
)
ASSERT_EFI _ERRCR (Status);

/1l
/!l Retrieve the pointer to the UEFI H | Database Protocol
11l
Status = gBS->Locat eProtocol (
&gEfi H i Dat abasePr ot ocol Qui d,
(va D **)&H i Dat abase
)i
ASSERT_EFI _ERRCR (Status);

/1l
/l Register list of HI packages in the HI Database
11l
Status = H i Dat abase- >NewPackageLi st (
H i Dat abase,
PackagelLi st Header,



&H i Handl e
)i
ASSERT_EFI _ERROR (Status);

return EFl _SUCCESS;
}

The EDK Il provides a simple way for a UEFI Driver to declare that Hll packages are provided by setting
UEFI_H | _RESOURCE SECTICN tO0 TRE in the [Defines] section of the INF file. This informs an EDK Il build that the
UEFI Driver implementation provides UNI and VFR source files that must be converted into HIl packages
stored in the PE/COFF resource section of the UEFI Driver image. See Chapter 12 for more details on the
implementation of UNI and VFR files. The following example shows the INF file that defines

UEFI _H | _RESOURCE SECTICN to TRE . See Section 30.3 for more details on UEFI Driver INF files and Appendix A
for a complete template of the INF file for a UEFI Driver.

Example 96-UEFI Driver INF File with HIl Packages feature

[ Defi nes]
I NF_VERSI ON = 0x00010005
BASE_NAME = AbcDriver H i Package
FILE GJ D = 0EA474237- D123- 40c2- A585- CD46279879D4
MCDULE_TYPE = UEFI _DR VER
VERSI ON_STR NG =10
ENTRY_PQ NT = AbcDri ver Ent r yPoi nt

UEFI _H | _RESCURCE_SECTI ON = TRUE

[ Sour ces]
Abc. c
AbcStrings. uni
AbcFor ns. vfr

[ Packages]
MlePkg/ MlePkg. dec

[ Li braryd asses]
Uef i Dri ver Ent ryPoi nt

[ Prot ocol s]
gEfi H i PackageLi st Prot ocol Qui d gEfi H i Dat abasePr ot ocol Qui d



7.5 Adding HII Config Access Protocol Feature

This protocol provides the services to save and restore configuration settings for a device. For drivers
following the UEFI Driver Model, this protocol is typically installed in the Driver Binding Protocol start()
function for each device the driver manages. Only UEFI Drivers not following the UEFI Driver Model would
install this protocol in the driver entry point. As a result, only the Service Drivers and Root Bridge Drivers
required to save and restore configuration settings can install the HIl Config Access Protocol in the
driver entry point.

There are no EDK I library functions to help install the HIl Config Access Protocol. Instead, the UEFI
Driver requiring this feature must install the HIl Config Access Protocol using the UEFI Boot Service
Instal | Mil tipl eProtocol Interfaces() . Example 97, below, expands Example 96, above, and adds an HIl Config
Access Protocol instance to ImageHandle.

Example 97-HII Config Access Protocol Feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /H i Confi gAccess. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ DebugLi b. h>

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _H | _CONFI G ACCESS_PROTOOCL gAbcH i Confi gAccess = {
AbcExtract Confi g,
AbcRout eConfi g,
AbcRout eCal | back

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

EFl _STATUS Status;

Il
// Install HI Config Access Protocol onto |nageHandl e
Il
Status = gBS->Instal | Ml tipl eProtocol I nterfaces (
& mageHand! e,
&gEf i H i Conf i gAccessPr ot ocol Qui d,
&AbcH i Confi gAccess,

)
ASSERT_EFI _ERRCR (Status);

return Status;



7.6 Adding the Unload Feature

Any UEFI driver can be made unloadable. This feature is useful for some driver categories, but it may not
be useful at all for other driver categories. It does not make sense to add the unload feature to an
initializing driver because this category of driver already returns an error from the driver entry point,
which forces the UEFI Image Services to automatically unload the initializing driver.

Similarly, it usually doesn't make sense for root bridge drivers or service drivers to add the unload
feature. These categories of driver typically produce protocols consumed by other UEFI drivers to
produce basic console functions and boot device abstractions. If a root bridge driver or a service driver
is unloaded, any UEFI driver using the protocols from those drivers would start to fail. If a root bridge
driver or service driver guarantees that it is not being used by any other UEFI components, they may be
unloaded without any adverse side effects.

Still, the wiload() function can be very helpful. It allows the "unload" command in the UEFI Shell to
completely remove a UEFI driver image from memory and remove all of the driver's handles and
protocols from the handle database. If a driver is suspected of causing a bug, it is often helpful to
"unload" the driver from the UEFI Shell and then run tests knowing that the driver is no longer present
in the platform. In these cases, the Unload() feature is superior to simply stopping the driver with the
disconnect UEFI Shell command. If a driver is just disconnected, the UEFI Shell commands "connect" and
"reconnect" may inadvertently restart the driver.

The unload feature is also very helpful when testing and developing new versions of the driver. The old
version can be completely unloaded (removed from the system) and new versions of the driver, even
those having the same version number, can safely be installed in the system without concern the older
version of the driver may be invoked during the next connect or reconnect operation.

Be mindful that, because uwload() completely removes the driver from system memory, it might not be
possible to load it back into the system in the same session. For example, if the driver is stored in
system firmware or in a PCl option ROM, no method may be available for reloading the driver without
completely rebooting the system.

The uwload() service is one of the fields in the Er_LoaDED | MaGE_PROTOOOL . This protocol is automatically
created and installed when a UEFI image is loaded with the EFlI Boot Service Loadimage() . When the

EFl _LOADED | MAGE_PROTCOOL IS created by Loadimage() , the wiload() service is initialized to NuL . It is the driver
entry point's responsibility to register the wiload() function in the ErF_LoADED | MAGE_PROTOOOL .

It is recommended that UEFI drivers following the UEFI driver model add the unload feature. It is very useful
during driver development, driver debug, and system integration. It is strongly recommended that this
service remain in drivers for add-in adapters to help debug interaction issues during system integration.

Example 98, below, shows the same driver entry point from Example 89 (earlier in this section) with the
unload feature added. Example 98 shows only a template for the wioad() function because the
implementation of this service varies from driver to driver. The wioad() service is responsible for
cleaning up everything the driver has done since initialization. This responsibility means that the
nload() service should do the following:

e Free anyresources that were allocated.
e Remove any protocols that were added.
e Destroy any handles that were created.

If the wload() service does not want to unload the driver at the time the wload() Service is called, it
may return an error and not unload the driver. The only way a driver can actually be unloaded is by
ensuring that the wioad() service has been registered in the Eer_LoweD MG PROTO0CL and that it returns
EFl _SUCCESS .



Example 98-Add the Unload feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nane2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>
#i ncl ude <Li brary/ Uefi Li b. h>

#i ncl ude <Li brary/ DebugLi b. h>

#define ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBi nding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC VERSI O\,

}

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _COVPONENT_NAME_PROTOOCL gAbcConponent Name = {
( EFI _COVPCNENT_NAME_GET_DR! VER NAME) AbcGet Dri ver Narre,
( EFI _COVPCNENT_NAME_GET_CONTRCLLER NAME) AbcGet Cont rol | er Narre,
"eng"

}

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _ COVPONENT_NAME2_PROTOOCL gAbcConponent Nane2 = {
AbcCet Dri ver Nane,
AbcCet Cont rol | er Nane,
"en®

}

EFl _STATUS EFI API
AbcUnl oad

return EFl _SUCCESS;

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

EFl _STATUS Status;

11l

/1 Install driver nodel protocol(s).

/1l

Status = EfiLiblnstallDriverBi ndi ngConponent Nare2 (

| mageHand! e, /1 1 mageHand| e

Syst enTabl e, /'l SystenTabl e
&AbcDri ver Bi ndi ng, /1 DriverBindi ng

| mageHand! e, /1 DriverBi ndi ngHandl e

&gAbcConponent Nane, /' Conponent Narme
&gAbcConponent Nare2 /1 Conponent Nane2
)i

ASSERT_EFI _ERROR (Status);

return Status;



The EDKIl provides an easy method to declare the name of the UEFI driver-specific unload() function in
the [mefines] section of the INF file for the UEFI Driver. Example 99, below, shows the INF file that defines
UNOAD | MAGE to the Abcnload() function shown in the previous example. The specified wload() function
automatically registers in the er_LoweD | Mce PROTCOOL before the entry point of the UEFI Driver is called.
See Section 30.3 for more details on UEFI Driver INF files and Appendix A for a complete template of the
INF file for a UEFI Driver.

Example 99-UEFI Driver INF File with Unload feature

[ Def i nes]
| NF_VERSI ON = 0x00010005
BASE_NAMVE = Abc
FILE QU D = DAB7D340- 15Q0- 4824- 9BF3- D52286674BEF
MODULE _TYPE = UEFI _DR VER
VERSI ON. STRING = 1.0
ENTRY_PQ NT = AbcDri ver Ent ryPoi nt

UNLQAD | MAGE = Abcnl oad

[ Sour ces]
Abc. c

[ Packages]
MilePkg/ MiePkg. dec

[ Li braryd asses]
Uef i Dri ver Ent ryPoi nt
Uef i Boot Ser vi cesTabl eLi b
UefiLib
DebugLi b
Menor yAl | ocat i onLi b

Example 100, below, shows one possible implementation of the wiload() function for a UEFI driver
following the UEFI driver model. It finds all the devices it manages and disconnects the driver from those
devices. Next, the protocol interfaces installed in the driver entry point must be removed. The example
shown here matches the driver entry point from Example 98, above. There are many possible algorithms
that can be implemented in the uwload() service. A driver may choose to be unloadable if, and only if, it
is not managing any devices at all. A driver may also choose to keep track of the devices it is managing
internally so it can selectively disconnect itself from those devices when it is unloaded.

Exampl e 100-UEFI Driver Model Unload Feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Driver Bi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Narre2. h>

#i ncl ude <Pr ot ocol / Conponent Narre. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFl _STATUS EFI APl

EFl _STATUS Status;

EFl _HANDLE *Handl eBuffer;
U NTN Handl eCount ;
U NTN | ndex;

Status = gBS- >Locat eHand| eBuf f er
A | Handl es,



&Handl eCount ,
&Hand| eBuf f er
):
if (EFI_ERRCOR (Status)) {
return Status;

Il
/1 D sconnect the current driver fromhandles in the handl e database
Il
for (Index = 0;
I ndex < Handl eCount; |ndex++) {
Status = gBS->D sconnect Control ler (
Handl eBuf f er [ | ndex] ,

gl mageHand! e,
NULL
)
}
11
/1l Free the array of handl es
11l

FreePool (Handl eBuffer);

/1

// Uninstall protocols installed in the driver entry point

/1

Status = gBS->Uninstal | Mil tipl eProtocol I nterfaces (
| mageHand! e,
&gEf i Dri ver Bi ndi ngPr ot ocol Qui d,
&gAbcDri ver Bi ndi ng,
&gEf i Conponent NanePr ot ocol Qui d,
&gAbcConponent Nane,
&gEf i Conponent Narme2Pr ot ocol Qui d,
&gAbcConponent Nane2,
NULL
)i

if (EFI_ERRCOR (Status)) {

return Status;

Il
/1 Do any additional cleanup that is required for this driver
Il

return EFl _SUCCESS;



7.7 Adding the Exit Boot Services feature

Some UEFI drivers may need to put their devices into a quiescent state or a known state prior to
booting an operating system. This case is considered to be very rare because the OS-present drivers
should not depend on a UEFI driver running at all. Not depending on a running UEFI driver means that
an OS-present driver should be able to handle the following:

e Adevice in its power-on reset state

e Adevice that was recently hot added while the OS is running

e Adevice that was managed by a UEFI driver up to the point the OS was booted
e Adevice that was managed for a short period of time by a UEFI driver

In the rare case when a UEFI driver is required to place a device in a quiescent or known state before
booting an operating system, the driver can use a special event type called an Exit Boot Services event.
This event is signaled when an OS loader or OS kernel calls the UEFI boot service ExitBoot Services() . This
call is the point in time where the system firmware still owns the platform, but the system firmware is
just about to transfer system ownership to the operating system. In this transition time, no
modifications to the UEFI memory map are allowed (see the Image Services section of the UEFI
Specification). This requirement means that the notification function for an Exit Boot Services event is
not allowed to directly or indirectly allocate or free and memory through the UEFI memory services.

Examples from the EDK Il that use this feature are the PCl device drivers for USB Host Controllers. Some
USB Host Controllers are PCl Bus Masters that continuously access a memory buffer to poll for operation
requests. Access to this memory buffer by a USB Host Controller may be required to boot an operation
system, but this activity must be terminated when the OS calls ExitBootServices() . The typical action in the
Exit Boot Services Event for these types of drivers is to disable the PCl bus master and place the USB
Host Controller into a halted state

Example 101, below, shows the same example as in Example 100, above, but an Exit Boot Services
event is also created. The template for the notification function for the Exit Boot Services event is also
shown. This notification function typically contains code to find the list of device handles that the driver
is currently managing, and it then performs operations on those handles to make sure they are in the
proper OS handoff state. ReRmember that no memory allocation or free operations can be performed
from this notification function.

Example 101-Adding the Exit Boot Services feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nare2. h>

#i ncl ude <Prot ocol / Conponent Narre. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#def i ne ABC_VERSI ON 0x10

EFI _EVENT nExi t Boot Servi cesEvent =

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,



AbcStart,
AbcSt op,
ABC_VERSI O\,
NULL,
NULL

e

Il
/1 Conponent Nane Protocol [nstance
11
GLCBAL_REMOVE | F_UNREFERENCED
EFI _COVPONENT_NAME_PROTOOCL gAbcConponent Name = {
( EFI _COVPCNENT_NAME_CGET_DRI VER _NAME) AbcCet Dri ver Nane,
( EFI _COVPCNENT_NAME_CGET_CONTRCLLER NAME) AbcCet Control | er Nane,

Il

/1 Conponent Nane 2 Protocol |nstance

11

QLCBAL_REMOVE | F_UNREFERENCED

EFl _ COVPONENT_NAME2_PROTOOCL gAbcConponent Nane2 = {
AbcCet Dri ver Nane,
AbcCet Cont rol | er Nane,
"en

bs

Vva D

EFl APl

AbcNot i fyExi t Boot Servi ces (
IN EFl _EVENT Event,
IN VA D * Cont ext
)

Il

/1 Put driver-specific actions here.

/1 No EFl Menory Service nmay be used directly or indirectly.
11l

}

EFl _STATUS

EFl APl

AbcDri ver Ent ryPoi nt (
I'N EFl _HANDLE | mageHandl! e,
I N EFl _SYSTEM TABLE *Syst enilabl e
)

{

EFl _STATUS Status;

Il
/I Create an Exit Boot Services event.
/1l
Status = gBS >QOreateEvent (
EVT_SI GNAL_EXI T_BOOT_SERMI CES, /1l Type

TPL_NOTI FY, /1 NotifyTpl
AbcNot i f yExi t Boot Ser vi ces, /1 NotifyFunction
NULL, /1 NotifyContext
&nExi t Boot Ser vi cesEvent /1 Event

)i

ASSERT_EFI _ERROR (Status);

11l

/1 Install driver nodel protocol (s).

11l

Status = EfiLiblnstall DriverBi ndi ngConponent Nane2 (

| mageHandl e, /1 | mageHandl e

Syst enrabl e, /'l SystenTabl e
&AbcDri ver Bi ndi ng, /1 DriverBindi ng

| mageHandl e, /1 DriverBi ndi ngHandl e
&gAbcConponent Nane, /1 Conponent Nane
&gAbcConponent Nane2 /1 Conponent Nane2

D



ASSERT_EFI _ERRCR (Status);

return Status;

If a UEFI driver supports both the unload feature and the Exit Boot Services feature, the uwload()
function must close the Exit Boot Services event by calling aoseevent() . This event is typically declared as
a global variable so it can be easily accessed from the uwiload() function. The following example is the
same as the previous example, except the entry point looks up the Er_LOADED | MAGE PROTOOOL associated
with ImageHandle and registers the wiload() function called abcunioad() . Abcinload() closes the event
created in the driver entry point using the UEFI Boot Service a oseEvent() .

Example 102-Add the Unload and Exit Boot Services event features

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Pr ot ocol / Conponent Nane2. h>

#i ncl ude <Pr ot ocol / Conponent Nane. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#define ABC_VERSI ON 0x10

Il

// Qobal variable for Exit Boot Services event
Il

EFlI _EVENT nExi t Boot Servi cesEvent = ;

Il
/1 Driver Binding Protocol |nstance
11
EFl _DR VER Bl NDI NG PROTOOCL gAbcDri ver Binding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC _VERSI O\,

bé

/1l

/1 Conponent Nane Protocol [nstance

/1l

QLCBAL_REMOVE | F_UNREFERENCED

EFl _COVPONENT_NAME_PROTOOCL gAbcConponent Nanme = {
( EFl _COVPONENT_NAME _GET_DR VER NAME) AbcGet Dri ver Nane,
( EFl _COVPONENT_NAME GET_CONTRCLLER NAME) AbcGet Control | er Nane,
"eng"

b

11l

/1 Conponent Nane 2 Protocol |nstance

/1l

Q.CBAL_REMDVE_| F_UNREFERENCED

EFl _COVPONENT_NAME2_PROTOCOL gAbcConponent Nane2 = {
AbcGet Dri ver Narre,
AbcGet Cont rol | er Narre,
"en®

b

Vva D
EFl APl
AbcNot i f yExi t Boot Ser vi ces



Il

/] Put driver-specific actions here.

/1 No EFl Menory Service may be used directly or indirectly.
Il

EFl _STATUS EFI API
AbcUnl oad (
IN EFl _HANDLE | mageHand| e

)
EFl _STATUS Stat us;

/1

/1 Uninstall protocols installed in the driver entry point

11l

Status = gBS->Uninstal | Mil tipl eProtocol I nterfaces (
| mageHand! e,
&gEf i Dri ver Bi ndi ngPr ot ocol Qui d,
&gAbcDr i ver Bi ndi ng,
&gEf i Conponent NanmePr ot ocol Qui d,
&gAbcConponent Nane,
&gEf i Conponent Nane2Pr ot ocol Qui d,
&gAbcConponent Nane2,
NULL
)8

if (EFI_ERRCR (Status)) {

return Status;

11

/] dose Exit Boot Services event created in the driver entry point
11

gBS->0 oseEvent (nExit Boot Servi cesEvent);

return EFl _SUCCESS;

}

EFl _STATUS

EFI APl

AbcDri ver Ent ryPoi nt (
I'N EFl _HANDLE | mageHandl! e,
I N EFl _SYSTEM TABLE *Syst enTabl e
)

{

EFl _STATUS Status;
Il
/I Create an Exit Boot Services event.
Il
Status = gBS >QO eat eEvent (
EVT_SI GNAL_EXI T_BOOT_SERMI CES, // Type

TPL_NOTI FY, /1 NotifyTpl
AbcNot i f yExi t Boot Ser vi ces, /1 NotifyFunction
NULL, /1 NotifyContext
&nExi t Boot Ser vi cesEvent /'l Event

)s

ASSERT_EFI _ERROR (Stat us);

Il

/1 Install driver nodel protocol(s).

Il

Status = EfiLiblnstallDriverBi ndi ngConponent Name2 (

| mageHand! e, /1 1 mageHandl e

Syst enTabl e, /1 SysteniTabl e
&gAbcDr i ver Bi ndi ng, /1 DriverBinding

| mageHand! e, /1 DriverBi ndi ngHandl e
&gAbcConponent Nane, /| Conponent Nare
&gAbcConponent Nane2 /| Conponent Nanme2

)i

ASSERT_EFI _ERRCR (Status);

return Status;
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7.8 Initializing Driver entry point

The example below shows an initializing driver called abc . This driver initializes one or more components
in the platform and exits. It does not produce any services that are required after the entry point has
been executed. This type of driver returns an error from the entry point so the driver is unloaded by the
UEFI image services. An initializing driver never registers an uwload() service because an initializing driver
is always unloaded after the driver entry point is executed. This type is typically used by OEMs and IBVs
to initialize the state of a hardware component in the platform such as a processor or chipset
component.

Example 103-Initializing driver entry point

#i ncl ude <Uefi.h>

EFl _STATUS
EFI APl
AbcDri ver Ent r yPoi nt

Il
/1 Performsone platforminitialization operations here
Il

return EFl _ABCRTED;



7.9 Service Driver entry point

A service driver produces one or more protocol interfaces on the driver's image handle or on newly
created handles. The example below, shows the Decompress Protocol being installed onto the driver's
image handle. A service driver may produce an uwiload() Service, and that service would be required to
uninstall the protocols that were installed in the driver's entry point.

Caution: The wload() service for a service driver may be a dangerous operation because there is no
way for the service driver to know if the protocols that it installed are being used by other UEFI
components. If the service driver is unloaded and other UEFI components are still using the protocols
that were produced by the unloaded driver, then the system is likely to fail.

Example 104-Service driver entry point using image handle

#i ncl ude <Uefi.h>
#i ncl ude <Pr ot ocol / Deconpr ess. h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

Il

/1 Deconpress Protocol instance

11

EFl _DECOWPRESS_PROTOOCL gAbcDeconpress = {
AbcCet | nf o,
AbcDeconpr ess

h

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

Il

/1 Install Deconpress Protocol onto UEFI Driver's |mageHandl e
Il
return gBS->Install Ml tipleProtocol I nterfaces (

& mageHand! e,

&gEf i Deconpr essPr ot ocol Qui d,

&yAbcDeconpr ess,

)s

A service driver may also install its protocol interfaces onto one or more new handles in the Handle
Database. The following example shows a template for a service driver called ac that produces the
Decompress Protocol on a new handle.

Example 105-Service driver entry point creating new handle

#i ncl ude <Uefi.h>
#i ncl ude <Prot ocol / Deconpr ess. h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

Il

/1 Handl e for the Deconpress Protocol
Il

EFl _HANDLE gAbcDeconpr essHandl e =



EDK Il Driver Writer's Guide for UEFI 2.3.1[ DRAFT]

11l

/1 Deconpress Protocol instance

11

EFl _DECOWPRESS_PROTOOCL gAbcDeconpress = {
AbcGet I nf o,
AbcDeconpr ess

bs

EFI _STATUS

EFI API

AbcDri ver Ent ryPoi nt (
I'N EFl _HANDLE | mageHand| e,
I N EFl _SYSTEM TABLE *Syst eniabl e
)

/11
/'l Install Deconpress Protocol onto a new handl e
11
return gBS->Install Mil tipl eProtocol I nterfaces (
&gAbcDeconpr essHandl e,
&gEf i Deconpr essPr ot ocol Qui d,
&gAbcDeconpr ess,
NULL

DE
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7.10 Root bridge driver entry point

Root bridge drivers produce handles and software abstractions for the bus types directly produced by a
core chipset. The PCl Root Bridge I/O Protocol is an example of a software abstraction for root bridges
that is defined in the PCI Bus Support chapter of the UEFI Specification.

UEFI drivers that produce root bridge abstractions do not follow the UEFI driver model. Instead, they
initialize hardware and directly produce the handles and protocols in the driver entry point. Root bridge
drivers are slightly different from service drivers in the following ways:

e Root bridge drivers always creates new handles.
e It installs a software abstraction for each root bridge, such as the PCI Root Bridge I/O Protocol

e It installs a Device Path Protocol for each root bridge that describes the programmatic path to the
root bridge device.

A root bridge driver may register an wload() service, and that service would be required to uninstall the
protocols that were installed in the driver's entry point.

Caution: The wiload() service for a root bridge driver may be a dangerous operation because there is
no way for the root bridge driver to know if the protocols it installed are being used by other UEFI
components. If the root bridge driver is unloaded and other UEFI components are still using the
protocols that were produced by the unloaded driver, then the system is likely to fail.

The example, below shows an example of a root bridge driver that produces one handle for a system
with a single PClroot bridge. A Device Path Protocol with an ACPIl device path node and the PCl Root
Bridge I/O Protocol are installed onto a newly created handle. The ACPI device path node for the PClroot
bridge must match the description of the PClroot bridge in the ACPI table for the platform.

In this example, the Device Path Protocol and PCl Root Bridge I/O Protocol are declared as global
variables. Additional private data may need to be required to properly manage a PClroot bridge.

Example 106-Single PCI root bridge driver entry point

#i ncl ude <Uefi.h>

#i ncl ude <Prot ocol / Devi cePat h. h>

#i ncl ude <Prot ocol / Pci Root Bri dgel 0. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ Devi cePat hLi b. h>

I
/1l Structure defintion for the device path of a PO Root Bridge
I/
typedef struct {
ACPI _H D_DEVI CE_PATH Acpi Devi cePat h;
EFI _DEVI CE_PATH PROTOOCL EndDevi cePat h;
} EFI_PQ _ROOT_BR DGE_DEVI CE_PATH

[/

// Handl e for the PO Root Bridge

//

EFl _HANDLE gAbcPci Root Bri dgel oHandl e =

Il

/1 Device Path Protocol instance for the PO Root Bridge

/1l

EFl _PA _ROOT_BR DGE_DEVI CE_PATH gAbcPci Root Bri dgel oDevi cePath = {



ACPI _DEVI CE_PATH /'l Type
ACPI _DP, /'l Subtype
(U NT8) (si zeof (ACPI_H D _DEVI CE_PATH)), /'l Length | ower
(U NT8) ((si zeof (ACPI_H D DEMI CE PATH)) >> 8), // Length upper
El SA PNP_I D (0x0A03), /I HD
0 /1 UD

b

{
END_DEVI CE_PATH_TYPE, /'l Type
END_ENTI RE_DEVI CE_PATH_SUBTYPE, /'l Subtype
END_DEVI CE_PATH_LENGTH, /1 Length
0 /'l Length

}

b8

I

/1 PA Root Bridge I/O Protocol instance for the PO Root Bridge
Il

EFl _PA _ROOT_BR DGE_| O PROTOOOL gAbcPci Root Bridgel o = {

NULL, /1 Parent Handl e
AbcPci Root Bri dgel oPol | Mem /1 Pol | Mend()
AbcPci Root Bri dgel oPol | | o, /'l Pollo()
{
AbcPci Root Bri dgel oMenRead, /'l Mem Read()
AbcPci Root Bri dgel oMenWVi te Il MemWite()
h
{
AbcPci Root Bri dgel ol oRead, /'l 1o.Read()
AbcPci Root Bri dgel ol oWi te, Il 1To.Wite()
h
{
AbcPci Root Bri dgel oPci Read, /'l Pci.Read()
AbcPci Root Bri dgel oPci Wi te, Il Pci.Wite()
h
AbcPci Root Bri dgel oCopyMem /1 CopyMen()
AbcPci Root Bri dgel oMap, /1 Map()
AbcPci Root Bri dgel oUnmap, /1 Unnmap()
AbcPci Root Bri dgel oAl | ocat eBuf fer, /1 Al ocateBuffer()
AbcPci Root Bri dgel oFr eeBuf f er, /'l FreeBuffer()
AbcPci Root Bri dgel oFl ush, /'l Fl ush()
AbcPci Root Bri dgel oGet At tri but es, Il GetAttributes()
AbcPci Root Bri dgel oSet Attri but es, /1 SetAttributes()
AbcPci Root Bri dgel oConf i gurati on, /'l Configuration()
0 /1 Segrent Nunber
IE
EFl _STATUS
EFI API
AbcDri ver EntryPoi nt (
I'N EFl _HANDLE | rageHandl e
I'N EFl _SYSTEM TABLE *SystenTabl e
)
{

Il
/1 PerformPCO Root Bridge initialization operations here
Il

Il

/1 Install the Device Path Protocol and PO Root Bridge |/O Protocol

/1 onto a new handl e.

Il

return gBS->Install Mil tipl eProtocol I nterfaces (
&gAbcPci Root Br i dgel oHandl e,
&gEf i Devi cePat hPr ot ocol Qui d,
&gAbcPci Root Bri dgel oDevi cePat h,
&gEf i Pci Root Bri dgel oPr ot ocol Qui d,
&gAbcPci Root Bri dgel o,
NULL

DE



The example below, shows an example for a root bridge driver that produces four handles for a system
with four PCl root bridges. A Device Path Protocol with an ACPI device path node and the PCl Root Bridge
I/O Protocol are installed onto each of the newly created handles. The ACPI device path nodes for each
of the PClroot bridges must match the description of the PCl root bridges in the ACPI tables for the
platform.

In this example, the _UID field for the root bridges has the values of 0, 1, 2, and 3 However, there is no

requirement that the _UID field starts at 0 or that they are contiguous. The only requirement is that the
_UID field for each root bridge matches the _UID field in the ACPI table describing the same root bridge

controller.

Templates for the Device Path Protocol and PCl Root Bridge I/O Protocol are declared as global variables,
and copies of those global variable template are made for each PClroot bridge using the

Al ocat eCopyPool () function in the EDK Il library wenmoryAllocationLib . Additional private data may need to be
required to properly manage a group of PClroot bridges.

Example 107-Multiple PCI root bridge driver entry point

#i ncl ude <Uefi.h>

#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Protocol / Pci Root Bri dgel o. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

#i ncl ude <Li brary/ Devi cePat hLi b. h>

#i ncl ude <Li brary/ DebugLi b. h>

typedef struct {
ACPlI _H D DEVI CE_PATH Acpi Devi cePat h;
EFl _DEMV CE_PATH PROTOOOL EndDevi cePat h;
} EFl_PO _ROOT_BR DGE_DEVI CE_PATH

EFl _PQ _ROOT_BRI DGE_DEVI CE_PATH gAbcPci Root Bri dgel oDevi cePat hTenpl ate = {
{
ACP| _DEVI CE_PATH,
ACPI _DP,
(U NT8) (si zeof (ACPI_H D DEVI CE_PATH)),
(U NT8) ((sizeof (ACPI_H D DEVI CE_PATH) >> 8),
El SA PNP_ID ( ),

b

{
END_DEVI CE_PATH TYPE,
END_ENTI RE_DEVI CE_PATH_SUBTYPE,
END_DEVI CE_PATH LENGTH,

EFl _PA _ROOT_BR DCGE | O PROTCOCOL gAbcPci Root Bri dgel oTenpl ate = {
AbcPci Root Bri dgel oPol | Mem
AbcPci Root Bri dgel oPol | | o,
AbcPci Root Bri dgel oMenRead,
AbcPci Root Bri dgel oMenWi t e
}
{
AbcPci Root Bri dgel ol oRead,
AbcPci Root Bri dgel ol oWi te,



}

{

AbcPci Root Bri dgel oPci Read, /'l Pci . Read()
AbcPci Root Bri dgel oPci Wi te, Il Pci.Wite() }
AbcPci Root Bri dgel oCopyMem /'l CopyMen()

AbcPci Root Bri dgel oMap, /1 Nap()

AbcPci Root Bri dgel oUnnap, /'l Unmap()

AbcPci Root Bri dgel oAl | ocateBuffer, // AllocateBuffer()
AbcPci Root Bri dgel oFr eeBuf f er, /'l FreeBuffer()
AbcPci Root Bri dgel oFl ush, /'l F ush()

AbcPci Root Bri dgel oGet Attributes, // CGetAttributes()
AbcPci Root Bri dgel oSet Attributes, // SetAttributes()
AbcPci Root Bri dgel oConfiguration, // Configuration()
Il Segnent Nunber
h

EFl _STATUS
EFI API
AbcDri ver Ent ryPoi nt

{
EFl _STATUS St at us;
U NTN | ndex;
EFl _HANDLE NewHand! e;

EFI _PO_ROOT_BR DGE_DEVI CE_PATH *Devi cePat h;
EFI _PO_ROOT_BRI DGE_| O PROTACCL  *Pei Root Br i dgel o;

Il
/1 PerformPCO Root Bridge initialization operations here
Il

for (Index = 0;
Index < 4; Index++) {
Il
/1 Alocate and initialize Device Path Protocol
Il

Devi cePath = Al | ocat eCopyPool (
si zeof (gAbcPci Root Bri dgel oDevi cePat hTenpl at e) ,
&gAbcPci Root Br i dgel oDevi cePat hTenpl at e
DE

ASSERT (Devi cePath != )

Devi cePat h- >Acpi Devi cePat h. U D = (U NT32) | ndex;

Il
// Alocate and initialize PO Root Bridge |/O Protocol
Il
Pci Root Bri dgel o = Al | ocat eCopyPool (
si zeof (gAbcPci Root Bri dgel oTenpl ate),
&gAbcPci Root Bri dgel oTenpl at e
)i
ASSERT (Pci Root Bridgelo != );

Il
/1 Install the Device Path Protocol and PO Root Bridge |/O Protocol
/1 onto a new handl e.

Il

NewHandl e = 8

Status = gBS->Instal | Mil tipleProtocol Interfaces (
&N\ewHand! e,
&gEf i Devi cePat hPr ot ocol Qui d,
Devi cePat h,
&gEf i Pci Root Bri dgel oPr ot ocol Qui d,
Pci Root Bri dgel o,
)i

ASSERT_EFI _ERRCR (Status);

}
return EFl _SUCCESS;
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7.11 Runtime Drivers

UEFI Runtime Drivers are not common. If a UEFI Driver does not need to provide services after

Exi t Boot Servi ces() , the UEFI Driver should not use the techniques described in this section. The best
example of a runtime driver following the UEFI driver model is an UNDI driver providing services for a
network interface controller (NIC).

A UEFI Runtime Driver provides services that are available after &xitBootServices() has been called. UEFI
Drivers of this category are much more difficult to implement and validate because they are required to
execute in both the pre-boot environment, where the system firmware owns the platform, and in the
post-boot environment, where an operating system owns the platform.

An OS may choose to execute in a virtual addressing mode and, as a result, may prefer to call firmware
services provided by UEFI Runtime Drivers in a virtual addressing mode. A UEFI Runtime Driver must not
make any assumptions about the type of operating system to be booted, so the driver must always be
able to switch from using physical addresses to using virtual addresses if the operating system calls
Set Vi rt ual Addr essMap() .

In addition, because all memory regions marked as boot services memory in the UEFI memory map are
converted to available memory when the OS boots, a UEFI Runtime Driver must allocate memory buffers
required by the services provided after ExitBootServices() in order to be allocated from runtime memory.

A UEFI Runtime Driver typically creates the following two events so the driver is notified when these
important transitions occur:

e Exit Boot Services event
e Set Virtual Address Map event

The Exit Boot Services event is signaled when the OS loader or OS kernel calls ExitBoot Services() . After
this point, the UEFI driver is not allowed to use any of the UEFI boot services. The UEFI runtime services
and services from other runtime drivers are still available.

The Set Virtual Address Map event is signaled when the OS loader or OS kernel calls SetVirtual Addressmip() .
If this event is signaled, the OS loader or OS kernel requests that all runtime components be converted
from their physical address mapping to the virtual address mappings that are then passed to

Set Vi rtual AddressMap() .

The UEFI firmware below the UEFI Driver performs most of the work here by relocating all the UEFI
images from their physically addressed code and data segments to their virtually addressed code and
data segments. However, the UEFI frmware below the UEFI Driver is not aware of runtime memory
buffers have been allocated by a UEFI Runtime Driver. UEFI firmware below the UEFI Driver is also not
aware if there are any pointer values within those allocated buffers that must be converted from
physical addresses to virtual addresses.

Caution: The notification function for the Set Virtual Address Map event is required to use the

UEFI Runtime Service convertointer() to convert all pointers in global variables and allocated runtime
buffers from physical address to virtual addresses. This code may be complex and difficult to get correct
because, at this time, no tools are available to help know when all the pointers have been converted.
When not done correctly, the only symptom noticed may be that the OS crashes or hangs due to a
condition in the middle of a call to a service produced by a runtime driver.



Note: The algorithm to convert pointers can be especially complex if the UEFI

_Runtime Driver manages linked lists or nested structures. The setVirtual Addressvap() event executes in
physical mode, so all linked list and structure traversals must be performed with the physical versions of
the pointer values. Once a pointer value is converted from a physical address to a virtual address, that
pointer value cannot be used again within the setvirtual Addressvap() event. The typical approach is to
convert the pointers to the leaf structures first and work towards the root.

The following example shows the driver entry point for a UEFI Runtime Driver that creates an Exit Boot
Services event and a Set Virtual Address Map event. These events are typically declared as global
variables. The notification function for the Exit Boot Services event sets a global variable gaRntine to
TRE, allowing the code in other functions to know if the UEFI boot services are available or not. This
global variable is initialized to raLsE in its declaration. The notification function for the Set Virtual
Address Map event converts one global pointer from a physical address to a virtual address as an
example using a the Eiconvertrointer() function from the EDKIl library wefiRintineLib . A real driver might
have many more pointers to convert. In general, a UEFI Runtime Driver should be designed to reduce or
eliminate pointers that need to be converted to minimize the likelihood of missing a pointer conversion.

Example 108-UEFI Runtime Driver entry point

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ Uefi Runti meLi b. h>

#i ncl ude <Li brary/ DebugLi b. h>

EFlI _EVENT nExi t Boot Servi cesEvent = ;

EFI _EVENT nSet Vi rt ual Addr essMapEvent = ;

BOOLEAN gAt Runtine = FALSE;

VA D *gd obal Poi nter;

va b
EFI APl

{
gAtRuntime = TRUE

}

va b
EFl API

{
EFl _STATUS Status;



Status = Efi Convert Pointer (
EFl _CPTI ONAL_PTR,
(va D **) &d obal Poi nt er
)i

EFl _STATUS
EFl APl
AbcDri ver Ent r yPoi nt

{

EFl _STATUS Status;

/1l

I/l Create an Exit Boot Services event

/1l

Status = gBS >CreateEvent (
EVT_SI GNAL_EXI T_BQOOT_SERMVI CES, /'l Type
TPL_NOTI FY, Il NotifyTpl
AbcNot i f yExi t Boot Servi ces, /'l NotifyFunction

, /1 NotifyCont ext

&nExi t Boot Ser vi cesEvent /'l Event
)i

ASSERT_EFI _ERRCR (Status);

/1

/] Create a Set Virtual Address Map event

/1

Status = gBS >CreateEvent (
EVT_SI GNAL_VI RTUAL_ADDRESS CHANGE, // Type
TPL_NOTI FY, Il NotifyTpl
AbcNot i fySet Vi rt ual Addr essMap, /'l NotifyFunction

s /1 NotifyCont ext

&nBet Vi rt ual Addr essMapEvent /'l Event
)i

ASSERT_EFI _ERRCR (Status);

/1

/1 Performadditional driver initialization here

/1

return EFl _SUCCESS;

}

A UEFI Runtime Driver must have the required subsystem type in the PE/COFF image for the UEFI Boot
Service Loadinmage() to allocate memory for the code and data sections from runtime memory. In the EDK I
this is done by setting MmoWE TYPE in the [Defines] section of the INF file to pxe RUNTIME DR VER. In addition, a
MDULE_TYPE Of DXE_RUNTIME DR VER is required to have a [Depex] section in the INF file. UEFI Runtime Driver
must use the same [Depex] section contents. The example below shows the INF file for a UEFI Runtime
Driver with a mMopuE TYPE of DXE RNTIME DRVER and the required [Depex] section.

Example 109-UEFI Runtime Driver INF File

[ Defi nes]
I NF_VERSI ON = 0x00010005
BASE_NAME = AbcRunti neDri ver
FILE QU D = DBA3F14B- 8ED4- 438c- B7B7- FAF3F639B160
MDULE TYPE = DXE_RUNTI ME DR VER
VERSION STRING = 1.0
ENTRY_PQ NT = AbcDri ver Ent ryPoi nt
[ Sour ces]
Abc. c
[ Packages]

MiePkg/ MiePkg. dec



[ Li braryd asses]
Uef i Dri ver Ent ryPoi nt
Uef i Boot Ser vi cesTabl eLi b
Uefi Runti meLi b
DebugLi b

[ Depex]
gEf i BdsAr chPr ot ocol Gui d AND
gEf i OpuAr chPr ot ocol Qui d AND
gEf i Met r onormeAr chPr ot ocol Qui d AND
gEf i Monot oni cCount er Ar chPr ot ocol Qui d AND
gEf i Real Ti ned ockAr chProt ocol Quid AND
gEf i Reset ArchProt ocol Qui d AND
gEf i Runti meAr chProt ocol Qui d AND
gEfi Securi t yArchProt ocol Quid AND
gEfi Ti mer Ar chPr ot ocol Qui d AND
gEfi Vari abl eWi t eAr chProt ocol Quid AND
gEfi Vari abl eAr chProt ocol Quid AND
gEf i Wt chdogTi ner Ar chPr ot ocol Qui d

If a UEFI Runtime Driver also supports the unload feature, the uload() function must close the Exit Boot
Services and Set Virtual Address Map events by calling the UEFI Boot Service qosekvent() . These events

are typically declared as global variables so they can be easily accessed from the wiload() function. The
example below shows an unloadable runtime driver. It is the same as the previous example, except the

entry point looks up the er_LoweD ImcE PROTO0OL associated with ImageHandle and registers the Unload()

function called Abcunload() . Abcunload() closes the events that were created in the driver entry point using
the UEFI Boot Service d oseEvent() .

Example 110-UEFI Runtime Driver entry point with Unload feature

#i ncl ude <Uefi.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ Uefi Runti meLi b. h>

#i ncl ude <Li brary/ DebugLi b. h>

Il

/1l Aobal variable for Exit Boot Services event
Il

EFI _EVENT nExi t Boot Servi cesEvent = ;

11l

// Qobal variable for Set Virtual Address Map event
/1l

EFI _EVENT nSet Vi rt ual Addr essMapEvent = ;

11l

/1 Qobal variable updated when Exit Boot Services is signal ed
Il

BOCOLEAN gAt Runti me = FALSE;

/1

/1 Qobal pointer that is converted to a virtual address when
// Set Virtual Address Map is signal ed

/1l

VA D *gd obal Poi nter;

Vva D
EFl APl
AbcNot i f yExi t Boot Ser vi ces

gAtRuntimne = TRUE

va D



EFI API

AbcNot i fySet Vi rtual AddressMap (
IN EFl _EVENT Event,
IN VO D *Cont ext

)

EFl _STATUS Status;

Status = Efi Convert Pointer (
EFl _CPTI ONAL_PTR,
(va D **) &d obal Poi nt er
)i

EFl _STATUS EFI API

AbcUnl oad (
I'N EFl _HANDLE | nageHandl e
)

gBS- >0 oseEvent (nExitBoot Servi cesEvent);
gBS- >0 oseEvent (nBet Vi rtual AddressMapEvent);
return EFl _SUCCESS;

}

EFl _STATUS

EFl APl

AbcDri ver EntryPoi nt (
I'N EFl _HANDLE | mageHandl e,
I N EFl _SYSTEM TABLE *Systeniabl e
)

{

EFl _STATUS Status;

11l

/I Oreate an Exit Boot Services event.
11l

Status = gBS >QOreateEvent (

EVT_SI GNAL_EXI T_BOOT_SERMI CES, /1 Type

TPL_NOTI FY, /1 NotifyTpl
AbcNot i f yExi t Boot Ser vi ces, /1 NotifyFunction
NULL, /1 NotifyContext
&nExi t Boot Ser vi cesEvent /'l Event

DE

ASSERT_EFI _ERRCR (Status);

Il
/1 Create a Set Virtual Address Map event.
Il
Status = gBS >QO eateEvent (
EVT_SI GNAL_MI RTUAL_ADDRESS CHANGE, // Type

TPL_NOTI FY, /1 NotifyTpl
AbcNot i fySet Vi rt ual Addr essMap, /1 NotifyFunction
NULL, /1 NotifyContext
&nBet Vi rt ual Addr essVapEvent /'l Event

)i

ASSERT_EFI _ERRCR (Status);

Il

/1 Performadditional driver initialization here
Il

return EFl _SUCCESS;



8 Private Context Data Structures

UEFI drivers managing more than one controller need to be designed with reentrancy in mind. This
means that global variables should not be used to track information about individual controllers.
Instead, data structures should be allocated with the UEFI memory services for each controller, and
those data structures should contain all the information that the driver requires to manage each
individual controller.

This chapter introduces some object-oriented programming techniques that can be applied to drivers
managing controllers. These techniques can simplify driver design and implementation. The concept of
a private context data structure containing all the information required to manage a controller is
introduced. This data structure contains the public data fields, public services, private data fields, and
private services a UEFI driver may require to manage a controller.

Some categories of UEFI drivers do not require the use of these data structures. If a UEFI driver only
produces a single protocol, or it manages, at most, one device, the techniques presented here are not
required. An initializing driver does not produce any services and does not manage any devices, so it
does not use this technique. A service driver that produces a single protocol and does not manage any
devices does not likely use this technique. A root bridge driver that manages a single root bridge device
does not likely use this technique, but a root bridge driver that manages more than one root bridge
device may use this technique.

Finally, all UEFI drivers that follow the UEFI driver model should use this technique. Even if the driver
writer is convinced that the UEFI driver manages only a single device in a platform, this technique
should still be used because it simplifies the process of updating the driver to manage more than one
device. The driver writer should make as few device and platform assumptions as possible when
designing a new driver.

Implementations of Hybrid drivers that follow the UEFI Driver Model may define two different private
context data structures one for the bus controller and another one for the child controllers it
produces.

It is possible to use other techniques to track the information required to manage multiple controllers in
a re-entrant-safe manner, but those techniques likely require more overhead in the driver itself to
manage this information. The techniques presented here are intended to produce small driver
executables. These techniques are used throughout the drivers in EDKII.



8.1 Containing Record Macro

The containing record macro, called ) , enables good object-oriented programming practices. It
returns a pointer to the structure using a pointer to one of the structure's fields. Protocol producing
UEFI drivers use this macro to retrieve the private context data structure from a pointer to a produced
protocol interface. Protocol functions are required to pass in a pointer to the protocol instance as the
first argument to the function. C++ does this automatically, and the pointer to the object instance is
called a this pointer. Since UEFI drivers are written in C, a close equivalent is implemented by requiring
that the first argument of every protocol function be the pointer to the protocol's instance structure
called "This." Each protocol function then uses the o)) macro to retrieve a pointer to the private
context data structure from this first argument called This.

The example below is the definition of the <) macro from the EDK Il library pebugLib . The ox) macro is
provided a pointer to the following:

e Afield in a data structure
e The name of the field

It uses this information to compute the offset of the field in the data structure and subtracts this offset
from the pointer to the field. This calculation results in a pointer to the data structure that contains the
specified field. easE cr() returns a pointer to the data structure that contains the specified field. For
debug builds, ) also does an additional check to verify a signature value. If the signature value does
not match, an assert() message is generated and the system is halted or generates a breakpoint. For
production builds, the signature checks are typically disabled. Most UEFI drivers define additional
macros based on the o)) macro that retrieves the private context data structure based on a This
pointer to a produced protocol. These additional macros are typically given names that make it easier
to understand in the source code that the This pointer is being used to retrieve the private context
data structure defined by the UEFI Driver.

Exampl e 111-Containing record macro definitions

Macro that calls DebugAssert() if the containing record does not have a matching signature. |f the signatures matches, then
a pointer to the data structure that contains a specified field of that data structure is returned. This is a |ightwei ght neth
od that hides information by placing a public data structure inside a |larger private data structure and using a pointer to the

public data structure to retrieve a pointer to the private data structure.

If the data type specified by TYPE does not contain the field specified by Field, then the nmodule will not conpile.

If TYPE does not contain a field called Signature, then the nodule will not conpile.

@aram Record The pointer to the field specified by Field within a data structure of type TYPE

@aram TYPE The nanme of the data structure type to return

This data structure nust contain the field specified by Field.

@aram Field The nane of the field in the data structure specified by TYPE to which Record points.

@aram TestSignature The 32-bit signature value to natch
*x

# f !defi ned( MDEPKG_NDEBUG

#define CR(Record, TYPE, Field, TestSignature) \
(DebugAssert Enabl ed () && \
(BASE_CR (Record, TYPE, Field)->Signature != TestSignature)) ?\
(TYPE *)(_ASSERT (CR has Bad Signature), Record) : \
BASE CR (Record, TYPE Field)
#el se
#define CR(Record, TYPE, Field, TestSignature) \

BASE CR (Record, TYPE Field)
#endi f
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The following example shows the definition of the Base o) macro from the EDK Il that is used to
implement the cr) macro above. The Base o) macro does not perform any signature checking or
handle any error conditions. This macro may be used with data structures that do not have a Signature
field.

Exampl e 112-Containing record macro definitions

/**

Macro that returns a pointer to the data structure that contains a specified field of that data structure. This is a |ightwe
ight method to hide information by placing a public data structure inside a |arger private data structure and using a pointer
to the public data structure to retrieve a pointer to the private data structure.

This function conputes the offset, in bytes, of field specified by Field fromthe begi nning of the data structure specified
by TYPE. This offset is subtracted fromRecord, and is used to return a pointer to a data structure of the type specified by T
YPE. |f the data type specified by TYPE does not contain the field specified by Field, then the nmodule will not conpile.

@aram Record Pointer to the field specified by Field within a
data structure of type TYPE

@aram TYPE The nane of the data structure type to return. This
data structure nust contain the field specified by
Field.

@aram Field The nane of the field in the data structure specified
by TYPE to whi ch Record points.

@eturn A pointer to the structure fromone of it's el enents.

*

#def i ne BASE_CR(Record, TYPE, Field) \
((TYPE *)((CHARB *)(Record) - (CHARB *) & ((TYPE *) 0)->Field)))
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8.2 Data structure design

Proper data structure design is one of the keys to making UEFI Drivers both simple and easy to
maintain. If a UEFI Driver writer fails to include fields in a private context data structure, then it may
require a complex algorithm to retrieve the required data through the various UEFI services. By
designing-in the proper fields, these complex algorithms are avoided, resulting in a driver with a smaller
executable footprint. Static data, commonly accessed data, and services related to the management of
a device should all be placed in a private context data structure.

Another key requirement is that the private context data structure must be easy to find when an I/O
service produced by the driver is called. The I/O services produced by a driver are exported through
protocol interfaces, and all protocol interfaces include a This parameter as the first argument. The This
parameter is a pointer to the protocol interface containing the I/O service being called. The data
structure design presented here shows how the This pointer passed into an I/O service can be used to
easily gain access to the private context data structure.

A private context data structure is typically composed of the following types of fields:

e Asignature for the data structure

e The handle of the controller or the child that is being managed or produced
e The group of protocol interfaces that are being consumed

e The group of protocol interfaces that are being produced

e Private data fields and services that are used to manage a specific controller

The signature is useful when debugging UEFI drivers. Signatures are composed of four ASCIl characters
in a data field of type unn and must be the first field of the structure with the field name of Signature.
When memory dumps are performed, signatures stand out by making the beginning of specific data
structures easy to identify. Memory dump tools with search capabilities can also be used to find specific
private context data structures in memory. In addition, debug builds of UEFI drivers can perform
signature checks whenever these private context data structures are accessed. If the signature does
not match, then an asserr() may be generated. If one of these asserT() messages is observed, a UEFI
driver was likely passed in a bad or corrupt This pointer or the contents of the data structure that This
refers too has been corrupted.

Device drivers typically store the handle of the device they are managing in a private context data
structure. This mechanism provides quick access to the device handle if needed during I/O operations
or driver-related operations. Root bridge drivers and bus drivers typically store the handle of the child
that was created, and a hybrid driver typically stores both the handle of the bus controller and the
handle of the child controller produced.

The group of consumed protocol interfaces is the set of pointers to the protocol interfaces that are
opened in the start() function of the driver's Er_DRVER BINDING PROTaoOL . As each protocol interface is
opened using the UEFI Boot Service enProtocol () , @ pointer to the consumed protocol interface is
stored in the private context data structure. These same protocols must be closed in the stop()
function of the driver's EFl_DRVER BIND NG PRoToca. With calls to the UEFI Boot Service doseProtocol () .
Basically, the stop section should mirror the start section of the driver, closing all protocols that were
started.

The group of produced protocol interfaces declares the storage for the protocols that the driver
produces. These protocols typically provide software abstractions for consoles or boot devices.

The number and type of private data fields vary from driver to driver. These fields contain the context
information for a device that is not contained in the consumed or produced protocols. For example, a
driver for a mass storage device may store information about the characteristics of the mass storage



device such as the number of cylinders, number of heads, and number of sectors on the physical mass
storage device managed by the driver.

Appendix A contains the generic template for the <<orivername>>.h file with the declaration of a private
context data structure that can be used for root bridge drivers, device drivers, bus drivers, or hybrid
drivers. The #define statement above the private context data structure declaration using the
SIGNATURE_32() macro is used to initialize the Signature field when the private context data structure is
allocated. This same # define statement is used to verify the Signature field whenever a driver accesses
the private context data structure.

A set of macros below the private context data structure declaration help retrieve a pointer to the
private context data structure from a This pointer for each of the produced protocols using the ()
macro introduced above. These macros are the simple mechanisms that allow private data fields to be
accessed from the services in each of the produced protocols.

The example below shows an example of the private context data structure from the biskiooxe driver in
the wmeMdulePkg . It contains the #define statement for the data structure's signature. In this case, the
signature is the ASCIl string " dski “. The example also contains a pointer to the only protocol that this
driver consumes; the Block I/O Protocol. It contains storage for the only protocol this driver produces;
the Disk I/O Protocol. It does not have any additional private data fields. The macro at the bottom
retrieves the private context data structure from a pointer to the field called oskio that is a pointer to
the one protocol that this driver produces.

Example 113-Simple private context data structure

#define D SK_| O PR VATE DATA Sl GNATURE SIGNATURE 32 (' d','s', k', " I")

typedef struct {
U NTN Si gnat ure;
EFl _DI SK_| O PROTOOCL Di skl o;
EFl _BLOK_| O PROTOOCL *Bl ockl o;
} DI SK_| O PR VATE DATA;

#define D SK | O PR VATE DATA FROM TH S(a) \
CR (a, DI SK |0 PR VATE DATA Disklo, D SK | O PR VATE DATA S| GNATURE)

The following example shows a more complex private context data structure from the encibxe driver in
the MemdulePkg that manages PCI EHCI controllers and produces

USB Host Controller 2 Protocols. It contains the Signature field that is set to " ehci ". It also contains
pointers to the consumed protocol; the PCI I/O Protocol, and storage for the USB Host Controller 2
Protocol that is produced by this driver. In addition, there are a large number of private data fields that
are used during initialization and all supported USB transaction types. Details on how these private
fields are used can be found in the source code to the EHCI driver in EDKII.

Example 114-Complex private context data structure

#def i ne USB2_HC DEV_SI GNATURE SIGNATURE 32 (‘e', 'h', '¢', 'i")

typedef struct {
U NTN Si gnat ure;
EFl _USB2_HC PROTOOCOL Usb2tk;
EFl _PQA _| O PROTOCQL *Pci | o;
U NT64 Original Pci Attri butes;
USBHC MEM PCCL *MenPool ;
EHC _QID * Shor t ReadSt op;
EFlI _EVENT Pol | Ti rer;
EFI _EVENT Exi t Boot Servi ceEvent;
EHC (H *Recl ai nHead;
VA D *Peri odFr ane;
VA D *Peri odFr aneHost ;
VA D *Peri odFr anmeMap;



EHC QH *Peri odOne;

LI ST_ENTRY Asyncl nt Transfers;

U NT32 HcStruct Par ans;

U NT32 HcCapPar ans;

U NT32 CaplLen;

EFl _UNl CCDE_STR NG TABLE *Cont rol | er NaneTabl e;
} USB2_HC DEV;

#define EHC FROM TH S(a) \
CR(a, USB2_HC DEV, Usb2Hc, USB2_HC DEV_SI GNATURE)



8.3 Allocating private context data structures

Private context data structures are allocated in the sart() function of the Driver Binding Protocol. The
service that is typically used to allocate the private context data structures is the UEFI Boot Service
AllocatePool () . The following example shows the generic template for allocating and zeroing a private
context data structure in the start() function of the Driver Binding Protocol. In this example, the UEFI
Boot Service setmen() is used to fill the allocated buffer with zeros. This code example shows only a
fragment from the sart() function. Chapter 9 of this guide covers the services that are produced by
the Driver Binding Protocol in more detail. The code examples that follow show how the implementation
of start() can be simplified by using the EDK Il library MenoryA locationLib .

Example 115-Allocation of a private context data structure

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS
EFl AP|
<<Dri ver Nane>>Dri ver Bi ndi ngStart (
I'N EFl _DR VER Bl NDI NG PROTOOCL  *Thi s,
IN EFl _HANDLE Control | er Handl e,
I'N EFI _DEVI CE_PATH_PROTOOCL *Renai ni ngDevi cePath ~ CPTI ONAL
)

EFl _STATUS Status;
<<DR VER_NAME>> PRI VATE DATA Pri vat e;

Il

/l Alocate the private context data structure

Il

Status = gBS->Al | ocat ePool (
Ef i Boot Servi cesDat a,
si zeof ( <<DR VER NAME>>_PR VATE DATA),
(VO D **)&rivate
)i

if (EFI_ERROR (Status)) {

return Status;

11l

/1l Aear the contents of the allocated buffer

11l

gBS->Set Mem (Pri vat e, si zeof (<<DR VER_NAME>>_PRI VATE_DATA), 0) ;

The example below shows the same generic template for the start() function above except that it uses
the EDK Il library memoryAlocationLib to allocate and zero the private context data structure.

Example 116-Library allocation of private context data structure

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Prot ocol / Devi cePat h. h>

#i ncl ude <Li brary/ MenoryAl | ocat i onLi b. h>

EFl _STATUS
EFI API
<<Dri ver Nanme>>Dri ver Bi ndi ngStart (
IN EFI _DR VER Bl NDI NG PROTOOCL  *Thi s,
IN EFl _HANDLE CGontrol | er Handl e,
I'N EFI _DEVI CE_PATH PROTOOCL *Rerai ni ngDevi cePath ~ CPTI ONAL



<<DR VER NAME>> PRI VATE DATA Pri vat e;

Il
// Alocate and zero the private context data structure
11l
Private = Al ocat eZer oPool (sizeof ( <<DR VER NAME>>_PR VATE DATA));
if (Private == ) {
return EFl _QUT_CF_RESOURCES;

The following example shows a code fragment from the biskiobxe driver in the memdulePkg that allocates
and initializes the private context data structure from a template structure. Atemplate structure is an
instance of the private context structure with most of the fields pre-initialized. This style produces UEFI
Drivers that execute faster and produce smaller executables than UEFI Drivers that initialize each field
of the private context data structure in the sart() function.

Example 117-Disk 1/0O allocation of private context data structure

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Protocol /D skl o. h>

#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

11l
/1 Tenplate for Dsklo private data structure
/1 The pointer to Blocklo protocol interface is assigned dynamcally
Il
DI SK_| O PR VATE_DATA gDi skl oPri vat eDat aTenpl ate = {
Dl SK_| O PR VATE_DATA S| GNATURE,
{
EFl _Dl SK_| O PROTOOOL_REM SI O\,
D skl oReadDi sk,
D skl oWiteD sk
h

bé

EFl _STATUS
EFl APl
D skl oDri ver Bi ndi ngSt ar t

EFl _STATUS St at us;
D SK | O PRI VATE DATA *Private;

/1l
/1 Initialize the D sk IO device instance
/1l
Private = A | ocat eCopyPool (
si zeof (D SK_| O PR VATE DATA),
&gD skl oPri vat eDat aTenpl at e
)i
if (Private == ) {
Status = EFl _QUT_OF_ RESOURCES;
goto ErrorExit;
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8.4 Freeing private context data structures

The private context data structures are freed in the stop() function of the driver's Driver Binding
Protocol. The service typically used to free the private context data structures is Freepool () from the EDK

Il library MenoryAllocationLib .

Shown below is a generic template for freeing a private context data structure in the stop() function of
the Driver Binding Protocol. This code example shows only a fragment from the stop() service. Chapter 9
covers the services that are produced by the Driver Binding Protocol in more detail.

Example 118-Free a private context data structure

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFl _STATUS
EFl AP|
<<Dri ver Name>>Dr i ver Bi ndi ngSt op (
I'N EFl _DR VER Bl NDI NG PROTOOCL  *Thi s,

IN EFl _HANDLE Control | er Handl e,
IN U NTN Nunber & Chi | dren,
I'N EFl _HANDLE *Chi | dHandl eBuf f er

)

EFl _STATUS Status;
EFl _<<PROTOOCL_NAME Pn»> PROTOOCL * <<Pr ot ocol NanePne>;
<<DR VER NAME>>_PR VATE_DATA Private;

Il
/1 Look up one of the driver's produced protocol s
Il
Status = gBS->(penProt ocol (
Control | er Handl e,
&gEfi <<Pr ot ocol NamePn>>Pr ot ocol Qui d,
(VA D **) & <<Pr ot ocol NamePnw>,
Thi s->Dri ver Bi ndi ngHand| e,
Control | er Handl e,
EFI _COPEN_PROTOOCL_GET_PROTOOCL
)s
if (EFI_ERROR (Status)) {
return EFl _UNSUPPORTED;

Il

// Retrieve the private context data structure fromthe

/1 produced protocol

Il

Private = <<DR VER NAME > _PR VATE DATA FROM <<PROTOOCL_NAME Pmp> TH'S (
<<Pr ot ocol NanePn>>
)i

11l

/1l Free the private context data structure

Il

FreePool (Private);

return Status;

The following example shows a code fragment from the Dskiobxe driver in the memdulerkg that frees the
private context data structure.

Example 119-Disk 1/O free of a private context data structure



#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol /D skl o. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFl _STATUS
EFI APl
D skl oDri ver Bi ndi ngSt op

{
EFI _STATUS St at us;
EFl _Dl SK_| O PROTOOCL *Di skl o;
Dl SK_| O PR VATE_DATA *Private;

Il

/1 Get our context back.

Il

Status = gBS >(penProtocol (
Control | er Handl e,
&gEf i D skl oPr ot ocol Qui d,
(va D **)&D skl o,
Thi s->Dri ver Bi ndi ngHand| e,
Control | er Handl e,
EFl _COPEN_PROTOOCL_GET_PROTOOCL
DE

if (EFI_ERROR (Status)) {

return EFl _UNSUPPCRTED,
}
Private = DI SK_| O PR VATE_DATA FROM TH S (Di skl o);

FreePool (Private);

return Status;



8.5 Retrieving private context data structures

The protocol functions produced by a UEFI driver need to access the private context data structure.
These functions typically use the set of consumed protocols and the private data fields to perform the
protocol function's required operation.

Appendix A contains a template for a <<protocol Name>> .C file for the implementation of a protocol
function that retrieves the private context data structure using the CR() based macro and
the This pointer for the produced protocol.

The following example shows a code fragment from the Readbsk() service of the EF_bskiopProrooa that
is produced by the bDskiobxe driver in the wmemdulerkg . It uses the o) based macro called

D SK_| O PRI VATE DATA FROMTH () and the This pointer to the ErR_bDsk1opProtooaL to retrieve the

D SK_| O PRIVATE DATA private context data structure.

Example 120-Retrieving the Disk 1/O private context data structure

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /D skl o. h>

EFl _STATUS
EFl APl
D skl oReadDi sk

{
DI SK_| O PRI VATE DATA *Private;

Private = DI SK_| O PR VATE_DATA FROMTH S (Thi s);
}

The stop() function from the EFR_DRVER BINDING PROTOOOL USeS the same oR) based macro to retrieve the
private context data structure. The only difference is that the This pointer is not passed into the stop()
function. Instead, the stop() function uses ControllerHandle to retrieve one of the produced protocols
and then uses the or) based macro with that protocol interface pointer to retrieve the private context
data structure.

The example below shows a code fragment from the Driver Binding Protocol stop() service of the

D skiobxe driver in the miemdul ePkg . It uses the or) based macro called DSk 10 PR VATE DATA FRMTH &) and
EFl_Dsk 1o PRoTooal retrieved from ControllerHandle using the UEFI Boot Service enProtocol () to retrieve
the Diski0PRVATE DATA private context data structure.

Example 121-Retrieving the disk I/O private context data structure in Stop()

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol /D skl o. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS
EFl APl
D skl oDri ver Bi ndi ngSt op



EFl _STATUS St at us;
EFl _DI SK_| O PROTOOCL  *Di skl o;
DI SK_ | O PR VATE DATA *Private;

/1

/1l Get our context back.

/1

Status = gBS- >(penProt ocol (
Control | er Handl e,
&gEf i D skl oPr ot ocol Qui d,
(va D **)&D skl o,
Thi s->Dri ver Bi ndi ngHandl e,
Control | er Handl e,
EFl _COPEN_PROTOOOL_GET_PROTQOCL
DE

if (EFI_ERROR (Status)) {

return EFl _UNSUPPCRTED,

Private = Dl SK_| O PR VATE DATA FROM TH S (Di skl 0);



9 Driver Binding Protocol

The Driver Binding Protocol provides services to do the following:
e Connect a driver to a controller.
e Disconnect a driver from a controller.

UEFI drivers following the UEFI driver model are required to implement the Driver Binding Protocol. This
requirement includes the following drivers:

e Device drivers
e Bus drivers
e Hybrid drivers
Root bridge driver, service drivers, and initializing drivers do not produce this protocol.

The Driver Binding Protocol is the most important protocol that a driver produces. It is the one protocol
used by the UEFI boot services onnectController() and DisconnectController() . These UEFI boot services are
used by the UEFI boot manager to connect the console and boot devices required to boot an operating
system. The implementation of the Driver Binding Protocol varies depending upon the driver's category.
Chapter 6 of this guide describes the various driver categories.



9.1 Driver Binding Protocol | mplementations

The implementation of the Driver Binding Protocol for a specific driver is typically found in the file
<<Driverhame>> .C. Appendix A contains a template for a <<orivernane>> .c file for a UEFI Driver. This file
typically performs and contains the following:

e Adds a global variable for the EF_DRVER BINDING PROTOOOL iNStance to <<DriverName>>. c .
e An implementation of the supported() service

e An implementation of the start() service

e An implementation of the stop() service

e Installs all the Driver Binding Protocols in the driver entry point

e If the UEFI Driver supports the unload feature, it then uninstalls all the Driver Binding Protocols in
the wiload() function.

The example below shows the protocol interface structure for the Driver Binding Protocol for reference.
It is composed of the three services called supported() , start() , and stop() , along with the three data
fields called Version, InageHandle , and DriverBindingHandl e .

Example 122-Driver Binding Protocol

typedef struct _EFI_DRVER Bl NDING PROTOOCL EFI_DR VER Bl NDI NG PROTCOOL;

111
/1l This protocol provides the services required to determne if a driver
/1l supports a given controller. |f a controller is supported, then it
/1l also provides routines to start and stop the controller.
Iy
struct _EFI _DR VER Bl NDI NG PROTCOCL {

EFl _DR VER Bl NDI NG_SUPPCRTED Suppor t ed;

EFl _DR VER Bl NDI NG START Start;

EFl _DR VER Bl NDI NG _STCP St op;

Iy

/1l The version nunber of the UEFI driver that produced the

/// EFl _DR VER Bl NDI NG PROTOOOL. This field is used by

/1l the EFl boot service ConnectController() to determne

/1l the order that driver's Supported() service will be used when
/1l a controller needs to be started. EFl Driver Binding Protocol
/11 instances wi th higher Version values will be used before ones
/11 with |owner Version values. The Version val ues of 0xO-

/11 0xOf and OxfffffffO-Oxffffffff are reserved for

/1] platform CEM specific drivers. The Version val ues of 0x10-

/1l Oxffffffef are reserved for |HV-devel oped drivers

Iy

U NT32 Versi on;

11

/11 The image handl e of the UEFI driver that produced this instance
/1] of the EFI DR VER Bl NDI NG PROTOOCL.

11

EFl _HANDLE | mageHand! e;

11

/11 The handl e on which this instance of the

/11 EFl _DR VER BI NDING PROTOOQL is installed. |In nost

/Il cases, this is the sane handl e as | nageHandl e. However, for
/11 UEFI drivers that produce nore than one instance of the
/1] EFl _DR VER Bl NDI NG PROTOOCL, this value may not be

/1l the sane as | nageHand! e.

1

EFl _HANDLE Dri ver Bi ndi ngHandl e;



UEFI Drivers declare a global variables for the Driver Binding Protocol instances produced. The
ImageHandle and DriverBindingHandle fields are pre-initialized to ~uL . A UEFI Driver can initialize the
ImageHandle and DriverBindingHandle fields in the driver entry point, or use the EDK I library uwefilLib
functions to help initialize UEFI Drivers that fill and initialize the ImageHandle and DriverBindingHandle
fields automatically. The Version field must be initialized by the UEFI Driver. Higher Version values signify
a newer driver. This field is a 32-bit value, but the values 0x0-OxOF and OxFFFFFFFO- OXFFFFFFFF are
reserved for UEFI drivers written by OEMs. IHVs may use the values 0x10-OxFFFFFFEF Each time a new
version of a UEFI driver is released, the Version field must be increased. The following example shows
how a Driver Binding Protocol is typically declared in a driver.

Example 123-Driver Binding Protocol declaration

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /DriverBi ndi ng. h>

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,

The implementations of the Driver Binding Protocol change in complexity depending on the driver type. A
device driver is the simplest to implement. A bus driver or a hybrid driver may be more complex because
it has to manage both the bus controller and child controllers.

The EF_DRVER BINDING PROTOOL s installed onto the driver's image handle. It is possible for a driver to
produce more than one instance of the Driver Binding Protocol. All additional instances of the Driver
Binding Protocol must be installed onto new handles.

The Driver Binding Protocol can be installed directly using the UEFI Boot Service

Instal | Mil tipl eProtocol I nterfaces() . However, the EDK Il library wfiLib also provides a number of helper
functions to install the Driver Binding Protocol and the optional UEFI Driver Model related protocols. The
following helper functions are covered in more detail in Chapter 7:

® FEfiLiblnstallDriverBinding()
® FEfiLiblnstall AlDriverProtocol s()
® FEfiLiblnstall DriverBi ndi ngConponent Name2()

® FEfiLiblnstall AlDriverProtocol s2()

If an error is generated when installing any of the Driver Binding Protocol instances, the entire driver
should fail and return a error status such as er_ssRteD. If a UEFI Driver implements the wiload() feature,
any Driver Binding Protocol instances installed in the driver entry point must be uninstalled in the
wnload() function.



9.2 Driver Binding Protocol Template

The implementation of the Driver Binding Protocol for a specific driver is typically found in the file
<<DriverName>> .C. This file contains the instance of the EFI_DRVER BINDNG PROTCOOL along with the
implementation of the supported() , Start() , and stop() services. Appendix A contains the template for a
UEFI Driver and includes the declaration of the Driver Binding Protocol instance, the Driver Binding
Protocol services and the driver entry point that uses the EDK I library wfiLib functions to install the
Driver Binding Protocol into the handle database and complete the initialization of the Driver Binding
Protocol data fields.

The supported() , Start() , and stop() services are covered in detail in the EFI Driver Binding Protocol
section of the UEFI Specification. Also included are code examples and the detailed algorithms to
implement these services for device drivers and bus drivers If a UEFI Driver produces multiple instances
of the Driver Binding Protocol, they are all installed in the driver entry point. Each instance of the Driver
Binding Protocol is implemented using the same guidelines. The different instances may share worker
functions to reduce the size of the driver.

The supported() service performs a quick check to see if a driver supports a controller. The supported()
service mist not modify the state of the controller because the controller may already be managed by
a different driver. If the supported() service passes, the sart() service is called to ask the driver to bind
to a specific controller. The stop() service does the opposite of start() . It disconnects a driver from a
controller and frees any resources allocated in the sart() services.

TIP: Although the thought of initializng something as soon as it is supported in the supported() service
of the driver seems to make sense, the supported() service is intended only to be a quick check to find
out if a driver can make a connection to the specified controller, find out if it has already been called
(started and in use), or if it is in use exclusively by another component. The supported() service must
return an error if the controller is already in use or is in use exclusively by another component.

Initializing or modifying tasks should only be done in the sart() service of the driver, not in the
Supported() Service.

Tip: This guide provides additional recommendations for implementing the Driver Binding Protocol for
devices on industry standard busses such as PCIl, USB, SCSI, and SATA. Please see the chapter on the
specific bus type for additional details. -----

None of the Driver Binding Protocol services are allowed to use the console I/O protocols. A UEFI Driver
may use the peBug) and assert() macros from the EDKII library pebugLib to send messages to the
standard error console if it is active. These macros are usually enabled during UEFI Driver development
and are disabled when a UEFI Driver is released.



9.3 Testing Driver Binding Protocol

Once a Driver Binding Protocol is implemented, it can be tested use UEFI Shell commands. Use the UEFI
Shell to load a UEFI Driver into memory and verify that the Driver Binding Protocol has been installed into
the Handle Database correctly. The UEFI Shell also provides commands to connect a driver to a device
exercising the supported() and start() services, disconnect a driver from a device that exercises the

stop() service, and reconnect a driver to a device that exercises all the Driver Binding Protocol services.
The details on each UEFI Shell command that may be used to test UEFI Drivers can be found in Chapter
31 of this guide.

Full testing of a UEFI Driver is performed by booting UEFI operating systems and running the UEFI Self
Certification Tests.



10 UEFI Service Binding Protocol

The Service Binding Protocol is not associated with a single GUID value. Instead, each Service Binding
Protocol GUID value is paired with another protocol providing a specific set of services. The protocol
interfaces for all Service Binding Protocols are identical and contain the services ceatemild() and
Destroychild() . When caeatenild() is called, a new handle is created with the associated protocol
installed. When npestroycild() is called, the associated protocol is uninstalled and the handle is freed.

The UEFI Specification defines the following Service Binding Protocol GUIDs.

Table 22-Service Binding Protocol s

Service Binding Protocol Associated Protocol
EFI _MANAGED NETWORK_SERVI CE_BI NDI NG PROTOOCL EFI _MANAGED NETWORK_PROTOOCL
EFl _ARP_SERVI CE_BI NDI NG_PROTCOOL EFl _ARP_PROTOOCL
EFI _EAP_SERVI CE_BI NDI NG_PROTCOOL EFl _EAP_PROTOOCL
EFl _| P4_SERVI CE_BI NDI NG PROTOOCL EFl _| P4_PROTCOCL
EFI _| P6_SERVI CE_BI NDI NG PROTOOCL EFI _| P6_PROTOOCL
EFl _TCP4_SERVI CE_BI NDI NG_PROTOOCL EFl _TCP4_PROTOOCL
EFI _TCP6_SERVI CE_BI NDI NG PROTOOCL EFI _TOP6_PROTOOCL
EFI _UDP4_SERVI CE_BI NDI NG PROTOOCL EFI _UDP4_PROTOOCL
EFl _UDP6_SERVI CE_BI NDI NG_PROTCOOL EFI _UDP6_PROTQOCL
EFl _MIFTP4_SERVI CE_BI NDI NG PROTOCCL EFl _MIFTP4_PROTOOCL
EFI _MIFTP6_SERVI CE_BI NDI NG_PROTOOCL EFI _MIFTP6_PROTOOCL
EFI _DHOP4_SERVI CE_BI NDI NG_PROTOOCL EFI _DHOP4_PROTOOOL
EFI _DHOP6_SERVI CE_BI NDI NG_PROTOOCL EFI _DHOP6_PROTOOCL
EFI _HASH_SERVI CE_BI NDI NG_PROTOOCL EFI _HASH PROTOOOL

The Service Binding Protocol feature is required only if the associated protocol requires a Service
Binding Protocol to produce its services and it defines a GUID value for that Service Binding Protocol.
The table above lists the protocols defined in the UEFI Specification requiring the Service Binding
Protocol feature. None of the other protocols defined by the UEFI Specification require a Service Binding
Protocol.

For new protocols, a decision must be made to determine if the new protocol requires a Service Binding
Protocol. The Driver Binding Protocol is usually sufficient for managing devices on common bus
topologies and for the simple layering of protocols on a single device. When more complex tree or graph
topologies are required and, with the expectation that services of the new protocol be required by
multiple consumers, a Service Binding Protocol should be considered.



10.1 Service Binding Protocol | mplementations

The
<<Dr

implementation of the Service Binding Protocol for a specific driver is typically found in the file
iverhame>> .C. This file typically contains the following:

e Add global variable for the EFl_SRviCE BIND NG PROTOOCL instance to <<DriverName>>. c .

The
refe

Implementation of the aeatecnild() service.

Implementation of the pestroychild() service.

If the UEFI Driver follows the UEFI Driver Model, install all the Service Binding Protocol in the Driver
Binding Protocol start() function.

If the UEFI Driver follows the UEFI Driver Model, uninstall all the Service Binding Protocol in the Driver
Binding Protocol stop() function.

If the UEFI Driver is a Service Driver, install all the Service Binding Protocol in the driver entry point.
If the UEFI Driver is a Service Driver that supports the unload feature, then uninstall all the Service
Binding Protocol in the uwload() function.

example below shows the protocol interface structure for the Service Binding Protocol for
rence. It is composed of the two services called Qeatechild() and Destroychild() .

Example 124-Service Binding Protocol

typedef struct _EFI_SERVI CE_BI NDI NG PROTOOCL
EFl _SERVI CE_BI NDI NG_PROTOOCL;

Iy
Iy
Iy
Iy
Iy
Iy
Iy
Iy
Iy
Iy
Iy
Iy
Iy
str

The EFlI _SERVI CE Bl NDI NG PROTOCCL provi des nenber functions to create
and destroy child handl es. A driver is responsible for adding
protocols to the child handle in CeateChild() and renovi ng protocol s
in DestroyChild(). It is also required that the O eateChild()
function opens the parent protocol BY_CH LD OONTRCLLER to establish
the parent-child rel ati onship, and closes the protocol in
DestroyChil d(). The pseudo code for OeateChild() and DestroyChild()
is provided to specify the required behavior, not to specify the
required inpl enentation. Each consuner of a software protocol is
responsible for calling OeateChild() when it requires the protocol
and cal ling DestroyChild() when it is finished with that protocol.

uct _EFI_SERVI CE_BI NDI NG PROTOOCL {

EFl _SERVI CE_BI NDI NG CREATE_CH LD O eat eChi | d;
EFl _SERVI CE_BI NDI NG_DESTROY_CHI LD Dest royChi | d;

%



10.2 Service Driver

If the UEFI Driver is a Service Driver, the Service Binding Protocol is installed in the driver entry point. The
following example shows an implementation of a Service Binding Protocol that is installed into the
Handle Database in the driver entry point. A Service Binding Protocol is always paired with another
protocol so, for this example, the paired protocol is the asc prorooaL .

Global variables are declared for the handle on which the Service Binding Protocol is installed, the
instance of the Service Binding Protocol, and an instance of the asc protooa. . The ABc PROTOOOL instance is
installed onto a new handle every time the Service Binding Protocol service aeatecnild() is called. The
ABC PRoTaoOL is uninstalled from a child handle every time the Service Binding Protocol service

DestroyChild() is called.

Example 125-Service Binding Protocol for Service Driver

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Servi ceBi ndi ng. h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

typedef struct {
U NT32 AbcFi el d;

} ABC_PROTOOOL;

EFl _HANDLE gAbcSer vi ceBi ndi ngHandl e =

EFl _SERVI CE_BI NDI NG_PROTOOCL gAbcSer vi ceBi ndi ng = {
AbcCreat eChi | d,

AbcDest royChi | d
h

ABC_PROTOOCL gAbc = {
bé
EFl _STATUS

EFl APl
AbcCreat eChi | d

EFl _HANDLE NewHandl e;

NewHandl e = ;
return gBS->Install MiltipleProtocol I nterfaces (
&N\ewHand! e,
&gAbcPr ot ocol Qui d,
&gAbc,
)i
}
EFl _STATUS
EFI APl

AbcDest royChi | d

return gBS->Uninstal | Mil tipl eProtocol I nterfaces (
Chi | dHandl e,
&gAbcPr ot ocol Qui d,
&gAbe,



EDK Il Driver Writer's Guide for UEFI 2.3.1[ DRAFT] 10.2 Service Driver

EFI _STATUS

EFI API

AbcDri ver EntryPoi nt (
I'N EFl _HANDLE | mageHand! e,
I N EFl _SYSTEM TABLE *Syst enTabl e

)

{
I
/1 Install Service Binding Protocol for ABC onto a new handl e
I
return gBS->Install MiltipleProtocol I nterfaces (
&gAbcSer vi ceBi ndi ngHandl e,
&gAbcSer vi ceBi ndi ngPr ot ocol Qui d,
&gAbcSer vi ceBi ndi ng,
NULL
)8
}
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10.3 UEFI Driver Model Driver

If the UEFI Driver follows the UEFI Driver Model, the Service Binding Protocol is installed in the Driver
Binding Protocol start() function and uninstalled in the Driver Binding Protocol stop() function. This use
case is covered in detail in the Service Binding Protocol section of the UEFI Specification and includes
pseudo-code for implementations of the aeatemild() and pestroychild() services. The EDKIl also provides
the following complete implementations of the Service Binding Protocol in drivers that follow the UEFI
Driver Model:

® MleMdul ePkg\ Uni ver sal \ Net wor k\ MhpDxe

® MleMdul ePkg\ Uni ver sal \ Net wor k\ Ar pDxe

® MleMdul ePkg\ Uni ver sal \ Net wor k\ | p4Dxe

® Networ kPkg\ | p6Dxe

® MieMdul ePkg\ Uni ver sal \ Net wor k\ Tcp4Dxe
® Networ kPkg\ TcpDxe

® MieMdul ePkg\ Uni ver sal \ Net wor k\ Udp4Dxe
®  Net wor kPkg\ Udp6Dxe

® MieMdul ePkg\ Uni ver sal \ Net wor k\ M f t pADxe
® Networ kPkg\ M ft p6Dxe

®  MieMdul ePkg\ Uni ver sal \ Net wor k\ Dhcp4Dxe

® Net wor kPkg\ Dhcp6Dxe



11 UEFI Driver and Controller Names

Both Component Name Protocols are optional features that allow UEFI Drivers following the UEFI Driver
Model to provide a localized Unicode name string for the UEFI Driver and the devices the UEFI Driver
manages. Use of these protocols depends on the UEFI Driver Model concepts. Service Drivers, Root
Bridge Drivers, and Initializing Drivers never produce the Component Name Protocols. Implementation of
this optional feature is recommended for all UEFI Drivers that follow the UEFI Driver Model.

Note: Human-readable names should be limited to about 40 Unicode characters in length. This makes
it easier for consumers of this protocol to display these names on standard console devices.

The Component Name Protocol and the Component Name 2 Protocol are very similar. The only
difference is the format of language code passed into the protocol services to request the name of a
UEFI Driver or the name of a device that a UEFI Driver manages. The use of a language code allows the
implementation of the Component Name Protocols to provide names of drivers and devices in many
different languages.

The Component Name Protocol uses ISO 639-2 language codes (i.e. eng, fra). The Component Name 2
Protocol uses RFC 4646 language codes (i.e. en, en-us, fr ). If names are provided for platforms
conforming to the EFI 1.10 Specification, the Component Name s Protocol is required. If names are
provided for platforms that conforming to the UEFI 2.0 Specification or above, the Component Name 2
Protocol is required. Since the only difference is the language code for the names, UEFI Drivers required
to provide names typically produce both protocols and the both use the same underlying functions and
Unicode name strings.

The Component Name Protocols are installed onto handles in the driver entry point of a UEFI Driver.
Chapter 7 describes details on the EDK Il library wfiLib that provides helper functions to initialize UEFI
Drivers following the UEFI Driver Model including installation of Component Name Protocols.

Component Name Protocols may be used by a UEFI Boot Manager to display human readable names for
drivers and devices in a specific language. A platform vendor may also take advantage of Component
Name Protocols from UEFI Applications, such as system utilities or diagnostics, when human readable
names of UEFI drivers or devices are required.

The UEFI Shell provides several commands that use the Component Name Protocols. For example, the
drivers command displays the inventory of UEFI drivers in a platform and uses the Component Name
Protocols to display the name of a UEFI Driver if the UEFI Driver produced the Component Name
Protocols. Likewise, the UEFI Shell command devices displays the inventory of devices in a platform and
uses the Component Name Protocols to display the name of the devices if a UEFI Driver managing the
device produced the Component Name Protocols.

If a controller is managed by more than one UEFI Driver, there may be multiple instances of the
Component Name Protocols that apply to a single controller. The consumers of the Component Name
Protocols have to decide how the multiple drivers providing names are presented to the user. For
example, a PCl bus driver may produce a name for a PCl slot such as "PCI Slot #2," and the driver for a
SCSl adapter that is inserted into that same PCI slot may produce a name like "XYZ SCSI Host
Controller." Both names describe the same physical device from each driver's perspective, and both
names are useful depending on how they are used.



Appendix B contains a table of example drivers from the EDK Il along with the features that each
implement. The EDK Il provides example drivers with full implementations of the Component Name
Protocols.



11.1 Component Name Protocol | mplementations

The implementation of the Component Name Protocols for a specific driver is typically found in the file
ComponentName.c. Appendix A contains a template for a ComponentName.c file for a UEFI Driver. This
file typically contains the following:

Add global variable for the Er_cowoent_NaVE PROTOOCL instance to  ConponentNarme.c . - Add global variable
for the EF_cowoNeNT NavE2 PROTCOOL instance to  Conponent Nane. ¢ .

e EFI_COVPONENT_NAME2 PROTOOCL instance

e Add static table of UEFI Driver names as Unicode strings to Conponent Nane. ¢ .

e Add static table of controller names as Unicode strings to Conponent Nane. ¢ .

e Implementation of the tDivernane() service

e Implementation of the Getcontrollername() Sservice

e Install all the Component Name Protocols in the driver entry point.

e If the UEFI Driver supports the unload feature, uninstall all the Component Name Protocols in the
Unload() function.

The Component Name Protocols provide names in one or more languages. At a minimum, the protocols
should support the English language. The Component Name Protocols advertise the languages they
supports in a data field called SupportedLanguages. This data filed is a null-terminated ASCII string that
contains one or more 3 character ISO 639-2 language codes with no separator character. The
Component Name 2 Protocol also advertises the languages it supports in a data field called
SupportedLanguages. This data filed is a null-terminated ASCII string that contains one or more RFC
4646 language codes separated by semicolons (';').

A consumer of the Component Name Protocols may parse the SupportedLanguages data field to
determine if the protocol supports a language in which the consumer is interested. This data field can
also be used by the implementation of the Component Name Protocols to see if names are available in
the requested language.

For reference, Example 126, below, shows the protocol interface structure for the Component Name
Protocol and Example 127 shows the protocol interface structure for the Component Name 2 Protocol.
Both are composed of the two services called GtDrivername() and Getcontrollername() and a data field
called supportedLanguages

Example 126-Component Name Protocol

typedef struct _EFI_COMPONENT_NAME PROTOOCL EFI _COMPONENT_NAME PROTOOCL;
Iy
/1l This protocol is used to retrieve user readabl e nanes of drivers
/11 and controllers managed by UEFI Drivers
Iy
struct _EFI _COVPONENT_NAME _PROTOOCL {
EFl _OOVPONENT_NAME_CET_DRI VER NAME Get Dri ver Narre;
EFl _OOVPONENT_NAME_CET_CONTRCLLER NAME Get Cont r ol | er Nane;
Iy
/1] ANull-termnated ASO| string that contains one or nore
/11 1S0O 639-2 | anguage codes. This is the |ist of |anguage codes
/1l that this protocol supports.
Iy
CHARB * Suppor t edLanguages;

Example 127-Component Name 2 Protocol

typedef struct _EFI_OCOVPONENT_NAME2_PROTOOCL
EFI _COVPCNENT_NAVE2_PROTQOCL;



Iy
/1l This protocol is used to retrieve user readabl e nanmes of drivers
/1l and controllers managed by UEFI Drivers
Iy
struct _EFI _COVPONENT_NAME2_PROTCOCL {
EFI _OOVPONENT_NAME2_CGET_DRI VER NAME Get Dri ver Nane;
EFl _COVPONENT_NAME2_GET_CONTRCLLER NAME Get Control | er Nane;
Iy
/11 ANull-termnated ASC|l string array that contains one or nore
/1l supported | anguage codes. This is the |ist of |anguage codes t hat
/1l this protocol supports. The nunber of |anguages supported by a
/1l driver is up to the driver witer. SupportedLanguages is
/11 specified in RFC 4646 fornat.
Iy
CHARB *Suppor t edLanguages;

Example 128-Driver Diagnostics Protocol declaration

UEFI Drivers declare global variables for the Component Name Protocol and Component Name 2
Protocol instances that are produced. The SupportedLanguages fields are typically initialized by the
UEFI Driver in the declaration for the specific set of languages the UEFI Driver supports. The following
following example shows how the Component Name Protocols are typically declared in a driver and, in
this case, declared to support both English and French.

#i ncl ude <Uefi.h>
#i ncl ude <Pr ot ocol / Conponent Nare2. h>
#i ncl ude <Pr ot ocol / Conponent Nane. h>

QLCBAL_REMOVE | F_UNREFERENCED

EFl _ COVPONENT_NAME_PROTOOCL gAbcConponent Name = {
( EFI _COVPCNENT_NAME_CGET_DRI VER _NAME) AbcGet Dri ver Nane,
( EFI _COVPONENT_NAME_GET_CONTRCLLER NAME) AbcCet Control | er Nane,
"engfra"

bé

QLCBAL_REMOVE | F_UNREFERENCED

EFl _ COVPONENT_NAME2_PROTOCCL gAbcConponent Nane2 = {
AbcCet Dri ver Nane,
AbcCet Cont rol | er Nane,
“en;fr"

bé

The implementations of the Component Name Protocols change in complexity depending on the type of
UEFI Driver Model driver and the specific Component Name Protocol features implemented. A device
driver is the simplest to implement. A bus driver or a hybrid driver may be more complex because it may
provide names for both the bus controller and the child controllers. These implementations are
discussed later in this section.

The EF_COWONENT_NAVE PROTOCOL and EFI_OOMPONENT_NAME2_PROTOOOL are installed onto the driver's image handle. It
is possible for a driver to produce more than one instance of the Component Name Protocols. All
additional instances of the Component Name Protocols must be installed onto new handles.

The Component Name Protocols can be installed directly using the UEFI Boot Service
Instal | Ml tipleProtocol Interfaces() . However, the EDK Il library wfiLib provides a number of helper functions
to install the Component Name Protocols. The helper functions covered in more detail in Chapter 7 are:

® FEfiLiblnstallDriverBinding()
® FEfiLiblnstall AlDriverProtocol s()
® FEfiLiblnstall DriverBi ndi ngConponent Name2()

® FEfiLiblnstall AlDriverProtocol s2()



If an error is generated installing any of the Component Name Protocol instances the entire driver
should fail and return an error status such as er_asorreD . If a UEFI Driver implements the unl oad()
feature, any Component Name Protocol instances installed in the driver entry point must be uninstalled
in the wload() function.

The simplest implementation of the Component Name Protocols provides the name of the UEFI Driver.
The next most complex implementation is that for a device driver providing both the name of the UEFI
Driver and the names of the controllers under UEFI Driver management. The most complex
implementation is that of a bus or a hybrid driver producing names for the UEFI Driver, names for the
bus controllers it is managing, and names for the child controllers the driver has produced. All three of
these implementations are discussed in the sections that follow.

The EDKII library wfiLib provides functions to simplify the implementation of the Component Name
Protocols. These library functions provide services to register Unicode strings in a table, lookup Unicode
strings in a table, and free tables of Unicode strings. Some UEFI Drivers have fixed names for the UEFI
Driver itself and the controllers that they manage. Other UEFI Drivers may dynamically create names
based on information retrieved from the platform or the controller itself. The EDK Il library uwefiLib
functions managing tables of Unicode strings are:

® LookupUni codeString()
® LookupUni codeString2()
® AddUni codeString()

® AddUnhi codeString2()

® Freelni codeStringTabl e()

UEFI Drivers producing dynamic names for controllers or children register those dynamic names in the
Driver Binding Protocol start() function and are freed in the Driver Binding stop() function. In addition,
dynamic name tables require extra fields in the driver's private context data structure pointing to the
dynamic name tables. See Chapter 8 of this guide for details on the design of private context data
structures.



11.2 GetDriverName() | mplementations

The etDrivername() service retrieves the name of a UEFI Driver. It may be used to retrieve the name of a
UEFI Driver even if the UEFI Driver is not managing any devices. Example 129, below, shows a typical
implementation of the ctorivernane() service for the Component Name 2 Protocol along with a table of
Unicode strings for the UEFI Driver name in English, French, and Spanish. The recommended
implementation style shown here allows the same etoDrivernanre() service implementation to be shared
between the Component Name Protocol and the Component Name 2 Protocol. The wfiLib function
Lookuplhi codeString2() supports looking up strings using either ISO 639-2 or RFC 4646 language code
formats.

The static table of driver names contains two elements per entry. The first is an ASCII string containing
one or more language codes separated by';' characters. The language codes may be in the ISO639-2
or the RFC 4646 format.

The second element is a Unicode string representing the name of the UEFI Driver for the set of
languages specified by the first element. The static table is terminated by two nuL elements. The
format is very size efficient because each Unicode string name for the UEFI Driver can be associated
with many language codes.

Example 129-GetDriverName() for Device, Bus, or Hybrid Driver

#i ncl ude <Uefi.h>
#i ncl ude <Pr ot ocol / Conponent Nanme2. h>
#i ncl ude <Li brary/ UefiLib. h>

AQ.CBAL_REMDVE | F_UNREFERENCED

EFI _UN OCDE_STR NG TABLE mAbcDri ver NaneTabl e[] = {

{ "eng;en", (CHARL6 *)L"ABC Driver in English"},

{ "fra;fr", (CHARL6 *)L"ABC Driver in French"},

{ "spa;sp", (CHARL6 *)L"ABC Driver in Spanish"},
{ }

¥

EFl _STATUS
EFl APl
AbcCet Dri ver Nane

{
return LookupUni codeString2 (

Language,

Thi s- >Suppor t edLanguages,

mAbcDr i ver NaneTabl e,

Dri ver Nane,

(BOOLEAN) (Thi s !'= &gAbcConponent Nane2)
)i



11.3 GetControllerName() | mplementations

The toontrollername() service retrieves the name of a controller a driver is managing or a child the driver
has produced. The example below shows an empty implementation of the Getcontrollername() service for
the Component Name 2 Protocol. The recommended implementation style shown here allows the same
GetControl lerhame() Service implementation to be shared between both the Component Name Protocol and
the Component Name 2 Protocol.

Example 130-GetControllerName () Service

#i ncl ude <Uefi.h>
#i ncl ude <Pr ot ocol / Conponent Nane2. h>

EFl _STATUS
EFl APl
AbcCet Control | er Nane

The Component Name Protocols are available only for devices currently under a driver's management.
Because UEFI supports connecting the minimum number of drivers and devices required to establish
console and gain access to the boot device, there may be many unconnected devices for which a name
may not be retrieved.



11.3.1 Device Drivers

Device drivers implementing cetcontrollerhane() must verify that ChildHandle is nL and that
ControllerHandle represents a device the device driver is currently managing. In addition,

Getoontrol lerhame() must verify that the requested Language is in the set of languages the UEFI Driver
supports. The example below shows the steps required to check these parameters. If the checks pass,
the name of the controller is returned. In this specific example, the driver opens the PCI /O Protocol in
its Driver Binding start() function. This is why g&fiPciloProtocol id is used in the call to the EDKII Library
LefiLlib function EfiTestMinagedDevice() that checks to see if the UEFI Drivers providing the Getcontrol I er Name()
service is currently managing ControllerHandle. st like the cetrivernane() example in the previous
section, a static table of Unicode strings for the controller names is declared as a global variable and
the Lookupni codestring2() service is used to lookup the name of the controller in the requested Language.

Example 131-GetControllerName() for a Device Driver

#i ncl ude <Uefi.h>

#i ncl ude <Pr ot ocol / Conponent Nanme2. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ UefiLib. h>

Q.CBAL_REMDVE | F_UNREFERENCED
EFl _UN OCDE_STR NG TABLE mAbcControl | er NaneTabl e[] = {

{ "eng;en", (CHAR16 *)L"ABC Controller in English"},
{ "fra;fr", (CHARL6 *)L"ABC Controller in French"},
{ "spa;sp", (CHAR16 *)L"ABC Controller in Spanish"},
{ }

be

EFl _STATUS

EFI APl

AbcCet Cont r ol | er Nane

EFl _STATUS Status;

11l
/1 CnildHandl e nust be NULL for a Device Driver
11l
if (ChildHandle != ) {
return EFl _UNSUPPORTED;

11l
/1 Make sure this driver is currently managi ng Control |l er Handl e
/1l
Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
)i
if (EFI_ERRCR (Status)) {
return Status;

return LookupUni codeString2 (
Language,
Thi s- >Suppor t edLanguages,
mPbcCont rol | er NaneTabl e,
Control | er Nane,
(BOOLEAN) (Thi s !'= &gAbcConponent Nane2)
)i



If the private context structure is required, use the UEFI Boot Service enProtocol () to open one of the
protocols on ControllerHandle produced by the UEFI Driver and then use a cr) based macro to retrieve
a pointer to the private context structure.

Some device drivers can extract name information from the devices they manage and are then able to
provide more specific device names. The dynamic generation of controller names does increase the
complexity of the UEFI Driver implementation, but it may provide users with the detailed information they
require to identify a specific device. For example, a driver for a mass storage device may be able to
produce a static name such as "Hard Disk," but a more specific name, such as "XYZ Manufacturer SATA
Model 123 Hard Disk", may be much more useful.

To support the dynamic generation of controller names, a few additional steps must be taken. Frst, a
pointer to the dynamic table of names must be added to the private context data structure for the
controllers a device driver manages. The example below shows the addition of an EF _UN OCDE STRING TABLE
field to the private context data structure discussed in Chapter 8 of this guide.

Example 132-Controller namesin private context data structure

#define ABC PR VATE_DATA SI GNATURE SIGWATURE 32 ("A','B,"'C," ")

typedef struct {
U NTN Si gnat ur e;
EFl _PQA _1 O PROTOOOL *Pci | o;

EFl _UN CCDE_STRI NG TABLE *Control | er NaneTabl e;
} ABC PR VATE_DATA
#define ABC PR VATE DATA FROM PO _I O TH S(a) \
CR (a, ABC PR VATE DATA, Pcilo, ABC PR VATE DATA Sl GNATURE)

The next update is to the sart() service of the Driver Binding Protocol. It needs to add a controller
name in each supported language to ControllerNameTable in the private context data structure. Use
the wefiLib function Addunicodestring2() to add one or more names to a table. The ControllerNameTable
must be initialized to nuwL before the first name is added.

The following example shows the addition of an English name to a dynamically allocated table of
Unicode names. If more than one language is supported, then Addunicodestring2() is called for each
language. The construction of the Unicode string for each language is not covered here. The format of
names stored with devices varies depending on the bus type, and the translation from a bus-specific
name format to a Unicode string cannot be standardized.

Example 133-Adding a controller name to a dynamic controller name table

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ UefiLib. h>

ABC PRI VATE DATA *Private
CHARL6 *Control | er Nane



/1 context data structure using | SO 639-2 | anguage code
Il
AddUni codeString2 (
“eng”,
gAbcConponent Nane. Suppor t edLanguages,
&Private->Control | er NaneTabl e,
Control | er Nare,
TRUE

DE

Il
/1 Add the device name to the table of nanes stored in the private
/1 context data structure using RFC 4646 | anguage code
Il
AddUni codeSt ring2 (
“en",
gAbcConponent Nane2. Suppor t edLanguages,
&Privat e->Control | er NaneTabl e,
Control | er Narre,
FALSE

DE

The stop() service of the Driver Binding Protocol also needs to be updated. When a request is made for
a driver to stop managing a controller, the table of controller names built in the sart() service must be
freed. Use the UEFI driver library function FreewnicodestringTable() to free the table of controller names.

The code to add to the Driver Binding Protocol stop() service follows. The private context data structure
is required by the stop() service so the private context data structure can be freed. The call to
FreeUni codeStringTabl e() should be made just before the private context data structure is freed.

Example 134-Freeing a dynamic controller name table

#i ncl ude <Uefi.h>
#i ncl ude <Li brary/ UefiLib. h>

ABC PRI VATE_DATA *Pri vate

Fr eeUni codeSt ri ngTabl e

Lastly, the cetcontrollernane() service is slightly different because the dynamic table of controller names
from the private context structure is used instead of the static table of controller names. Because the
table of controller names is now maintained in the private context data structure, the private context
data structure needs to be retrieved based on the parameters passed into GetcontrollerNane() . This
retrieval is achieved by looking up a protocol that the driver has produced on ControllerHandle and
using a pointer to that protocol and a o) macro to retrieve a pointer to the private context data
structure. The private context data structure can then be used with the wfiLib function

Lookuplhni codestring2() to look up the controller's name in the dynamic table of controller names.

The example below shows the cetcontrollername() service that retrieves the controller name from a
dynamic table stored in the private context data structure.

Example 135-Device driver with dynamic controller names

#i ncl ude <Uefi.h>

#i ncl ude <Pr ot ocol / Conponent Nare2. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Library/ UefiLib. h>

EFl _STATUS
EFl APl
AbcGet Control | er Nane



IN CHARB * Language
QUT CHARLE **Control | er Nane

EFl _STATUS St at us;
EFl _PA _I O PROTOOCL  *Pci | o;
ABC_PR VATE_DATA *Private;

/1
/1 CnildHandl e nust be NULL for a Device Driver
11l
if (ChildHandle !'= NULL) {
return EFl _UNSUPPCRTED,

11
/'l Make sure this driver is currently managi ng Control |l erHandl e
11
Status = Efi Test ManagedDevi ce (
Gontrol | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
DE
if (EFI_ERRCOR (Status)) {
return Status;

Il
// Retrieve an instance of a produced protocol from ControllerHandl e
Il
Status = gBS >(penProtocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
Control | er Handl e,
EFl _COPEN_PROTOOCL_GET_PROTQOCL
)i
if (EFI_ERRCOR (Status)) {
return Status;

Il

I/l Retrieve the private context data structure for Control |l erHandl e
11

Private = ABC PR VATE_DATA FROMPA _IOTH S (Pcilo);

11l
/1 Look up the controller nane froma dynanic table of controller nanes
11l
return LookupUni codeString2 (
Language,
Thi s- >Suppor t edLanguages,
Private->Control | er NaneTabl e,
Control | er Nane,
(BOCOLEAN) (This ! = &AbcConponent Narre2)
)s



11.3.2BusDriversand Hybrid Drivers

There are many levels of support a bus driver or hybrid driver may provide for the Component Name
Protocols. These drivers can choose to provide a driver name as described in the section of this
chapter on etDivername() . They can also choose to provide names for the bus controllers they manage
and to not provide any names for the children they produce (such as the device drivers described the
previous section). This discussion explains what bus drivers and hybrid drivers need to do to provide
human-readable names for the child handles they produce. The human-readable names for child
handles can be provided through static or dynamic controller name tables.

Note: It isrecommended that bus drivers and hybrid drivers provide controller names for both the bus
controller and the child controllers these types of drivers produce. Implementing controller names for
only the bus controller or only the child controllers is discouraged.

Bus drivers and hybrid drivers implementing the Component Name Protocols must verify that
ControllerHandle and ChildHandle represent a device the driver is currently managing. In addition,
GetControl lerhame() mMust verify the requested Language is in the set of languages the UEFI Driver
supports. The following example shows the steps required to check these parameters. If these checks
pass, the controller name is returned in the requested language. In this specific example, the driver
opens the PCI /O Protocol in its Driver Binding Start() function. This is why gEfi PciloProtocol@iid is used in
the call to the EDK Il Library wefiLib function EfiTestMnagedevice() that checks to see if the UEFI Drivers
providing the toontrollername() Service is currently managing ControllerHandle. If the private context
structure is required, then typically the UEFI Boot Service enProtocol () is used to open one of the
protocols on ControllerHandle that the UEFI Driver produced and then uses a o) based macro to
retrieve a pointer to the private context structure.

Note: If ChildHandle is NULL, a request is made for the name of the bus controller. If ChildHandle is not
NULL, a request is made for the name of a child controller managed by the UEFI Driver.

Example 136-GetControllerName() for a Bus Driver or Hybrid Driver

#i ncl ude <Uefi.h>

#i ncl ude <Pr ot ocol / Conponent Narre2. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ Uefi Li b. h>

Q.CBAL_REMDVE_| F_UNREFERENCED

EFl _UN CCDE_STR NG TABLE mAbcControl | er NaneTabl e[] = {

{ "eng;en", (CHARL6 *)L"ABC Bus Controller in English"},

{ "fra;fr", (CHARL6 *)L"ABC Bus Controller in French"},

{ "spa;sp", (CHARL6 *)L"ABC Bus Controller in Spanish"},
{ }

b

Q.CBAL_REMOVE_| F_UNREFERENCED

EFl _UNI CCDE_STR NG _TABLE mAbcChi | dNaneTabl e[] = {

{ "eng;en", (CHARL6 *)L"ABC Child Controller in English"},

{ "fra;fr", (CHARL6 *)L"ABC Child Controller in French"},

{ "spa;sp", (CHARL6 *)L"ABC Child Controller in Spanish"},
{ }

b

EFl _STATUS



EFl APl
AbcCet Control | er Nane

{
EFI _STATUS Stat us;
EFl _UN OCDE_STR NG TABLE *NaneTabl e;
Il
/1 Make sure this driver is currently managi ng Control | er Handl e
11l
Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
)i
if (EFI_ERROR (Status)) {
return Status;
}
if (ChildHandl e == ) {
NanmeTabl e = mAbcCont rol | er NaneTabl e;
} else {
Il
/1l |f ChildHandl e is not NULL, then nmake sure this driver produced ChildHandl e
11l
Status = Efi Test Chi | dHandl e (
Control | er Handl e,
Chi | dHand| e,
&gEf i Pci | oPr ot ocol Qui d
)s
if (EFI_ERRCR (Status)) {
return Status;
}
NarmeTabl e = mAbcChi | dNaneTabl e;
}
return LookupUni codeString2 (
Language,
Thi s- >Suppor t edLanguages,
NaneTabl e,
Control | er Nane,
(BOOLEAN) (Thi s !'= &gAbcConponent Nane2)
)i
}

The static tables for the controller names and the child names can be substituted with dynamic tables.
This substitution requires the private context structure to be updated along with the start() and stop()
services of the Driver Binding Protocol. The previous section explains how this update is done for the
controller names. The exact same technique can be applied to child controllers.



11.4 Testing Component Name Protocols

Use the UEFI Shell's drivers and devices commands to exercise the Component Name Protocols.
Running these commands with no options shows the sets of drivers and devices in the platform The
names are shown in the currently set platform language

These commands also support a -l option to request names in an alternate language. FHgure 15,
following, shows an example using the UEFI Shell command drivers on the EDKII Nt32 platform. Fgure
16 then shows an example of using the UEFI Shell command devices on the EDKII Nt32 platform. The
details on each UEFI Shell command available to test UEFI Drivers can be found in Chapter 31 of this
guide.

Figure 15-Testing Component Name Protocol GetDriverName()

VERSION #D #C DRIVER NAME INAGE NAME
0000000A
0000BA0A
0000000A
0000000A
0B0OBOOA
0B00BA0A
0000000A
0000000A
0000BA0A
0000000A
00000008
0B00BA0A
0000000A
0000000A

Platform Console Management Driver ConPlatformDxe

Platform Console Management Driver ConPlatfornDxe
3 Console Splitter Driver ConSplitterDxe
- Console Splitter Driver ConSplitterDxe

Console Splitter Driver ConSplitterDxe
3 Console Splitter Driver ConSplitterDxe

Console Splitter Driver ConSplitterDxe
- UGA Console Driver GraphicsConsoleDxe
1 Serial Terminal Driver TerminalDxe
- Generic Disk I/0 Driver DiskIoHiiDxe

Partition Driver (HBR/GPT/E1 Torito) PartitionDxe

PCI Bus Driver PciBusDxe

SCSI Bus Driver ScsiBus

Scsi Disk Driver ScsiDisk

0BOOBA0A
0000000A
0000000A
0000BA0A
0000BO0A

o T e T end emd end end emd BT T ) B ed ) B

PCI IDE/ATAPTI Bus Driver
Windows Bus Driver

- Windows Block I/0 Driver
1 Windows Serial I/0 Driver
- Windows GOP Driver

IdeBusDxe
WinNtBusDr iverDxe
WinNtBlockIo
WinNtSerialloDxe
WinNtGopDxe



Figure 16-Testing Component Name Protocol GetControllerName()

#C Device Name
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12 UEFI Driver Configuration

The configuration of UEFI Drivers is typically provided through HIl. If a UEFI Driver requires interaction
with a user to properly configure a device for use in the UEFI preboot environment, HIl packages must
be registered and the HIl Config Access Protocol must be implemented. The requirement for Hll
packages and the HIl Config Access Protocol applies to UEFI Drivers required to be compatible with
platforms conformant with the UEFI 2.1 Specification or higher. This chapter focuses on guidelines for
UEFI Drivers required to produce Hll based configuration methods.

If a UEFI Driver is required to be compatible with platforms conformant with the UEFI 2.0 Specification,
the Driver Configuration 2 Protocol must be implemented. If a UEFI Driver is required to be compatible
with platforms conformant with the UEFI 1.1 Specification, the Driver Configuration Protocol must be

implemented.

UEFI platform firmware supporting HIl provides an HIl forms browser. This component uses UEFI consoles
to display configuration forms to the user and allows the user to navigate between forms and within
forms to answer questions related to the configuration of devices.



12.1 HIIl overview

A UEFI driver is not allowed to directly invoke a platform's forms browser. Instead, a UEFI Driver provides
sets of forms (the equivalent of Web pages) to HIl. If and when the forms browser is run, the web pages

are displayed and configuration takes place. The benefits of using forms instead of the Simple Text

Input Protocol and Simple Text Output Protocols include that:

e The forms allow use of a pre-existing GUI the system already has a browser. This means a UEFI

Driver can take advantage of the browser's features and allows the system to have a more
consistent look and feel for the user.

The forms are device-neutral. The browser can manage the forms appropriately for any device for
instance, a smart phone versus a laptop.

The forms allow for remote configuration of devices. Instead of requiring that the user to go the
physical machine and press (for example) Ctrl-Alt-F4, the text input can be handled remotely via the
browser.

HIl is designed to enable support of the data structures required to support fully localized text and

graphical user interfaces to the user. This consists of four types of support:

1.

keyboard: HIl supports keyboard mappings the keyboard reflects the language the user is expecting
to use. For example, French and English mappings differ in the Q, A, and Z keys. Keyboards simply
return the location of the key, not its Unicode value. The Hll support for key mapping allows
translation from key location to Unicode value. There is no support for IMEs.

Fonts: HIl supports fonts for the approximately 37,000 Unicode printable characters in Unicode UCS-
2 The system carries the Latin-1 (Western European) character set. Other characters must be
provided if they are to be displayed. Hll also supports narrow and wide characters to support
logographic languages (such as Chinese, hpanese, and Korean).

strings: HIl expects strings to be compressed Unicode stored by language. Drivers reference strings
by IDs, which requires less storage. The actual string selected is defined by the ID and by the
selected language.

Forns: HIl defines its own forms language known as IFR. Although similar to web-based forms
languages (such as HTML), IFR is stored in binary. IFR supports the usual tags, headers, and so on,
found in a normal forms markup language. However, IFR also has special support for items common
to configuration including multiple defaults and context-sensitive help. Unlike most forms languages,
HIl refers to strings via ID, so the same form can be used for multiple languages. Hll also supports a
rich set of operations for validating results. If all else fails, Hll can reference callbacks into the
submitting driver's code.

Note: IFRis a variable-length encoding of HTML-like tags. While experts can write in this language (a bit
like using DBs to write assembly language), most developers use a high level language known as VFR.
VFR compiles into IFR and makes writing UEFI forms similar to writing HTML. The EDK Il build tools provide
full support for VFR along with a VFR to IFR compiler.

Hll data is stored in a central Hll database dynamically created upon each reboot. Hll protocols allow for

a driver's Hll data to be submitted, manipulated, and extracted.

Configuration in a UEFI system is the province of a single setup browser. Drivers submit their Hll data to
the HIl protocols. The browser then parses through the forms in the same way an internet browser
would parse web data. The setup browser communicates with the drivers to obtain current



configuration information and to provide updates when the session completes.



12.1.1 HII Database and Package Lists

The Hll database is built dynamically as the system boots. A UEFI Driver is required to register lists of HIl
packages into the HIl Database. A package list is a list of packages providing different types of binary
data. The data types supported include font, string, image, keyboard, and forms data.

Note: The package could also contain some keyboard data but keyboard layouts are typically outside
the scope of a driver (and typically up to the platform to determine). For example, keyboard data could
represent the French keyboard, a simplified set of Hiragana and Katakana characters for a hApanese
keyboard, and so on. The Unicode values of keyboard data are mapped to the characters of each
supported language and displayed to the screen.

The goal of the package is to create a single form with multiple sets of strings. For example, the goal for
fonts is to create a single form with multiple sets of strings, each set for a different supported
language. The sets of strings are published to the Hll database, which also contains the strings, fonts,
and characters from other drivers. The setup browser can then access the Hll Database to display the
forms in the appropriate language and font.

In general, data in a package is not modified after it is registered. For example, data that probably
won't change during configuration include the questions that are presented to a user, the layout of the
forms, the font list, and so on.



12.2 General steps for implementing HI I functionality

To include HIl functionality in a driver, follow these general steps:

1.

Decide if the user should be allowed to change configuration data.

Identify a set of options that can be changed. These options are stored in NVRAM. The NVRAM

storage may be either local to the device being configured (recommended), or it may be global to
the platform such as UEFI Variables (not recommended). UEFI Variables must be used only to store

configuration data for UEFI Drivers integrated into a platform.

Define the C data structure for the configurable data. Drivers have flexibility on how they process

configurable data. For example, data can be managed as name, value pairs or as a data structure.
The full C data structure is defined in a .h file for the UEFI Driver usually in <<DriverNane>> .h.

Determine the order of the questions presented to the user-for example, the order in which to

present the fields and their values. For example, select on or off, yes or no, or enter a specific

value, and so on. This information is typically stored in the file called <<brivername>> .Vfr. The order in

which the information is listed in the <<brivernane>> .Vfr file is the order in which each configurable

field is displayed in the form.

TIP: When designing questions, remember that the way the user sees the data may vary
considerably depending on the device used. For example, it could vary from a few lines on a plasma
display on the front panel of a home electronics device to a full, rich GUl interface on a remote

console.

Define the strings for the form including the title of the form, help information for the form title; the

titles for each configurable field and the help information (if any) for each configurable field. This

information is typically stored in the <<mrivername>>.Uni. The example below shows a portion of the

Unicode string file from a sample driver in the MdeModulePkg on the path

MdeModulePkg/Universal/DriverSampleDxe.

#l angdef en-US "English"
#l angdef fr-FR "Francais"
#string STR_FORM SET_TI TLE

Example 137-Example of a Unicode stringfile

#l anguage en-US "Browser Testcase Engi ne"

#l anguage fr-FR "Browser Testcase Engi ne"
#string STR FORM SET_TI TLE HELP #l anguage en-US "This is a sanple driver which is used to test the browser

op-code operations. This is for devel opnent purposes

inany formother than a test application
\ wi deAAAAAAAAA\ nar row and nar row AAAL"

#l anguage fr-FR "Thi

Here is a

op-code operations. This is for devel opnent purposes
inany formother than a test application
\ wi deAAAAAAAAA\ nar row and narrow AAAL"

#string STR FCRML_TI TLE

#string STR FCRVR_TI TLE

#string STR FCRVB_TI TLE

#string STR_ DYNAM C TI TLE

#string STR SUBTI TLE TEXT

#string STR SUBTI TLE TEXT2

#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage
#l anguage

Here is a

en-Us "
fr-FR"
en-Us "
fr-FR"
en-Us "
fr-FR"
en-Us "
fr-FR"
en-Us "
fr-FR"

£SEEs s g

en-Us " "
fr-FR" "

and not to be distributed
set of wide

s is a sanple driver which is used to test the browser
and not to be distributed
set of wide

First Setup Page"

Primero Arreglo P "na"’

Second Setup Page"

Segunda Pagi naci e | a D sposi ci uot
Third Setup Page"

Tercera Pagi naci e | a D sposi ci uot
Dynani c Page"

Dynami c Page Spani sh"

subtitle text"

texto del subtlo”



#string STR CPU STR NG #l anguage en-US "M/ CPU Speed is "
#l anguage fr-FR "M/ CPU Speed is "
#string STR CPU_STR N& #l anguage en-US " "
#l anguage fr-FR " "

6. Determine if the driver must be localized: Does it need to support more than one language? If so, the
strings must be translated. Determine if the languages can be displayed using the Latin-1 character set
(European). If not, obtain fonts for the characters in the languages the driver supports.

At this point, a .uni file, a.vfr file, and a .h file have been produced. Typically, there is only one .uni file and one .vfr

file per driver. More than one .uni file may be required if the driver presents multiple forns or nenus. More than one .vfr f
ile may be required in certain circunstances, for exanple, to sinplify maintenance by hol ding an area of functionality in a se
parate .vfr file that changes often.

7. Implement HIl Config Access Protocol to retrieve and save configuration information associated with
the HIl forms. The implementation of the HIl Config Access Protocol is typically found in the file
HiiConfigAccess.c. Appendix A contains a template for a HiiConfigAccess.c file for a UEFI Driver. The
Config Access Protocol contains three services: ExtractConfig(), RouteConfig(), and DriverCallback(). The
following example shows the definition of the HIl Config Access Protocol for reference. When the HiIl
setup browser is called, these functions are used to retrieve and store configuration setting as well as
to retrieve default settings.

Note: This is still the init section. The driver has not attached to those protocols yet.

Exampl e 138-Exampl e of a Unicode string file

typedef struct _EFl_H|_CONFI G ACCESS PROTOOCL EFI _H | _OONFI G ACCESS PROTCOCL;

struct _EFI_H|_OONFI G ACCESS PROTOOCL {
EFl _H | _ACCESS_EXTRACT_CONFI G Extract Confi g;
EFl_H | _ACCESS ROUTE_CONFI G Rout eConf i g;
EFl_H | _ACCESS FORM CALLBACK Cal | back;
b

extern EFl _GJ D gEfi H i Confi gAccessProt ocol Qui d;

8. Register all the packages from the driver entry point following the example in Chapter 7 on adding HIl
packages.

9. If the UEFI Driver does not follow the UEFI Driver Model, install the HIl Config Access Protocol from the

driver entry point following the example in Chapter 7. If the UEFI Driver does follow the UEFI Driver Model,
the HIl Config Access Protocol is installed in the Driver Binding Protocol Start() function on each handle

the UEFI Driver manages and provides configuration.

At this point, the driver's init part is done. When the form is displayed to the user, the calls to the Hll
Config Access Protocol are made to retrieve and save configuration settings. It is up to the
implementation of the HIl Config Access Protocol to store configuration settings in NVRAM so they are
available the next time the platform boots.
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12.3 HII Protocols

Some protocols must be clearly understood in order to successfully implement a UEFI driver with HIl
functionality. The basic protocols consist of four consumable protocols and the HIl Config Access
Protocol produced by a UEFI Driver. They need not be used in any particular order. The MleMdul ePkg
provides the wefiHiservicestib that automatically looks up consumed HIl protocols and makes them
available to a UEFI Driver requiring the services they provide. A UEFI platform is not required to produce
all of these protocols. The following is the list of protocols and the global variable provided by the
WefiHiservicesLib . If a global variable is set to nuL, it means that the platform does not produce that
specific protocol. UEFI Drivers must handle all platform configurations, so it is important for a UEFI Driver
to continue to function both when an Hllrelated protocol is present and when an Hll related protocol is
absent.

1. EFI_H | _DATABASE PROTOOOL gH i Dat abase
2. EFI_HI_STR NG PROTGOOL gH i String
3. EFI_H|_FONT_PROTQOOL gH i Font

4. EFI_HI_I MAGE PROTQOOL gH i | mage



12.3.1 HII Database Protocol and HII String Protocol

Use the database protocol to submit the package of strings, fonts, forms, and so on, to the Hll
database. It is the most important of the HIl protocols. Because the package is created at build time,
and most of the package does not change, the driver does not have to call much later. This can
significantly speed up boot time.

The strings protocol allows the general purpose forms to adapt to the configuration of a specific
platform. This includes configuration information typed in by the user. The forms themselves are created
by the VFR during build.

Basically, the string and database protocols facilitate database and string management. The browser
simply gets things out of the database after the driver uses the set functions to put data into the
database. The browser doesn't need to know how to parse the database or even know how strings are
stored; it needs to know only how to parse the forms.

The EDK Il provides a library, in the memdulerkg , called HiLib that provides helper functions to simplify
the use of the HIl Database and HIl String protocols. It also provides services to dynamically generate
forms.

12.3.1.1 HII Database Pr otocol

Hll data is contained in HIll packages. For example, A driver might have a string package, a form
package, and a small font package. Hll supports package lists as a way to combine HIll packages to
create a single data structure for all the user interface HIl data necessary for the driver. Rather than
requiring the driver to split the packs up to, for example, provide the string pack to the string protocol
and the font pack to the font protocol, the Hll Database Protocol consumes the entire package list and
portions it out to the various parts of the Hll database. The package list format is described in the
Human Interface Infrastructure Overview chapter of the UEFI Specification.

When a package list is submitted to the database (via NewPackagelist), an ID, known as an Hll handle,
is associated with the data. This handle is required to manipulate the pack list's data to ensure
unigueness. For example, if two drivers submit string packs to the database, each have a string with an
ID of 1 but they are different. The handle indicates which string with an ID of 1 to access.

One parameter to NewPackagelist deserves special attention: DriverHandle. The driver handle indicates
the handle on which the driver has put an instance of the CONFIGURATION_ACCESS_PROTOCOL. This
protocol is used to obtain ("extract") the current configuration of a driver and to provide new
configurations to it.

UpdatePackagelist allows a driver to associate more than one package list with the same handle. This
may simplify complex configurations by splitting the package into a common piece and additional
configurations depending upon the cards SKU.

The Database protocol also supports methods to extract pieces from the database up to and including
the entire database as well as ListPackagelLists and ExportPackagelists. These functions are rarely
useful for a driver but are the mechanisms by which the system places the Hll data into the system
table and also how the Setup browser obtains the data used to present its screens. The database
protocol also supports notification functions for consumers of database data so they can determine if
new packages have been added or existing ones removed.

Questions commonly asked include: Why are there individual protocols for some package types? Why
isn't there a single protocol? The main reason is that the number of functions required became
unwieldy. A secondary reason is that, for some smaller implementations, subsets of Hll could be
implemented. In reality this has not occurred.



The keyboard packages were judged as being simple enough to leave in the database protocol.
Keyboards are abstracted using a data structure per key. Each data structure defines the key code to
which the data structure refers, as well as the unmodified Unicode weight and the weights when
modified with Shift, Alt, and Shift + Alt. Only the keys that vary from the standard US English layout need
be specified. Certain keys, such as NumLock, may also be assigned special functions.

12.3.1.2 HIl String Protocol

The String Protocol consumes string packs. It also allows manipulation of strings already in the
database, even if they were submitted via the database protocol.

It is quite common for a driver to need to manipulate certain strings when its data is in the HIl
database. Consider the case of a media card with attached mass storage devices. When the driver for
the media card is created, the identification data of the mass storage devices attached aren't known.
That data is derived when the card's driver is invoked, generally at start() .

If the driver is to provide the mass storage device types to the setup browser, it is common to allocate
empty strings so the build allocates string IDs to the strings. The driver can then parse the string pack
to modify strings updating them with the drive id data itself and then submit the string pack. This is
complex and tedious because the string packs are stored to be space efficient, not to be easily
accessible. The String protocol already knows how to parse the string pack, however, and does provide
methods to modify strings by ID. This makes the job of updating strings for dynamically derived data an
easy one. Simply submit the string packs to the database, then modify the few strings that change
dynamically. Blank strings can be checked for in IFR so empty channels don't have to be displayed.

12.3.1.3 Adding datato the HII database at boot time

There is more than one way to add information to the database. A crude way of adding information to
the Hll database is by using individual protocols to specify the fonts, strings, and forms. A better way is
to use the HIl Database Protocol. This protocol provide services to register the strings pack, fonts pack,
forms pack, and so on, all at once. Because most of the package is static data, the driver does not
have to do much work later during boot.

Note: If the VFR compiler is used as part of the build, the package created may be published with this
protocol.

Also, note that the database is not complete at build time. The driver cannot know all the data it needs
about the end-user's specific system hardware or other devices connected to the hardware. For
example, the driver can't know a specific platform's MAC address at build time, which specific mass
storage devices are attached via SCSI, each mass storage device's version information, and so on. That
type of information is acquired during setup. During setup or boot, the package for the Hll database
must be updated.

Although data may be modified before being submitted to the database, that process is both difficult
and convoluted. Use the setstring() function in the HIl String Protocol instead.

For configurable data, or for data not available at build time, use a question mark in the package for
each of the blank fields. During boot, the driver requests that information. Use the set string
functionality of the HIl String Protocol to specify the ID of the new package list and update the database
with the new string from the build file.



Note: If driver A creates a package list for the database, and another driver B creates another
package list for the database, driver A's string #12 is not the same as driver B's string #12.

12.3.1.4 Update the database viathe byte offset of a configurablefield

To modify a form after build-time, include a comment line (a macro for the VFR compiler) in the form's
source code. The comment line does not generate code in the form. It simply indicates the byte offset
of the value which does change the platformspecific information. The driver does not need to know how
to parse the whole form to find that value. Instead, a driver can use the offset to find out where to edit
the form.

Take the example of a SCSI driver with 2 drives specified as the default. In this example, the end-user
platform actually has 3 drives. The driver searches for the appropriate comment to find the offset and
the compiler tells the driver that the description of the logical unit is at line 437 The driver goes to that
location, adds new forms data for the third drive and "slides" the rest of the configuration forms down.
Essentially, new data is inserted into a newly created hole. Because the Internal Forms Language (IFR)
is decision-independent, there are no fixed addresses in the code so data may be moved from one
location to another relatively easily. The IFR also uses names for references, not pointers. For example,
if 20 bytes of data need to be added at location 437, the 20 bytes can be copied into the new form.

Note: The driver can do a get operation on the whole form or on just the string. The driver can do a get
operation on the string because it uses the existing infrastructure (the platform's browser and other
tools), which already know how to parse the database to find the appropriate data.

12.3.1.5 Using stringsto create for ms as-needed

Use strings to create forms as needed. For example, most of the time, a SCSI has only 2 drives, but
could have up to 8 Instead of creating a static form with 8 fields, and only 2 filled at boot time, a form
with the 2 required fields can be created dynamically. The other 6 unused fields would not be displayed
until they are actually needed.

12.3.1.6 Using strings to modify forms

In general, about 80% of any given form is static and common across the system's hardware. The other
20% is specific to that platform.

When adding information after build, it is sometimes easier to simply update a form. Other times it's
easier to create a new form and turn it in. In general, a new form should be created if 70-80% of the
information is new or has changed.

The VFR programming language explains how to work with forms and includes tips and suggestions for
modifying forms.

12.3.1.7 HIl Database Protocol with Export Package List

The HIl Database Protocol provides a service to export all registered packages into an Export Package
List. This includes packages registered by all UEFI Drivers. The Export Package List is not typically used
by UEFI Drivers themselves. Instead, its purpose is to provide a single interface for external entities to
extract the data needed to configure the system remotely.



Note: Programs that perform remote configuration do not have access to callbacks so questions
related to callbacks are not visible remotely. Requests to read and write configuration data are routed
to HIl Config Access Protocol instances.



12.3.2 HII Config Routing Protocol

The Configuration Routing Protocol is not used by UEFI Drivers. However, it is important to understand
its role in the configuration process. This protocol is used by consumers of forms to determine the
current configuration of the tags (questions) associated with the forms and to change the
configuration of the corresponding data.

The data format for both output from the drivers and input into the drivers is Unicode strings of
ampersand separated name=value pairs. Each string is associated with a particular form, and hence, a
particular driver. Specific name=value pairs at the start of a string of data associate the data with a
particular instance of a driver.

This format can seem a little cumbersome at times but does provide a common, well defined mechanism
to present the data. It is useful particularly in cases where the configuration of the system is handled
remotely. It is also useful in cases where the same configuration data is applied to multiple systems,
such as when systems are initially received by an IT department.

The data provided by the driver includes the leading name=value pairs. The data provided by the
configuration program consists of a single string that may be consumed by multiple drivers (hence the
name multi-config string). The routing protocol uses the leading name=value pairs to break-up the
multi-config string and to determine the correct consumer of each of the substrings. Each driver
receives only its own configuration data via the HIl Config Access Protocol described below.

The leading name=value pairs (all in upper case only) are:
e GUID - The GUID in the Setup Form associated with this data
e NAME - The name of the driver
e PATH - The binary device path to the driver's device

A UEFI Driver may describe not only the current configuration but also several alternate configurations.
Each alternate configuration is described by an identifier and preceded by a name=value pair with the
name ALTCFG and the value indicating the alternate configuration in the Form. These are typically
default configurations.

A UEFI driver maps its configuration into an array that is also represented as a C data structure. In this
case, each configurable item is represented by three consecutive name=value pairs:

e OFFSET The byte offset into the structure of the item
e WIDTH The number of bytes the item consumes
e VALUE The current (or new) configuration of the item

Helper functions map the string into a memory array to be stored by the UEFI Driver. A UEFI Driver may
receive a request for only certain configuration values, in which case only the names (and not the = or
value) are filled in. The driver must fill in the values for the requested names.

If a UEFI Driver receives a configuration string containing incorrect leading name=value pairs, unknown
names or out of bound values, the driver must reject the configuration request. In other words, the
driver always validates the input string.

There is no requirement to include all name=value pairs in a configuration change string. The
configuration associated with all names not mentioned in the string should not change. The UEFI Driver
must ensure that the results of the reconfiguration are valid.

A UEFI Driver must provide a name=value pair parser that is tolerant of different formats of
numbers Oab, ab, and AB are all the same number. Similarly, the parser must be tolerant of case
changes in names Fed=5, fred=5, and FRED=5 should all be tolerated.



A UEFI Driver implementation of the HIl Config Access Protocol must pay close attention to the memory
allocation and deallocation requirements of the HIl Config Access Protocol. Sometimes, the caller
allocates the memory, other times, the callee allocates the memory. See the EFI HIl Configuration
Access Protocol section of the UEFI Specification for more details.

12.3.2.1 Remote configuration

Previously, even when configuration is local, every PC BIOS legacy option ROM had to carry its own setup-
this took up a lot of space. With HIl, only the platform needs to carry the browser. The driver carries only
the package-the fonts and strings that the browser doesn't know about. For drivers having a significant
amount of configuration, using HIl functionality can help reduce the driver's size by as much as 20% or
30%.

For example, a platform may require some configuration at runtime. Or a platform may require remote
configuration by an Information Technology (IT) administrator at a remote server that allows them to
configure some settings, and send those settings back. In order to do this, the management
application typically wants the entire database of information. Such an application sends that database
off to the remote system, which does the configuration via its own setup browser, then sends the data
back. The management application provides configuration changes to the platform that are routed
back to the UEFI Driver managing the device being configured. This means a driver can support remote
configuration without having to implement all the functions that the browser and management
application already provide.

Note: Configuration data, whether configuration is remote or local, does not need to use callbacks. In
fact, a remote browser ignores all the pieces of a form involving callbacks. Once the configuration is on
the end-user platform, callbacks are functional again because they are on a local machine.



12.3.3 HII Config Access Protocol

The HIl Config Access Protocol is produced by the UEFI driver. It has three key functions that are
published to the Hil database. The first two functions are used by the Configuration Routing Protocol to
extract data from drivers and to provide configuration back to the drivers. The format of the
configuration is modeled after the CGIl: A Unicode string of ampersand separated name = value pairs
(x=1&y=2&z=3A). The names and values are specified in the forms. Only names are provided for extract
requests. The driver cannot assume that all names in a form are present in a request the caller may
limit the entries to only those it needs.

Callbacks are the method by which the browser and driver directly communicate with each other. The
forms describe when to invoke callbacks and they provide some context for the callback.

Use callbacks to update dynamic data, such as ambient temperature, fan speed, etc. They should not
be used to modify how items are displayed.

The following three key functions are published to the Hll database:

e ExtractConfig function: This function is called by the Hll engine at the beginning of a particular
form. This function gives the driver a chance to perform tasks before the form is processed by the
Hll database engine. For example, the function could test the current NVRAM data structure to
make sure it is not corrupt. This function also allows the browser to display current configuration
information.

Note: The ExtractConfig function eliminates the need to use the previous, tedious method of manually
outputting to the console, reading strings back from the console, and manually interpreting those
strings.

e RouteConfig function: This function allows the browser to obtain and change configuration
information upon the exit of the form. It performs the final store and routes the appropriate data
out to whoever needs it. For example, this function copies the current data back to the data
structure in NVRAM. This function processes any changes that the user enters.

e Callback function: This function is called when a user makes changes. After the changes are
saved, the original data structure is updated with the new settings.

Note: This is not a callback in the traditional sense. This function is used by the browser to route data
back to the appropriate driver so each driver can process its own configuration.

12.3.3.1 Sampl e code for routing protocols

The following three examples show how the ExtractConfig, RouteConfig, and Callback functions of the
Config Access Protocol may be used.

Example 139-ExtractConfig() Function

EFl _STATUS
EFl APl



QUT EFl _STR NG *Resul ts
)

EFl _STATUS Stat us;

U NTN Buf ferSi ze;

DRI VER SAMPLE PR VATE DATA *Privat eDat a;

EFl _H | _OCONFI G_ROUTI NG_PROTCOCL *H i Confi gRouti ng;
EFl _STRI NG Conf i gRequest ;

EFl _STRI NG Conf i gRequest Hdr ;
U NTN Si ze;

BOOLEAN Al | ocat edRequest ;

if (Progress == NULL || Results == NUL) {
return EFl _I NVALI D_PARAVETER,

}

/1 Initialize the |ocal variables.

Confi gRequest Hdr = NULL;

Confi gRequest = NULL;

Size = 0;

*Progress = Request;

Al | ocat edRequest = FALSE;

PrivateData = DR VER SAMPLE PR VATE FROMTH S (This);
H i ConfigRouting = PrivateData->H i Confi gRouti ng;

/] Get Buffer Storage data from EFl variable.
/1l Try to get the current setting fromvariable
Buf ferSi ze = sizeof (DR VER_SAMPLE_CONFI GURATI QN) ;
Status = gRT->Get Variabl e (

Var i abl eNarre,

&ntfor nBet Qui d,

NULL,

&Buf fer Si ze,

&Pri vat eDat a- >Conf i gur ati on

DE
if (EFI_ERRCOR (Status)) {

return EFl _NOT_FOUND,

if (Request == NULL) {
/1 Request is set to NULL, construct full request string
Il
/l Alocate and fill a buffer |arge enough to hold the <ConfigHdr> tenpl ate
/1 followed by "&OFFSET=0&W DTH=WWYWWYYWYWYWWWYYWWW fol | owed by a Nul | -term nat or
Confi gRequest HIr = H i Const ruct Confi gHdr (
&nfor nBet Qui d,
Vari abl eNarre,
Pri vat eDat a- >Dri ver Handl e[ 0]
)
Size = (StrLen (ConfigRequestHdr) + 32 + 1) * sizeof (CHARL6);
Confi gRequest = Al | ocat eZer oPool (Size);
ASSERT (ConfigRequest != NULL);

Al | ocat edRequest = TRUE
Uni codeSPrint (
Conf i gRequest ,
Si ze,
L" %6 &OFFSET=0&W DTH=%016LX",
Conf i gRequest Hdr,
(U NT64) Buf fer Si ze
)
FreePool (Confi gRequest Hdr);
el se {
/'l Check routing data in <ConfigHdr>.
/1 Note: if only one Storage is used, then this checking coul d be skipped.
if (!HilsConfigHdrMatch (Request, &rFornSetQuid, NJLL)) {
return EFl _NOT_FOUND;

)

}

/1l Set Request to the unified request string.

Conf i gRequest = Request ;

/1 Convert buffer data to <ConfigResp> by hel per function Bl ockToConfi g()
Status = H i Confi gRouti ng->Bl ockToConfig (



H i Confi gRouti ng,
Confi gRequest,
(U NT8 *) &PrivateData->Configuration,
Buf ferSi ze,
Resul ts, Progress
)

}

/1 Free the allocated config request string.

if (AllocatedRequest) {

FreePool (ConfigRequest);

/] Set Progress string to the original request string.
if (Request == NULL) {
*Progress = NULL;
} elseif (StrStr (Request, L"CFFSET') == NULL) {
*Progress = Request + StrlLen (Request);
}

return Status;

return EFl _SUCESS

}
Example 140-RouteConfig() Function

EFl _STATUS
EFl APl
Rout eConfig (

IN CONST EFl_H | _QONFI G ACCESS PROTOOOL  *Thi s,

IN CONST EFl _STR NG Confi guration

QUT EFl _STR NG *Progress

)
{

EFl _STATUS Stat us;

U NTN Buf ferSi ze;

DR VER_SAMPLE PR VATE _DATA *Privat eDat a;

EFl _H | _CONFI G_ROUTI NG_PROTOOCL *H i Confi gRout i ng;

if (Configuration == NULL || Progress == NJLL) {
return EFl _| NVALI D_PARAVETER,

}

PrivateData = DR VER SAVWPLE PR VATE FROM TH S (This);

H i Confi gRouting = PrivateDat a->H i Confi gRouti ng;

*Progress = Configuration;

/1 Check routing data in <ConfigHdr>.
/1 Note: if only one Storage is used, then this checking could be

/1 skipped. if (!HilsConfigHdrMatch (Configuration, &rFornBetQid, NUL)) { return EFl _NOT_FOUND,

/1l
/l Get Buffer Storage data fromEFl variable
/1l
Buf fer Si ze = si zeof (DR VER _SAMPLE CONFI GURATI ON) ;
Status = gRT->Get Vari abl e (
Vari abl eNane,
&nfor nBet Qui d,
NULL,
&Buf f er Si ze,
&Pri vat eDat a- >Conf i gurati on
)i
if (EFI_ERRCR (Status)) {
return Status;

}
/1 Convert <ConfigResp> to buffer data by hel per function ConfigToBl ock()

Status = H i Confi gRouti ng->Confi gToBl ock (

Buf fer Si ze = sizeof (DR VER SAVPLE CONFI GURATI QV) ;



H i Confi gRouti ng,
Configuration,
(U NT8 *) &PrivateData->Configuration,
&Buf fer Si ze,
Progress
)8
if (EFI_ERRCR (Status)) {
return Status;
}
/1 Store Buffer Storage back to EFl variable
Status = gRT->SetVariable (
Var i abl eNarre,
&ntfor nBet Qui d,
EFl _VAR ABLE_NON VOLATI LE | EFI _VAR ABLE BOOTSERVI CE_ACCESS,
si zeof (DR VER_SAMPLE CONFI GURATI ON),
&Pri vat eDat a- >Conf i gurati on
DE
return Status;

}

Example 141-Callback function

EFl _STATUS
EFl APl
DriverCal | back (
IN QONST EFl _H | _CONFI G ACCESS PROTCOCL  *Thi s,

IN EFl _BROAMSER ACTI ON Act i on,
IN EFI_QUESTION ID Questionl d,
IN U NT8 Type,
IN EFl _I FR TYPE VALUE *Val ue,
QUT EFl _BROABER ACTI ON_REQUEST *Act i onRequest
)
{
DR VER_SAMPLE PR VATE_DATA *Privat eDat a;
EFl _STATUS Stat us;

if ((Value == NULL) || (ActionRequest == NULL)) {
return EFl _| NVALI D_PARAVETER,

}

Status = EFl _SUCCESS;

PrivateData = DR VER SAMPLE PR VATE FROM TH S (Thi s);

switch (Questionld) {

case 0x1234: // do some code break;

defaul t:
br eak;

}

return Status;



12.3.4 Rarely used HII protocols

There are two rarely used HIl protocols: HIl Font Protocol, and the HIl Image Protocol. Though rarely
used, understanding them is important

12.3.4.1 HIl Font Protocol

The HIl Font Protocol provides functionality equivalent to the String Protocol but manages fonts instead.
Fonts consist of glyphs, bit-mapped representations of characters. The characters are referred to by
their Unicode weight, which is to say their corresponding binary value. For example, weight 0x0030 is a
"0" (zero). Afont is a series of glyphs bound together by name, size and similar visual characteristics.

The default font is the system font, which is 8x16 and 16x16 (for wide characters). Latin-1 characters in
this standard font are provided by the system firmware. If a driver uses other characters, including e.g.
Chinese, Korean, Hindi, Arabic, Hebrew, etc. A driver must provide all of the characters it uses. The build
tools determine the actual characters used. Other fonts are identified by GUID.

TIP: It is strongly recommended that the system font be used for reasons of size and consistency.

Unlike strings, fonts are not separated by handle. When a driver provides fonts to the database, the
new glyphs are merged with existing glyphs, provided that they are the same font. This means the
display of a driver's data may use a different driver's font characters.

12.3.4.2 HIl Image Pr otocol

HIl provides simple support for images like graphical pictures and simplistic animation. There is no
requirement for browsers to support graphics. The browser in EDK Il does not support graphics and
most setup browsers do not support graphics simply because of size requirements. The exception is for
splash screens (banners).



12.4 HII functionality

HIl functionality offers several benefits. One of the biggest is that HIl functionality takes advantage of
the platform's existing browser to standardize forms and change the way data is presented to the user.
UEFI Drivers no longer need to include a browser and this simplifies drivers, helps reduce driver size,
and helps standardize the interface for users. Also, because the forms support language localization,
the driver no longer needs to manually manage language strings. Instead, the Hll interface displays
forms as appropriate for the languages specified by the driver writer.



12.4.1 Branding, and di splayi ng a banner

HIl makes it easier for vendors to brand their drivers. This includes displaying a unique splash screen or
banner. This is done through HIll forms. However, the forms themselves are defined in the VFR (visual
forms representation) programming language. (See the VFR Programming Language Specification).



12.4.2 Specifying supported languages

The HIl String Protocol allows strings and tokens to be used to specify the supported languages for a
driver. The strings themselves are defined in a separate string file. That file is then published to the HIl
Database.

The string file must have at least one language definition and at least one string. If there is only one
language specified, that language is the default. If more than one language is specified, then the first
language listed is always the default language.

Note: It is possible that no languages supported by the system are supported by the driver. In this
case the browser selects the default language and proceeds. It is important to use the secondary
language feature in Hll to describe alternate languages to provide maximum flexibility for a set of
strings.

The following snippet from a Unicode string file shows American English (en-US) as the default language
because it is first in the list. The string file includes support for two additional languages, French-
Canadian (fr-CA), and British English (en-UK).

Example 142-Unicode string file with support for multiple languages

#l angdef en-US "English”
#l angdef fr-FR "Francai s"
#l angdef en-WK "British”

#string STR I NV_FCRM SET_TI TLE #l anguage en-US "ABC | nf ormation Sanpl e”
#l anguage fr-FR "M notor Espade arregl 0"
#l anguage en- WK "ABC | nfornation Sanple"

Note: It costs the driver almost no processing time to support multiple languages because language
selection is determined at the system level. However, adding support for multiple languages with
additional strings and tokens can increase the size of the driver slightly. Adding support for many
languages (for example, 100 or more) could increase the size of the driver more significantly.



12.4.3 Specifying configur ation infor mation

HIl functionality makes it easier to publish configuration information to a database. With HIl functionality,
the driver writer specifies the form layout for configuration information. The form layout points to static
strings, as well as to data that is configurable by the user. The driver writer also defines the data
structure of configurable data stored in NVRAM.

The strings are defined in a Unicode file (files with a .uni extension). During the driver's init section, the
driver publishes the list of strings (such as language strings) and forms to the Hll database with the HIl
handler. The driver also publishes its configuration routing protocols. The actual data structure of
strings and forms is created as part of the build process.

The build tools take the .Uni file and the .Vfr file and produce a data structure. That data structure is
stored in the Hll database. Configurable data is stored in NVRAM.

When the HIl engine is invoked, it runs the forms, pulls the strings it needs from the string database,
and pulls the configurable settings it needs from NVRAM.

12.4.3.1 Using forms

Prior to HIl, there was no standardized way to create forms. Instead, forms were created manually, and
were manually output to the console. Hll provides a standard way to create forms, making it easier to
display information. Because HIl functionality is standardized via forms, the driver no longer needs to
manage the way users enter data, or worry about parsing the data. The Hll engine parses the data to
make sure it is appropriate for the defined field. See the discussion earlier in this section entitled
"General Steps for Implementing HIl Functionality."

To create forms, a UEFI Driver with HIl functionality should use the VFR programming language and IFR
defined in the Human Interface Infrastructure Overview chapter of the UEFI Specification. Refer to the
VFR Programming Language for information about creating forms. The meMdulePkg also contains a
sample driver in the paths meMdul ePkg/ Lni versal / Dri ver Sanpl ebxe @and MieMbdul ePkg/ Uni ver sal / H i Resour cesSanpl eDxe
that show example usages of VFR constructs.

12.4.3.2 Storing configuration infor mation in nonvol atil e stor age

A UEFI Driver should store its configurable information in nonvolatile storage (NVRAM). This configuration
information should be stored with the device so the configuration information travels with the device if it
is moved between platforms.

The exact method for retrieving and storing configuration information on a device is device specific.
Typically, drivers use the services of a bus I/O protocol to access the resources of a device to retrieve
and store configuration information. For example, if a PCl controller has a flash device attached to it,
the management of that flash device may be exposed through I/O or memory-mapped /O registers
described in the BARs associated with the PCl device. A PCl device driver can use the 1o.Read() ,

lo.Wite() , MmRead() , Or MmWite() services of the PCI /O Protocol to access the flash contents to
retrieve and store configuration settings. Devices that are integrated onto the motherboard or are part
of a FRU may use the UEFI variable Services such as cGetvariable() and setvariable() to store configuration
information.



12.4.4 Making configur ation data availableto other drivers

Configuration data is stored in NVRAM. The data structures that contain the static and configurable
data for the driver are typically part of the package published to the HIl database. In order to make
configuration data available to other drivers, make sure to do the following:

1. Extract the forms from the form database.
2. Parse the forms for the names of the configurable options.
3. Use the HIl Config Access Protocol to extract the data from all drivers.

12.4.4.1 Check validity of configur ation options for a specific device

The UEFI Specification defines a callBack() service in the HIl Config Access Protocol. This protocol
interfaces with the VFR language. The callback protocol includes an action, Qestionid, type, value, and
action request. When the user changes a configuration setting, this causes a call back to the driver.
The driver then needs to check to see if the value entered is valid.

The data structure for configuration options is initialized via the driver's init entry point. The init reads
the configuration data out of NVRAM and makes sure the data is valid. If any particular variable is
invalid, the value for that variable is reset to its default.

The platform vendor can validate the configuration of all devices in the system before booting. In
addition, the devices can be reset to their default configurations. If the firmware detects a corrupt
configuration then a default configuration may be selected automatically. The platform vendor may
choose to allow the user to select a menu item to force defaults on a specific device or all devices at
once.



12.4.5 Check to seeif configuration parametersarevalid

To check configuration values and make sure they are valid, use the ExtractConfig() service of the Hll
Config Access Protocol. The HIl setup browser uses this service to check for valid configuration values
when the setup browser displays a form that was previously registered by the UEFI Driver. If the
configuration values are not valid, then the setup browser may provide an option to reset the device to
its default configuration settings. The default configuration settings may be retrieved using the
ExtractConfig() service of the HIl Config Access Protocol. This means the UEFI Driver that produces the
HIl Config Access Protocol must support requests for the current configuration settings as well as the
default configuration settings.



12.5 Forms and VFR files

Here is a sample, simplified VFR file. It declares a form set with one from and uses a single variable
store to retrieve and save configuration settings. The form contains a title and four questions:

Allows a user to select one of two pre-defined values.
Allows the user to type in a string value.
Allows the user to type in a numeric value.

A WO N P

Allows the user to select a button to reset settings to defaults.

Example 143-Sample VFR file, simplified

111** @ile

Il

/1 Sanple Setup fornset.

Il

/1 Copyright (c) 2004 - 2010, Intel Corporation. Al rights reserved. <BR>

/1 This programand the acconpanying naterials

/1 are licensed and made avail abl e under the terns and conditions of the BSD

/1 License which acconpanies this distribution. The full text of the |icense may be
/1 found at http:

/I opensour ce. org/ | i censes/ bsd-1| i cense. php

Il

/] THE PROGRAM | S DI STR BUTED UNDER THE BSD LI CENSE ON AN "AS | S' BASI S,

/1 WTHOUT WARRANTI ES CR REPRESENTATI ONS CF ANY KI ND, El THER EXPRESS CR | MPLI ED.
11

[1**]

#i ncl ude "NvDat aStruc. h"

fornset
guid = FORVBET_QU D,
title = STRING TOKEN ( STR_FORM SET_TI TLE) ,
hel p = STRING TOKEN ( STR_FCRM SET_TI TLE HELP),
classguid = EFl _H | _PLATFCRM SETUP_FORVBET_QGU D,

11l
/1 Define a Buffer Storage (EFl _| FR VARSTCRE)
Il

varstore DR VER SAMPLE CONFI GURATI ON, I/l This is the data structure type
varid = OONFI QURATI ON_VARSTCRE | D, /| Optional VarStore ID
name = M| frNvDat a, // Define referenced nane in vfr
gui d = FCRVBET_QU D, /l QU Dof this buffer storage

def aul t store MySt andar dDef aul t,
pronpt = STR NG TOKEN ( STR_STANDARD DEFAULT_PROWPT),
attribute = 0x0000; /1 Default 1D 0000 standard defaul t

def aul t store MyManuf act ur eDef aul t,
pronpt = STRI NG TOKEN ( STR_VANUFACTURE_DEFAULT_PROWPT) ,
attribute = 0x0001; Il Default ID 0001 manufacture defaul t

Il

/1 Define a Form (EFl _| FR_FCRV)

Il

formformd =1, // FormI|D
title = STRING TOKEN (STR_FCRML_TI TLE) ; /I Formtitle
subtitle text = STR NG TCKEN( STR_SUBTI TLE_TEXT) ;
subtitle text = STRING TCKEN ( STR_SUBTI TLE_TEXT2) ;

/1l

/1 Define oneof (EFI_IFR ONE_OF)

/1l

oneof nane = M/OneCt, /1 Define reference nanme for Question
varid = M/ frNvDat a. M/BaseAddr ess, /1l Use "DataStructure. Menber" to
pronpt = STR NG TOKEN( STR_ONE_CF_PROWPT) ,



hel p = STRI NG TOKEN( STR_ ONE_ CF_HELP),

11l

/1 Define an option (EFl _| FR ONE CF_CPTI QN

11l

option text = STR NG TCKEN (STR ONE_COF_TEXT1), value = , flags = 0;

option text = STR NG TCKEN (STR ONE_COF_TEXT2), value = , flags = 0;

11

/1 DEFAULT indicate that this option is to be marked with

/1 EFl _I FR_CPTI ON_DEFAULT

11l

option text = STR NG TCKEN (STR ONE_COF_TEXT3), value = , flags = DEFAULT;
endoneof ;

11l

/1 Define a string (EFl_I FR_STR NG

/1

varid = M/ frNvData. MyStri ngDat a,

pronpt = STRI NG TOKEN ( STR_MY_STRI NG_PROWPT) ,
hel p = STRI NG TCKEN (STR_MY_STR NG HELP) ,
flags = | NTERACTI VE,
key = .
mnsize = 6,
naxsi ze = 40,

endstring;

nuneric varid = M/IfrNvDat a. MyHexDat a,
questionid = s
pronpt = STRI NG TOKEN ( STR_DATA_HEX_PROWPT) ,
hel p = STRI NG TCKEN (STR_NUMERI C HELP),
flags = D SPLAY_U NT_HEX | | NTERACTI VE, // Display in HEX format (if not
/1 specified, default is in decinal
/1 format)
m ni num = 0O,
naxi num = ,
def aul t ,
endnuneri c;

resetbutton
def aul tstore = M/St andar dDef aul t,
pronpt = STR NG TOKEN ( STR_STANDARD DEFAULT_PROWPT),
hel p = STRI NG TOKEN ( STR_STANDARD DEFAULT_HELP),
endr eset but t on;
endform
endf or nset ;
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12.6.1 Minimize callbacks

There are circumstances in which a callback is required. For example, callbacks are necessary when
real-time data such as a temperature or voltage is required, or when direct password input is required
to unlock a security feature.

However, the callback is useful for an extremely limited number of circumstances and can be used
inappropriately.

Caution: It is very important with UEFI drivers that the use of callbacks is minimized. The use
ofcallbacks can significantly slow down a browser. Callbacks tend to be hard to maintain and are also
typically very buggy. They don't adapt well to various video forms, which becomes an issue for
interoperability between different types of devices. Finally, they cannot be used remotely, which creates
significant problems with remote management of drivers.

There are a number of useful techniques to reduce the use of callbacks. For example, use the rich set
of comparison and calculation operators in VFR to validate input rather than resorting to callbacks.
Also, modify the IFR (the language into which VFR compiles) before handing the IFR to HIl. This allows the
IFRto be adapted to the state of the system as the driver finds it. For example, don't use callbacks to
determine attacked devices. Instead, determine the devices when providing the Hll and fill in the data
into the VFR.

Note that the Hll engine can also do some testing of values, such as for minimum and maximum

limits a callback is not required for these operations. Instead, these checks are incorporated into the
VFR sources, and the Hll engine checks perform the tests against the minimum and maximum values.
String compares may also be performed without the use of a callback.

TIP: Use a callback only when absolutely required, and when no other methods are available to perform
the task. Almost nothing should be a callback.

TIP: Use callbacks only for dynamically changing data. Do not use callbacks for static data.

TIP: Do not use callbacks to format tables or make the interface look nice.

TIP: Do not make assumptions about the way the data returned from the callback is displayed.

Basically, let the HIl engine perform as much of the work as possible and rigorously minimize the use of
callbacks.

12.6.1.1 Callbacks cr eate i ssues with remote configur ation

One of the biggest issues with remote configuration is the use of callbacks (see the previous discussion
for more information). For example, if configuration changes must be made to thousands of systems at
a remote site, callback functions cannot be used, because the remote systems may be powered down
or otherwise unavailable.



TIP: Use a callback only when absolutely required.

12.6.1.2 Callbacks create issues with inter operability

Callbacks are also an issue with regards to interoperability of remote devices. For example, a server
might have a 32x4 plasma display. A browser may be implemented for VFRto support a 32x4 display, but
the callback functions typically do not function well between device types. If a UEFI Driver is intended to
be used in remote configuration scenarios, then avoid the use of callbacks.



12.6.2 Don't repar se the package li st

Space is very important in the firmware. Size can be reduced by reparsing the forms and package list.
However, it is better to let the code that already does that kind of parsing perform this task. This code
already exists in the platform, so there is no reason to add it to a driver. In fact, even the browser
should call a cetstring() function instead of parsing the string package itself.

TIP: Avoid writing code that parses the package list.

TIP: When in doubt, submit the package list, then the driver can call the getstring function and set-
string function.



12.6.3 Concentrate on critical aspects of the driver

Often people focus on what they can easily see of a driver, which tends to be the browser, not the
actual driver. However, with HIl functionality, a driver no longer needs to include its own browser.
Instead, the driver can take advantage of the platform's browser and other code already written and a
part of the platform.

TIP: Concentrate on the important parts of the driver (what it does), not on the more visible, probably
browser-related, aspects. A UEFI 2.x conformant driver uses the platform's existing browser anyway



12.6.4 Perform usability testing

Many developers do not perform usability testing on their forms. When implementing HIl functionality,
make sure to test for ease of use, readability of the fields and forms, and the logical flow of concepts

from forms to sub-forms.



12.7 Porting to UEFI HII functionality

Hll allows the platform's existing browser to be used to display and manage forms for user input. In
doing so, HIl functionality replaces or supplements older protocols:

e Driver Configuration Protocol and Driver Configuration 2 Protocol:. If a UEFI Driver is required to only
be compatible with the UEFI 2.1 Specification or higher, then replace the use of these protocols with
HIl functionality.

e Simple Text Input Protocol, Simple Text Output Protocol: UEFI Drivers, in general, are not allowed to
use UEFI console protocols. The one exception is the Driver Configuration Protocol settions()
service. If a UEFI Driver is required to only be compatible with UEFI 2.1 Specification or higher, the
Driver Configuration Protocols are not required and the Simple Text Input Protocol and Simple Text
Output Protocol should not be used.

e Convert strings used by Driver Configuration Protocol SetOptions() to a .uni file.

e Convert questions and other user interactions in Driver Configuration Protocol setoptions() to a .vfr
file. Only use Hll callbacks if absolutely required.

e Convert Driver Configuration Protocol Forcemefaults() functionality into .vfr sources.

e Convert Driver Configuration Protocol optionsvalid() functionality into .vfr sources.



13 UEFI Driver Diagnostics

The Driver Diagnostics Protocols are optional features that allow UEFI Drivers following the UEFI Driver
Model to provide diagnostics for the devices under UEFI Driver management. Use of these protocols
depends on the UEFI Driver Model concepts so Service Drivers, Root Bridge Drivers, and Initializing
Drivers never produce the Driver Diagnostics Protocols.

The Driver Binding Protocol start() function may perform some quick checks of a device's status, but
checks taking extended time to execute should be provided in a Driver Diagnostic Protocol
implementation. Doing so improves the overall platform boot performance by deferring extensive
diagnostics to a separate protocol not required to execute on every boot.

The Driver Diagnostics Protocol and the Driver Diagnostics 2 Protocol are very similar. The only
difference lies in the type of language code used to specify the language for diagnostic result
messages. The Driver Diagnostic Protocol uses ISO 639-2 language codes (i.e. eng, fra). The Driver
Diagnostics 2 Protocol uses RFC 4646 language codes (i.e. en, en-Us, fr ). For diagnostics provided to
platforms conforming to the EFI 1.10_Specification, use the Driver Diagnostics Protocol. For diagnostics
provided to platforms conforming to the UEFI 2.0 Specification or above, use the Driver Diagnostics 2
Protocol. Since the only difference is the language code for the diagnostic message results, UEFI
Drivers required to provide diagnostics typically produce both protocols so the two implementations can
share the same diagnostic algorithms and diagnostic result messages.

The Driver Diagnostics Protocols are installed onto handles in the driver entry point of UEFI Drivers.
Chapter 7 provides details on the EDKIl wfiLib library that provides helper functions to initialize UEFI
Drivers following the UEFI Driver Model, including the installation of the Driver Diagnostics Protocols.

The Driver Diagnostic Protocols may be invoked from a UEFI Boot Manager if a platform provides those
options to a user. A platform vendor can take advantage of Driver Diagnostic Protocol implementations
for devices to improve overall system diagnostics for the user. These protocols may also be invoked
through a UEFI Application that performs diagnostics.

Use the drvdiag command to test the functionality of Driver Diagnostic Protocol implementation and to
diagnose issues on platforms that either build the UEFI Shell in or provide the ability to boot the UEFI
Shell from a boot device. The drvdiag command provides the list of devices that support diagnostic
operations and the ability to run diagnostics on a specific device and report the results.

If a controller is managed by more than one UEFI Driver, there may be multiple instances of the Driver
Diagnostics Protocols that apply to a single controller. The consumers of the Driver Diagnostics
Protocols have to decide how the multiple drivers supporting diagnostics are presented to users so
they can select the desired diagnostic. For example, a PCl bus driver may produce the Driver
Diagnostics Protocol to verify the functionality of a specific PCl slot. The UEFI Driver for a SCSl adapter
inserted into that same PCl slot may produce diagnostics for the SCSI host controller. Both sets of
diagnostics may be useful to a user when testing the platform. The UEFI Shell drvdiag command does
support this use case.

Appendix B contains a table of example drivers from the EDK Il along with the features each implement.
The EDK Il provides example drivers with full implementations of the Driver Diagnostics Protocols.

Note: The Driver Diagnostics Protocols are used rarely, and platform vendors may or may not invoke
the Driver Diagnostics Protocols.
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13.1 Driver Diagnostics Protocol | mplementations
The implementation of the Driver Diagnostics Protocols for a specific driver is typically found
in the file DriverDiagnostics.c. Appendix A contains a template for

DriverDiagnostics.c, a file for a UEFI Driver. This file typically contains the following: - Add global variable
for the EFI_DRIVER_DIAGNOSTICS_PROTOCOL instance to DriverDiagnostics.c. - Add global variable for the
EFI_DRIVER_DIAGNOSTICS2_PROTOCOL instance to DriverDiagnostics.c.

e Add Static table of diagnostics result messages as Unicode strings to DriverDiagnostics.c .

Implementation of the RunD agnostics() service

Install all the Driver Diagnostics Protocols in the driver entry point.

If the UEFI Driver supports the unload feature, uninstall all the Driver Diagnostics Protocols in the
Unload() function.

The Driver Diagnostics Protocols provide diagnostics result messages in one or more languages. At a
minimum, the protocols should support the English language. The Driver Diagnostic Protocol advertises
the languages it supports in a data field called SupportedLanguages. This data field is a null-terminated
ASCII string that contains one or more 3 character ISO 639-2 language codes with no separator
character. The Driver Diagnostic 2 Protocol also advertises the languages it supports in a data field
called SupportedLanguages. This data filed is a null-terminated ASCII string that contains one or more
RFC 4646 language codes separated by semicolons (';").

A consumer of the Driver Diagnostics Protocols may parse the SupportedLanguages data field to
determine if the protocol supports a language in which the consumer is interested. This data field can
also be used by the implementation of the Driver Diagnostics Protocols to see if diagnostics result
messages are available in the requested language.

Example 144, below, shows the protocol interface structure for the Driver Diagnostic Protocol and the
following Example 145 shows the protocol interface structure for the Driver Diagnostics 2 Protocol for
reference. Both are composed of one service called Rinbagnostics() and a data field called

Suppor t edLanguages .

Example 144-Driver Diagnostics Protocol

typedef struct _EFI_DRVER DI AGNCSTI CS_PROTCOCL EFI DR VER DI AGNCSTI CS_PROTCOCL;

Iy
/1l Used to performdiagnostics on a controller that an EFl Driver is managi ng.
Iy
struct _EFI_DR VER DI AGNOSTI CS_PROTOCCL {
EFl _DR VER DI AGNCSTI CS_RUN DI AGNCSTI CS RunDi agnost i cs;
Iy
/11 ANull-termnated ASO| string that contains one or nore | SO 639-2
/1l 1anguage codes. This is the |ist of |anguage codes that this protocol
/1l supports.
Iy
CHARB * Suppor t edLanguages;
h

Example 145-Driver Diagnostics 2 Protocol

typedef struct _EFI _DR VER DI AGNOSTI CS2_PROTOOCL EFI DRI VER D AGNOSTI CS2_PROTOOCL;

Iy
/1l Used to performdiagnostics on a controller that an EFl Driver is nanagi ng.
Iy
struct _EFl _DR VER DI AGNCSTI CS2_PROTOOCL {
EFl _DR VER DI AGNCSTI CS2_RUN_DI AGNCSTI CS RunDi agnost i cs;



CHARB * Suppor t edLanguages;
IS

UEFI Drivers declare global variables for the Driver Diagnostics Protocol and Driver Diagnostics 2
Protocol instances produced. The SupportedLanguages fields are typically initialized by the UEFI Driver
in the declaration for the specific set of language the UEFI Driver supports. The example below shows
how the Driver Diagnostics Protocols are typically declared in a driver, and in this case declared to
support both English and Fench.

Example 146-Driver Diagnostics Protocol declaration

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /DriverDi agnosti cs. h>
#i ncl ude <Protocol /DriverD agnostics2. h>

QLCBAL_REMOVE | F_UNREFERENCED

EFl _DR VER DI AGNCSTI CS_PROTOOCL gAbcDri ver Di agnostics = {
(EFI _DR VER DI AGNOSTI CS_RUN_DI AGNCSTI CS) AbcRunDi agnosti cs,
"engfra"

}

GLCBAL_REMDVE | F_UNREFERENCED

EFl _DR VER DI AGNCSTI CS2_PROTOCCL gAbceDri ver Di agnosti cs2 = {
AbcRunDi agnost i cs,
"en; fr"

The implementations of the Driver Diagnostics Protocol change in complexity depending on the type of
UEFI Driver Model driver. A device driver is the simplest to implement. A bus driver or a hybrid driver may
be more complex because it may provide diagnostics for both the bus controller and the child
controllers. These implementations are discussed later in this chapter.

The EF_DRVER D AGNCSTICS PROTOCOL and EFI_DR VER DI AGNCSTI Cs2_PROTOOL are installed onto the driver's image
handle. It is possible for a driver to produce more than one instance of the Driver Diagnostics Protocols.
All additional instances of the Driver Diagnostics Protocols must be installed onto new handles.

The Driver Diagnostics Protocols can either be installed directly using the UEFI Boot Service

Instal | Mil tipl eProtocol I nterfaces() . However, the EDK Il library wfiLib provides a number of helper functions
to install the Driver Diagnostics Protocols. The helper functions that are covered in more detail in
Chapter 7 are:

® FEfiLiblnstall AlDriverProtocol s()

® FEfiLiblnstall AlDriverProtocol s2()

If an error is generated installing any of the Driver Diagnostics Protocol instances, then the entire driver
should fail and return a error status such as er_asRien . If a UEFI Driver implements the uwioad() feature,
any Driver Diagnostics Protocol instances installed in the driver entry point must be uninstalled in the
wnload() function.

The implementation of the Driver Diagnostics Protocols for a specific driver is typically found in the file
DriverDiagnostics.c. This file contains the instances of the EFI_DRIVER_DIAGNOSTICS_PROTOCOL and
EFI_DRIVER_DIAGNOSTICS2_ _PROTOCOL along with the implementation of RunDiagnostics(). Appendix A
contains a template for a DriverDiagnostics.c file for a UEFI Driver.
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13.2 RunDiagnostics() | mplementations

The RunD agnostics() service runs diagnostics on the controller a driver is managing or a child the driver
has produced. This service is not allowed to use any of the consolel/O-related protocols. Instead, the
results of the diagnostics are returned to the caller in a buffer. The caller may choose to log the results
or display them. The example below shows an empty implementation of the RunD agnostics() service for
the Driver Diagnostics 2 Protocol. The recommended implementation style shown allows the same

RunDi agnostics() Service implementation to be shared between the Driver Diagnostics Protocol and the
Driver Diagnostics 2 Protocol.

Example 147-RunDiagnostics() Service

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /DriverD agnosti cs2. h>

EFl _STATUS
EFl APl
AbcRunD agnosti cs

The DiagnosticType parameter tells the driver the type of diagnostics to perform. Standard diagnostics
must be implemented and test basic functionality. They should complete in less than 30 seconds.
Extended diagnostics are recommended and may take more than 30 seconds to execute.
Manufacturing diagnostics are intended to be used in manufacturing and test environments.

ErrorType, BufferSize, and Buffer are the return parameters that report the results of the diagnostic.
Buffer begins with a nuL -terminated Unicode string so the caller of the RunDi agnostics() Service can
display a human-readable diagnostic result. ErrorType is a GUID that defines the format of the data
buffer following the nuL -terminated Unicode string. BufferSize is the size of Buffer that includes the

NULL -terminated Unicode string and the GUID-specific data buffer. The implementation of RunDi agnostics()
must allocate Buffer using the service Alocaterool () , and it is the caller's responsibility to free this buffer
with FreePool () .

The Driver Diagnostics Protocols are available only for devices a driver is currently managing. Because
UEFI supports connecting the minimum number of drivers and devices that are required to establish
console and gain access to the boot device, there may be many unconnected devices that support
diagnostics. As a result, when the user wishes to enter a platform configuration mode, the UEFI boot
manager must connect all drivers to all devices, so that the user can be shown all devices supporting
diagnostics.



13.2.1 DeviceDrivers

Device drivers that implement RunD agnostics() must verify that ChildHandle is nuL and that
ControllerHandle represents a device that the device driver is currently managing. In addition,
RunDiagnostics() must verify that the requested Language is in the set of languages that the UEFI
Driver supports. The following example shows the steps required to check these parameters. If these
checks pass, the diagnostic are executed and results are returned. In this specific example, the driver
opens the PCI /O Protocol in its Driver Binding start() function. This is why gEfiPciloProtocol @id is used in
the call to the EDK Il Library wefiLib function EfiTestMnagedevice() that checks to see if the UEFI Drivers
that is providing this RunD agnostics() service is currently managing ControllerHandle. If the private
context structure is required, typically the UEFI Boot Service enpProtocol () is used to open one of the
UEFI Driver produced protocols on ControllerHandle and then use a o) based macro to retrieve a
pointer to the private context structure.

Example 148-RunDiagnostics() for a Device Driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverD agnostics2. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ BaseMenor yLi b. h>

#i ncl ude <Li brary/ UefiLib. h>

EFl _STATUS
EFl API
AbcRunDi agnosti cs (
IN EFl _DR VER DI AGNOSTI CS2_PROTOOCL  *Thi s,

IN EFl_HANDLE Control | er Handl e,

IN EFl _HANDLE Chi | dHandl e, CPTI ONAL
IN EFl _DR VER DI AG\CSTI C TYPE D agnosti cType,

IN CHARS *Language,

QJT EFl_Q&U D **Error Type,

QUT U NTN *Buf ferSi ze,

QUT CHARLE **Buf f er

)

EFl _STATUS Status;

CHARB *Suppor t edLanguages;
BOCLEAN Rf c4646Language;
BOCOLEAN Found;

U NTN | ndex;

11

/1 ChildHandl e nust be NULL for a Device Driver
11

if (ChildHandl e !'= NULL) {
return EFl _UNSUPPCORTED;

11
/1 Make sure this driver is currently managi ng Control | er Handl e
11
Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
)i
if (EFI_ERRCR (Status)) {
return Status;

I

/1 Check input paraneters

1

if (Language == NULL || ErrorType == NULL ||
BufferSize == NULL || Buffer == NULL ) {



return EFl _| NVALI D_PARAVETER,

11
/1 Make sure Language is in the set of Supported Languages
11
Suppor t edLanguages = Thi s- >Suppor t edLanguages;
Rf c4646Language = (BOCLEAN) (This == &AbcDri ver D agnosti cs2);
Found = FALSE;
whi | e (*SupportedLanguages != 0) {
if (Rfc4646Language) {
for (Index = 0;
Suppor t edLanguages[ | ndex] != 0 && SupportedLanguages[|ndex] !=";

| ndex++) ;
if ((AsciiStrnOnp (SupportedLanguages, Language, |ndex) == 0) &&
(Language[ I ndex] == 0)) {

Found = TRUE;
br eak;
}
Suppor t edLanguages += | ndex;
for (;
*Suppor t edLanguages ! = 0 & *Support edLanguages == ';
Suppor t edLanguages++) ;
} else {
if (ConpareMem (Language, SupportedlLanguages, 3) == 0) {
Found = TRUE
br eak;
}
Suppor t edLanguages += 3;
}
}
11
/1 |f Language is not a nenber of SupportedLanguages, then return EFl _UNSUPPORTED
11
if (!Found) {
return EFl _UNSUPPCRTED,
}
11

/1 Perform D agnostics Al gorithmon ControllerHandl e for the

/1 type of diagnostics requested in D agnosticsType

11

I/ Return results in ErrorType, Buffer, and BufferSize

11

/1 1f D agnostics Algorithmfails, then return EFl _DEVI CE_ERRCR
11

return EFl _SUCCESS;

To verify the operation of the controller, diagnostic algorithms typically use the services of the protocols
the driver produces and the services of the protocols the driver consumes. For example, a PCl device
driver that consumes the PCI I/O Protocol and produces the Block I/O Protocol can use the services of
the PCI I/O Protocol to verify the operation of the PCl controller. Use the Block I/O Services to verify that
the entire driver is working as expected.



13.2.2 BusDriversand Hybrid Drivers

Bus drivers and hybrid drivers implementing the Driver Diagnostics Protocols must verify that
ControllerHandle and ChildHandle represent a device currently managed by the driver. In addition,

RunDi agnostics() must verify that the requested Language is in the set of languages supported by the
UEFI Driver. The following example shows the steps required to check these parameters and also
retrieve the private context data structure. If the checks pass, the diagnostics are executed and results
returned.

In this specific example, the driver opens the PCI I/O Protocol in its Driver Binding Start() function. This is
why gEfiPciloProtocol aiid is used in the call to the EDK Il Library wefiLib function EfiTest ManagedDevice() . It
checks to see if the UEFI Drivers providing the RunD agnostics() service is currently managing
ControllerHandle. If the private context structure is required, then, typically, the UEFI Boot Service

QpenProtocol () IS used to open one of the protocols on ControllerHandle that the UEFI Driver produced
and then uses a o)) based macro to retrieve a pointer to the private context structure. If diagnostics
are being run on ChildHandle, a produced protocol on ChildHandle can be opened.

Note: If ChildHandle is NULL, a request is made to run diagnostics on the bus controller. If ChildHandle
is not NULL, a request is made to run diagnostics on a child controller managed by the UEFI Driver.

Example 149-RunDiagnostics() for a Bus Driver or Hybrid Driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverD agnostics2. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ BaseMenor yLi b. h>

#i ncl ude <Library/ UefiLib. h>

EFl _STATUS
EFl AP|
AbcRunDi agnostics (
IN EFl _DR VER DI AGNOSTI CS2_PROTOOCL  *Thi s,

IN EFl_HANDLE Control | erHandl e,

IN EFl_HANDLE Chi | dHandl e, CPTI ONAL
IN EFl _DR VER DI AG\CSTI C TYPE D agnosti cType,

IN CHARB *Language,

QJT EFl_Q&J D **Error Type,

QUT U NTN *Buf ferSi ze,

QUT CHARLE **Buf f er

)

EFl _STATUS Status;

CHARB *Suppor t edLanguages;
BOOLEAN Rf c4646Language;
BOCLEAN Found;

U NTN | ndex;

11

/1 Make sure this driver is currently managi ng Control | er Handl e
11

Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDxi ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
)i
if (EFI_ERRCR (Status)) {
return Status;



// |f ChildHandl e is not NULL, then nake sure this driver produced ChildHandl e
11
if (ChildHandl e !'= NULL) {
Status = Efi Test Chi | dHandl e (
Control | er Handl e,

Chi | dHandl e,
&gEf i Pci | oProt ocol Qui d
)8

if (EFI_ERRCR (Status)) {
return Status;

11
I/ Check input paraneters
11
if (Language == NULL || ErrorType == NULL ||
BufferSize == NULL || Buffer == NULL ) {
return EFl _| NVALI D_PARAMETER

}

11

// Make sure Language is in the set of Supported Languages
11

Suppor t edLanguages = Thi s- >Suppor t edLanguages;

Rf c4646Language = (BOCLEAN) (This == &gAbcDri ver D agnosti cs2);

Found = FALSE
whi | e (*SupportedLanguages != 0) {
if (Rfc4646Language) {
for (Index = 0;
Suppor t edLanguages[ | ndex] != 0 && SupportedLanguages[|ndex] !=";

I ndex++) ;
if ((AsciiStrnOnp (SupportedLanguages, Language, |ndex) == 0) &&
(Language[ | ndex] == 0)) {
Found = TRUE
br eak;
}
Suppor t edLanguages += | ndex;
for (;
*Suppor t edLanguages ! = 0 & *Support edLanguages == ';

Suppor t edLanguages++) ;
} else {
if (ConpareMem (Language, SupportedlLanguages, 3) == 0) {
Found = TRUE;
br eak;

}
Suppor t edLanguages += 3;

}
11

/1 1f Language is not a nenber of SupportedLanguages, then return EFl _UNSUPPCRTED
11
if (!Found) {

return EFl _UNSUPPCORTED;

if (ChildHandle == NULL) {

11

/1 Perform D agnostics Al gorithmon the bus controller specified
/1 by ControllerHandl e for the type of diagnostics requested in
/1 DiagnosticsType

11

/!l Return results in ErrorType, Buffer, and BufferSize

11

/1 1f Diagnostics Algorithmfails, then return EFl _DEM CE_ERRCR
11

el se {

11

/1 PerformD agnostics Algorithmon child controller specified

—

/1 by ChildHandl e for the type of diagnostics requested in



/1 DiagnosticsType

11

I/ Return results in ErrorType, Buffer, and BufferSize

11

I/ |f Dagnostics Algorithmfails, then return EFl _DEVI CE_ERRCR
11

return EFl _SUCCESS;

It is recommended that bus drivers and hybrid provide diagnostics for both the bus controller and the
child controllers produced by these driver types. Implementing diagnostics for only the bus controller or
only the child controllers is strongly discouraged.



13.2.3 RunDiagnostics() asa UEFI Application

One useful design aspect of the Driver Diagnostics Protocol is implementation of diagnostics as a UEFI
application stored with a device (i.e. PCl Option ROM) or in an EFI System Partition. To do so, change the
implementation of RunD agnostics() SO it does not directly execute the diagnostics. yet would perform the
same parameter checks as before and still retrieve the private context data structure. Then, instead of
executing diagnostic algorithms, use the UEFI Boot Service Loadinage() and the UEFI Boot Service
startimage() to load and execute the UEFI application running the diagnostic algorithms. The application
then returns the results of the diagnostics back to RuinD agnostics() and RunD agnostics() returns the final
results in the required format.



13.3 Testing Driver Diagnostics Protocols

Use the UEFI Shell command drvdiag to exercise the Driver Diagnostics Protocols. Run this command
with no options to show the set of drivers the Driver Diagnostics Protocols support. The drvdiag
command allows the different types of diagnostics tests to run on a controller, a specific child of a
controller, or all the children of a controller. The figure below shows a few examples of using the UEFI
Shell command drvdiag on the EDKII Nt32 platform to run diagnostics provided with the Block I/O driver
for the Nt32 platform.

Figure 17-Testing Driver Diagnostics Protocol s

5A 0000000A 7 - ULAN Configuration Driver UlanConfigDxe

5B 0000000A 7 MTFTP4 Network Service MiftpdDxe

5C 0000000A 7 - Tcp Network Service Driver TcpdDxe

5D 0000000A 7 - UDP Network Service Driver UdpdDxe

SE 0000000A 7 - UEFI PHE Base Code Driver Uef iPxeBcDxe

5F 0000000A 7 - i3CSI Driver IScsiDxe

61 0000000RA 7 - FAT File System Driver FuFile (961578FE-B6

Shell> drvdiag -s

RBun Diagnostics

Driver 51:
Dru[511 Ctrl1[?01 Langlen]l - PASSED
Dru511 Ctrl[?21 Langlen]l - PASSED

Shell> druvdiag -s 51 70
Run Diagnostics
Driver 51:
Dru[511 Ctrl1[?01 Langlen]l - PASSED

Shell> druvdiag -s 51 70 -c
Run Diagnostics
Driver 51:
Drul51] Cirl[?1 Langlenl - PASSED

Shell> _

Details on each UEFI Shell command used to test UEFI Drivers appear in Chapter 31.



14 Driver Health Protocol

The Driver Health Protocol is a feature potentially required by UEFI Drivers following the UEFI Driver
Model. If a UEFI Driver needs to report health status to the platform, provide warning or error messages
to the user, perform length repair operations, or request that the user make hardware or software
configuration changes, the Driver Health Protocol must be produced. This protocol is required only for
devices potentially in a bad state and recoverable through either a repair operation or configuration
change. The Driver Health Protocol should not be implemented if a device can never be in a bad state
or a device can be in a bad state for which no remediation is possible.

The UEFI Boot Manager uses the services of the Driver Health Protocol, if present, to determine the
health status of a device and display that status information on a UEFI console. The UEFI Boot Manager
may also choose to perform actions to transition devices from a bad state to a usable state. See the
EFI Driver Health Protocol section of the UEFI Specification for more details on how a UEFI Boot manager
interacts with the Driver Health Protocol.

This chapter focuses on how to implement the Driver Health Protocol for a UEFI Driver managing a
specific set of devices.



14

The

.1 Driver Health Protocol | mplementation

implementation of the Driver Health Protocol is typically found in the file DriverHealth.c. Appendix A

contains a template for a DriverHealth.c file for a UEFI Driver. The list of tasks to implement the Driver

Hea

The
and

Ith Protocol feature follow:

Add global variable for the EF_DRVER HEALTH PROTCOOL iNstance to Driverkealth.c .

Add private fields, as required, to the design of the private context data structure that supports
storing the current health status of a device and managing repair operations.

Implement the GetHealthstatus() service of the Driver Health Protocol in Driverkealth.c .

Implement the Rrepair() service of the Driver Health Protocol in Driverkealth.c .

Install the Driver Health Protocol onto the same handle as that of the Driver Binding Protocol.

If the UEFI Driver produces multiple Driver Binding Protocols, install the Driver Health Protocol on the
same handles as those of the Driver Binding Protocol.

If the UEFI Driver supports the unload feature, uninstall all the Driver Health Protocol instances in
the wiload() function.

example below shows the protocol interface structure for the Driver Health Protocol for reference
is composed of two services; Gethealthstatus() and Repair() .

Example 150-Driver Health Protocol

typedef struct _EFl DR VER HEALTH PROTOOCL EFl DR VER HEALTH PROTOOCL;

Iy
Iy
Iy
Iy
Iy
Iy
Iy

Wien installed, the Driver Health Protocol produces a collection of services
that allowthe health status for a controller to be retrieved. If a controller
is not in a usable state, status nessages nay be reported to the user, repair
operations can be invoked, and the user may be asked to nake software and/or
har dwar e confi gurati on changes.

struct _EFI DR VER HEALTH PROTOOCL {
EFl DR VER HEALTH GET HEALTH STATUS Get Heal t hSt at us;
EFI DR VER HEALTH REPAIR Repair;

bé

This

example declares a global variable called gAbcDrivertealth with the services AbcGetHealthstatus() and

AbcRepair() . The UEFI Boot Service installMitipleProtocol Interfaces() iS used to install the Driver Health

Prot

ocol instance gacDrivertealth onto the same ImageHandle as that of the Driver Binding Protocol

instance gAbcDri verBi ndi ng

Example 151-Install Driver Health Protocol

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol /DriverHealth. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>

#def i ne ABC_VERSI ON 0x10

EFI

_DRIVER _BI NDI NG PROTOOCL gAbcDxi verBinding = {

AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI O\,



QGLCBAL_REMDVE | F_UNREFERENCED
EFl _DR VER HEALTH PROTOCCL gAbcDriverHeal th = {
AbcGet Heal t hSt at us,

AbcRepai r

H

EFl _STATUS

EFl APl

AbcDri ver Ent ryPoi nt (
I'N EFl _HANDLE | rageHand! e
I'N EFl _SYSTEM TABLE *Syst enTabl e
)

{

EFl _STATUS Status;

11

/1 Install driver nodel protocol(s) on |nageHandl e
11l

Status = EfiLiblnstallDriverBinding (

| mageHand! e, /'l | mageHand| e

Syst enrabl e, /'l Systeniabl e
&AbcDriverBinding, // DriverBinding

| mageHandl e /'l DriverBi ndi ngHandl e

)&
ASSERT_EFI _ERROR (Status);

11l
/1 Install Driver Famly Override Protocol onto |nmageHandl e
Il
Status = gBS->Install Mil tipleProtocol I nterfaces (
& mageHand| e,
&gEf i Dri ver Heal t hPr ot ocol Qui d,
&gAbcDri ver Heal t h,
NULL
DE
ASSERT_EFI _ERRCR (Status);

return Status;



14.2 GetHealthStatus() | mplementations

The ethealthstatus() service retrieves the health status for a controller a driver is managing or a child
the driver has produced. This service is not allowed to use any of the console /O related protocols.
Instead, the health status information is returned to the caller. The caller may choose to log or display
the health status information. The example below shows an empty implementation of the

GetHeal thstatus() service for the Driver Health Protocol.

Example 152-GetHealthStatus() Function of the Driver Health Protocol

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /DriverHeal th. h>

EFl _STATUS
EFl APl
AbcCet Heal t hSt at us

HealthStatus is the return parameter reporting the status for the controller specified by
ControllerHandle and ChildHandle. Descriptions of the various health status values returned in
HealthStatus follow.



Health Status Name

EfiDriverHealthStatu
sHealthy

EfiDriverHealthStatu
sRepairRequired

EfiDriverHealthStatu
sConfigurationRequired

EfiDriverHealthStatusFailed

EfiDriverHealthStatu
sReconnectRequired

EfiDriverHealthStatu
sRebootRequired

Table 23-Health Status Values

Definition

The controller is in a healthy state.

The controller requires a repair operation taking an extended period
of time to perform. The UEFI Boot Manager is required to call the
Repair() function when this state is detected.

The controller requires the user to make software or hardware
configuration changes in order to put the controller into a healthy
state. The set of software configuration changes are specified by
the FormHiiHandle parameter. The EFl Boot Manager may call the
EFI_FORM_BROWSER2_PROTOCOL.SendForm() function to display
configuration information and allow the user to make the required
configuration changes. The Hll form is the first enabled form in the
form set class EFI_HII_DRIVER_HEALTH_FORMSET_GUID, which is
installed on the returned HIl handle FormHiiHandle.

The controller is in a failed state and there are no actions that can
place the controller into a healthy state. This controller, nor no any
boot devices behind it, cannot be used as a boot device.

A hardware and/or software configuration change was performed by
the user and the controller needs to be reconnected before the
controller can be placed in a healthy state. The UEFI Boot Manager
is required to call the UEFI Boot Service DisconnectController(),
followed by the UEFI Boot Service ConnectController(), to reconnect
the controller.

A hardware and/or software configuration change was performed by
the user and the controller requires the entire platform to be
rebooted before the controller can be placed in a healthy state. The
UEFI Boot Manager should complete the configuration and repair
operations on all the controllers that are not in a healthy state
before rebooting the system.

Depending on the specific health status value returned, additional information may be returned in
Messagelist and FormHiiHandle as described in the table above. The health status for devices is
typically stored in the private context data structure. The Driver Binding Protocol start() function for a
UEFI Driver is usually where the health status for a device is initially detected and the results of that
detection logic are stored in the private context data structure. As the UEFI Boot Manager performs
repair or configuration actions, the health status of a controller changes. Each time ethealthstatus() iS
called, the health status of the controller must be evaluated. The EFI Driver Health Protocol section of

the UEFI Specification defines the legal state transitions for health status values as shown in the

following figure.



Figure 18-Driver Health Status State Diagram

* Initial State
** Terminal State

Repair
Required *

onfig uration

Required *

Reconnect
Required **

Required **

The Driver Health Protocol is only available for devices a driver is currently managing. Because UEFI
supports connecting the minimum number of drivers and devices required to establish console and gain
access to the boot device, there may be many unconnected devices that support The Driver Health
Protocol. As a result, when the user wishes to enter a platform configuration mode, the UEFI Boot
Manager must connect all drivers to all devices so the UEFI Boot Manager can evaluate the health
status of all the devices in the platform supporting the Driver Health Protocol.



14.2.1 Device Drivers

Device drivers that implement Getrealthstatus() must verify that ChildHandle is nuL and that
ControllerHandle represents a device currently under the device driver's management. The Driver Health
Protocol also supports returning the combined health status for all controllers under a UEFI Driver's is
management. This request is made by passing in a ControllerHandle value of nuL .

The following example shows the steps required to check these parameters. If these checks pass, the
health status is returned. In this specific example, the driver opens the PCI /O Protocol in its Driver
Binding start() function. This is why gEfiPciloProtocol @id is used in the call to the EDK Il Library uefiLib
function i Test Managedevice() that checks to see if the UEFI Drivers providing this GetHealthstatus() service
is currently managing ControllerHandle. If the private context structure is required, typically the UEFI
Boot Service enProtocol () is used to open one of the UEFI Driver produced protocols on
ControllerHandle and then uses a o) based macro to retrieve a pointer to the private context
structure.

Example 153-GetHeal thStatus() for a Device Driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverHeal th. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ BaseMenor yLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

EFl _STATUS
EFl APl
AbcCet Heal t hSt at us

EFl _STATUS Status;

11l

/1 Check input paraneters
Il

if (HealthStatus == ) {
return EFl_I NVALI D_PARAMETER

}

if (ControllerHandl e == ) {

11l

/1 If all controllers managed by this UEFI Driver are healthly
/1 then assign Heal thStatus to EfiDriverHeal thSt at usHeal t hy

/1 QG herw se, assign HealthStatus to EfiDriverHeal t hStatusFail ed
11l

return EFl _SUCCESS;

11l
/1 CnildHandl e nust be NULL for a Device Driver
Il
if (ChildHandle = ) {
return EFl _UNSUPPORTED;

11l
/1 Make sure this driver is currently managi ng Control | er Handl e
/1l
Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,



EDK Il Driver Writer's Guide for UEFI 2.3.1[DRAFT] 14.2.1 Device Drivers

&gEf i Pci | oPr ot ocol Qui d
)i
if (EFI_ERRCR (Status)) {
return Status;

}

I
/1 Retrieve health status for ControllerHandl e
I

return EFl _SUCCESS;
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14.2.2 BusDriversand Hybrid Drivers

Bus drivers and hybrid drivers implementing the Driver Health Protocol must verify that ControllerHandle
and ChildHandle represent a device that is currently under the driver's management. The Driver Health
Protocol also supports returning the combined health status for all controllers a UEFI Driver manages.

This request is made by passing in a ControllerHandle value of nuL .

The example below shows the steps required to check these parameters and also retrieve the private
context data structure. If these checks pass, the health status is returned. In this specific example, the
driver opens the PCI I/O Protocol in its Driver Binding Start() function. This is why gEfi PciloProtocol Qiid IS
used in the call to the EDKII Library wefiLib function giTestMnagedevice() that checks to see if the UEFI
Drivers providing this cetrealthstatus() service is currently managing ControllerHandle. If the private
context structure is required, the UEFI Boot Service enProtocol () is typically used to open one of the
UEFI Driver produced protocols on ControllerHandle and then uses a ) based macro to retrieve a
pointer to the private context structure. If diagnostics are being run on ChildHandle, a produced
protocol on ChildHandle can be opened.

Note: If ChildHandle is NULL, a request is being made to run diagnostics on the bus controller. If
ChildHandle is not NULL,then a request is being made to run diagnostics on a UEFI Driver managed
child controller.

Example 154-GetHealthStatus() for a Bus Driver or Hybrid Driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverHeal th. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ BaseMenor yLi b. h>
#i ncl ude <Library/ UefiLib. h>

EFl _STATUS
EFl APl
AbcCet Heal t hSt at us

EFl _STATUS Status;

11l

/1 Check input paraneters

/1l

if (HealthStatus == ) {
return EFl_I NVALI D_PARAMVETER

}

if (ControllerHandl e == ) {
Il
/1 If all controllers managed by this UEFI Driver are healthly
/1 then assign Heal thStatus to Efi DriverHeal t hSt at usHeal t hy
/1 QG herw se, assign HealthStatus to EfiDriverHeal t hStatusFail ed
11l
return EFl _SUCCESS;

Il
/1 Make sure this driver is currently managi ng Control |l er Handl e



/1l

Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
)i

if (EFI_ERRCR (Status)) {

return Status;

}

I

/1 1f ChildHandl e is not NULL, then nake sure this driver produced ChildHandl e
11

if (ChildHandle != ) {

Status = Efi Test Chi | dHandl e (
Control | er Handl e,

Chi | dHandl e,
&gEf i Pci | oProt ocol Qui d
)i

if (BEFI_ERRCR (Status)) {
return Status;

if (ChildHandl e == ) {
11
/] Retrieve health status for ControllerHandl e
/1
} else {
/1
/1 Retrieve health status for ChildHandl e
11l

return EFl _SUCCESS;

Bus drivers and hybrid drivers are recomended to provide health status for both the bus controller and
the child controllers these types of drivers produce. Implementing diagnostics for only the bus controller
or only the child controllers is strongly discouraged.



14.3 Repair () | mplementation

The Repair() service attempts repair operations on a driver-managed controller or a child the driver has
produced. This service is not allowed to use any of the console-l/Orelated protocols. Instead, the status
of the repair operation is returned to the caller. The Rrepair() service supports an optional parameter
called ProgressNotification that may be nuL. The caller may pass in a notification function to Repair()

so the caller can inform the user of the progress during extended repair operations. If a repair
operation takes a short period of time to execute, ProgressNotification may be ignored. If the repair
operation takes an extended period of time to execute, the UEFI Driver should periodically call the
function specified by ProgressNotification with Value and Limit parameters expressing the amount of
repair work currently completed. The caller may choose to log or display the progress of the repair
operation as well as the final results of the repair operation.



14.3.1 Device Drivers

Device drivers implementing repair() must verify that ChildHandle is nwL and that ControllerHandle
represents a device the device driver is currently managing. The following example shows the steps
required to check these parameters.

If these checks pass, the health status is returned. In this specific example, the driver opens the PCI I/O
Protocol in its Driver Binding start() function. This is why ggfiPciloProtocol @iid is used in the call to the
EDK Il Library wefiLib function EfiTestManagedoevice() that checks to see if the UEFI Drivers providing the
GetHeal thstatus() service is currently managing ControllerHandle. If the private context structure is
required, typically, the UEFI Boot Service enProtocol () opens one of the UEFI Driver produced protocols
on ControllerHandle and then uses a ) based macro to retrieve a pointer to the private context
structure. This example also calls ProgressNotification from 10% to 100% at 10% increments.

Example 155-Repair() Function for a Device Driver

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /DriverHeal th. h>

EFI _STATUS EFI API

AbcRepai r

{
EFl _STATUS Status;
U NTN I ndex;

Il
/1 CnildHandl e nust be NULL for a Device Driver
11l
if (ChildHandle != ) {
return EFl _UNSUPPCORTED;

11l
/1 Make sure this driver is currently managi ng Control | er Handl e
Il
Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oProt ocol Qui d
)i
if (EFI_ERRCOR (Status)) {
return Status;

Il
/1 Repair ControllerHandl e
/1l
for (Index = 0;
Index < 10; |ndex++) {
11l
/1 Perform 10%of the work required to repair ControllerHandl e
11l
if (ProgressNotification != ) {
ProgressNoti fication (Index, )

return EFl _SUCCESS;
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14.3.2 BusDriversand Hybrid Drivers

Bus drivers and hybrid drivers that implement the Driver Health Protocol must verify that
ControllerHandle and ChildHandle represent a device that the driver is currently managing. The example
below shows the steps required to check these parameters and also retrieve the private context data
structure. If these checks pass, the health status is returned. In this specific example, the driver opens
the PCI I/O Protocol in its Driver Binding start() function.

This is why gefirciloProtocol@id is used in the call to the EDKII Library wefiLib function gfiTest ManagedDevi ce()
that checks to see if the UEFI Drivers providing this repair() service are currently managing
ControllerHandle. If the private context structure is required, typically the UEFI Boot Service enProtocol ()
is used to open one of the UEFI Driver produced protocols on ControllerHandle and then uses a &)
based macro to retrieve a pointer to the private context structure.

If diagnostics are being run on ChildHandle, a produced protocol on ChildHandle can be opened. This
example also calls ProgressNotification from 10% to 100% at 10% increments for the bus controller and
from 1% to 100%, at 1% increments, for the child controller.

Note: If ChildHandle is NULL, a request is made to run diagnostics on the bus controller. If ChildHandle
is not NULL, a request is made to run diagnostics on a UEFI Driver managed child controller.

Example 156-Repair() for a Bus Driver or Hybrid Driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverHeal th. h>
#i ncl ude <Protocol /Pcilo. h>

#i ncl ude <Li brary/ BaseMenor yLi b. h>
#i ncl ude <Library/ UefiLib. h>

EFl _STATUS EFI API

EFl _STATUS Status;
U NTN | ndex;

Status = Efi Test ManagedDevi ce (
Control | er Handl e,
gAbcDri ver Bi ndi ng. Dri ver Bi ndi ngHandl e,
&gEf i Pci | oPr ot ocol Qui d
)i
if (EFI_ERRCR (Status)) {
return Status;

}

if (ChildHandle != ) {
Status = Efi Test Chi | dHandl e (
Control | er Handl e,
Chi | dHand! e,
&gEf i Pci | oPr ot ocol Qui d
)i
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if (BEFI_ERRCR (Status)) {
return Status;

}

}

if (ChildHandle == NULL) {
11
/1 Repair ControllerHandl e
11

for (Index = 0;
I ndex < 10; Index++) {
11l
/1 Perform10% of the work required to repair ControllerHandl e
11l
if (ProgressNotification != NJL) {
ProgressNotification (Index, 10);

}
} else {
11
/1 Repair ChildHandl e
11
for (Index = 0;
I ndex < 100; Index++) {
11
/1 Perform1%of the work required to repair ChildHandl e
11
if (ProgressNotification !'= NUL) {
ProgressNotification (Index, 100);

return EFl _SUCCESS;
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15 Driver Family Override Protocol

The Driver Family Override Protocol is an optional feature for UEFI Drivers following the UEFI Driver Model.
The Driver Family Override Protocol provides a method for a UEFI Driver to opt-in to a higher priority rule
for connecting drivers to controllers in the EFl Boot Service connectontroller() . This rule is higher priority
than the Bus Specific Driver Override Protocol rule and lower priority than the Platform Driver Override
Rule.

The Driver Family Override Protocol is typically produced by UEFI Drivers associated with a family of
similar controllers when multiple versions of a UEFI Driver for a family of similar controllers are present in
a platform at the same time and where the UEFI Driver writer requires that the UEFI Driver considered
the highest version manage all controllers in that same family.

PCl Use Case: If a platform has 3 PCI SCSl adapters from the same manufacturer, and the
manufacturer requires the PCl SCSl adapter that has the highest version UEFI Driver to manage all 3 PCI
SCSl adapters, then the Driver Family Override Protocol is required and it provides the version value
used to make the selection. If the Driver Family Override Protocol is not produced, then the Bus Specific
Driver Override Protocol for PCl selects the UEFI Driver from the PCI Option ROM to the adapter to
manage each adapter.



15.1 Driver Family Override Protocol | mplementation

The implementation of the Driver Family Override Protocol is typically found in the file
DriverFamilyOverride.c. Appendix A contains a template for a DriverFamilyOverride.c file for a UEFI Driver.
The list of tasks to implement the Driver Family Override Protocol feature follow:

e Add global variable for the EFl_DR VER FAMLY OV/ERR DE_PROTOOCL iNnstance to DriverFanilyQuerride.c .

e Implement the cetversion() service of the Driver Family Override Protocol in DriverFanilyOverride.c .

e Install the Driver Family Override Protocol onto the same handle that the Driver Binding Protocol is
installed.

e If the UEFI Driver produces multiple Driver Binding Protocols, install the Driver Family Override
Protocol on the same handles as that of the Driver Binding Protocol.

e If the UEFI Driver supports the unload feature, uninstall all the Driver Family Override Protocol
instances in the uwiload() function.

The Driver Family Override Protocol contains one service called ctversion() that returns version value
used by the UEFI Boot Service onnectontroller() to determine the order of Driver Binding Protocol used
to start a specific controller. If the Driver Family Override Protocol is present, it is higher priority than the
Bus Specific Driver Override Protocol, but lower than the Platform Driver Override Protocol. See the
Chapter 3 and the Protocol Handler Services section of the UEFI Specification for details on how the
UEFI Boot Service nnectcontroller() selects the best UEFI Driver to manage a specific controller.

For reference, the example below shows the protocol interface structure for the Driver Family Override
Protocol. It is composed of a single service called Getversion() .

Example 157-Driver Family Override Protocol

typedef struct _EFl DR VER FAM LY_OVERR DE_PROTCOCL
EFI_DR VER FAM LY_OVERR DE_PROTCOCL;

Iy
/11 Wen installed, the Driver Fam |y Override Protocol produces a GQJ D that
/1l represents a famly of drivers. Drivers with the sane GJ D are nenbers of
/1l the sane fanm|ly. Wien drivers are connected to controllers, drivers with a
/11 higher revision value in the same driver fanmly are connected with a hi gher
/1] priority than drivers with a lower revision value in the sane driver famly.
/1l The EFl Boot Service ConnectController() uses five rules to build a prioritized
/1] list of drivers when a request is made to connect a driver to a controller.
/1l The Driver Famly Protocol rule is between the Platform Specific Driver
/1l Override Protocol and above the Bus Specific Driver Override Protocol .
Iy
struct _EFI_DR VER FAM LY_OVERR DE_PROTOOCL {

EFl _DR VER FAM LY_OVERRI DE CET_VERSI CN Cet Ver si on;
b

The following example declares a global variable called gabcDriverFanilyoverride with the single service
called AbcGetversion() . The UEFI Boot Service InstallMiltipleProtocol Interfaces() iS used to install the Driver
Family Override Protocol instance gacriverFanilyoerride onto the same ImageHandle as which the Driver
Binding Protocol instance gabcriverBinding is installed.

Example 158-Install Driver Family Override Protocol

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol /DriverFam | yOverride. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Library/ UefiLib. h>

#i ncl ude <Li brary/ DebugLi b. h>



#define ABC_VERSI ON 0x10

EFl _DR VER Bl NDI NG PROTOOCL gAbcDri verBinding = {
AbcSupport ed,
AbcStart,
AbcSt op,
ABC_VERSI O\,

IE

Q.CBAL_REMDVE | F_UNREFERENCED

EFl _DR VER FAM LY_OVERR DE_PROTOCCL gAbcDri ver Fami | yOverride = {
AbcCet Ver si on

he

EFl _STATUS
EFI APl
AbcDri ver Ent ryPoi nt

EFI _STATUS $t at us;

Il

/1 Install driver nodel protocol(s) on |nageHandl e
Il

Status = EfiLiblnstallDriverBinding (

| mageHand! e, /'l | mageHand| e

Syst enTabl e, /'l Systeniabl e
&gAbcDriverBinding, // DriverBinding

| mageHand! e /1 DriverBi ndi ngHandl e

DE
ASSERT_EFI _ERRCR (Stat us);

Il
/1 Install Driver Fanmly Override Protocol onto |nmageHandl e
I
Status = gBS->Instal | Ml tipleProtocol I nterfaces (
& mageHand! e,
&gEfi Dri ver Fam | yOverri dePr ot ocol Qui d,
&gAbcDri ver Fam | yOverri de,

DE
ASSERT_EFI _ERRCR (Status);

return Status;



15.2 GetVersion() | mplementation

The example below shows an example implementation of the ctversion() function of the Driver Family
Override Protocol. This function returns a w32 value and, in this case, returns a value from a define
statement in the UEFI Driver. The manufacturer of a family of controllers is free to select any version
value assignment as long as UEFI Drivers that are required to be used over previously released UEFI
Drivers have higher values.

Example 159-GetVersion() Function of the Driver Family Override Protocol

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /DriverFam | yOverride. h>

#define ABC DR VER FAM LY_OVERR DE_VERS|I ON 0x00050063

U NT32
EFl APl
AbcCet Ver si on

{
return ABC DR VER FAM LY_OVERR DE_VERS| O\

}



16 Driver Supported EFI Version Protocol

The Driver Supported EFI Version Protocol allows a UEFI Driver to specify the version of the UEFI
Specification it follows. The version information follows the same format as the Revision field in the
EFl_TABLE HEADER Of the EFI System Table. This feature is required for UEFI Drivers on PCl and other plug in

cards, but is only recommended for all UEFI Drivers.



16.1 Driver Supported EFI Version Protocol | mplementation

The implementation of the Driver Supported EFI Version Protocol is typically found in the <<brivername>> .C
file for a UEFI Driver and is installed onto the ImageHandle in the driver entry point using the UEFI Boot
Service InstallMultipleProtocolinterfaces(). Appendix A contains a template for the <<brivernamre>> .c file
that includes the declaration of a global variable for the Driver Supported EFI Version Protocol instance.
The list of tasks required to implement the Driver Support EFl Version Protocol feature are as follows:

e Add global variable for the Erl_DR VER SUPPORTED EFI _VERSION PROTOOOL instance to <<DriverName>>. ¢

e Set the FrmwareVersion field of the Driver Supported EFI Version Protocol instance in the driver
entry point if the value required is different than the value assigned in the global variable
declaration.

e Install the Driver Supported EFI Version Protocol instance onto the ImageHandle of the UEFI Driver in
the driver entry point.

e If the UEFI Driver supports the unload feature, uninstall the Driver Supported EFI Version Protocol
instance in the Unload() function.

The following example shows the protocol interface structure for the Driver Supported EFI Version
Protocol for reference. It is composed of the two data fields called Length and FrmwareVersion.

Example 160-Driver Support EFI Version Protocol

Iy
/1] The EFl DR VER SUPPCRTED EFl VERSI N PROTQOCL provi des a
/1l mechanismfor an EFl driver to publish the version of the EFI
/1l specification it conforms to. This protocol must be placed on
/1l the driver's inage handl e when the driver's entry point is
/1] called.
Iy
typedef struct _EFI_DR VER SUPPCORTED EFI _VERSI ON PROTOOCL {
Iy
/1l The size, in bytes, of the entire structure. Future versions of this
/1] specification may grow the size of the structure
Iy
U NT32 Lengt h;
Iy
/1l The version of the EFl specification that this driver conforns to.
Iy
U NT32 Fi r nwmar eVer si on;
} EFI_DR VER SUPPCRTED EFI _VERSI ON_PROTOOCL;

This example declares a global variable called gebcDriver SupportedtfiVersion whose FrmwareVersion field is
assigned to EFI_2 31 _SYSTEMTABLE REVISION, the value associated with the UEFI 2.3.1 Specification.

Example 161-Driver Supported EFI Version Protocol Feature

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Driver Support edEf i Ver si on. h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ DebugLi b. h>

Q.CBAL_REMDVE_| F_UNREFERENCED

EFl _DR VER_SUPPCRTED_EFI _VERSI ON_PROTOOCL gAbcDri ver Support edEf i Versi on = {
si zeof (EFI _DRI VER SUPPCRTED EFI _VERSI ON PROTCCCL), // Length
EFl _2_31_SYSTEM TABLE_REM SI ON /'l FirnwareVersi on

EFI _STATUS
EFI API
AbcDri ver Ent ryPoi nt



EFl _STATUS Status;

Status = gBS->Install Mil tipl eProtocol I nterfaces (
& mageHand| e,
&gEf i Dri ver Suppor t edEf i Ver si onPr ot ocol Qui d,
& gAbcDri ver Suppor t edEf i Versi on,

)i
ASSERT_EFI _ERROR (Status);

return Status;

The EFI System Table chapter of the UEFI Specification defines revision values for the EFI Specifications

and UEFI Specifications. The table below provides a summary of the define name available to UEFI

Drivers.
Table 24-UEFI Specific Revision Values

Specification Define Name
UEFI Specification Version 2.3.1 EFl _2_31_SYSTEM TABLE REVI SICN
UEFI Specification Version 2.3 EFl _2_30_SYSTEM TABLE REVI SI CN
UEFI Specification Version 2.2 EFl _2_20_SYSTEM TABLE REVI SI CN
UEFI Specification Version 2.1 EFl _2_10_SYSTEM TABLE REVI SI CN
UEFI Specification Version 2.0 EFl _2_00_SYSTEM TABLE _REVI SI CN
EFI Specification Version 1.1 EFl _1_10_SYSTEM TABLE REVI SI CN

EFI Specification Version 1.02 EFl _1_02_SYSTEM TABLE REVI SI CN

UEFI Drivers producing the Driver Supported EFI Version Protocol typically use the style shown in the

((2
(2
(2
(2
((2
(e
(e

Value

16) | (31))
16) | (30))
16) | (20))
16) | (10))
16) | (00))
16) | (10))
16) | (02))

example above. However, more complex UEFI Drivers compatible with several versions of the EFI
Specification and UEFI Specification must detect the UEFI capabilities of the platform firmware and

adjust the behavior of the UEFI Driver to match those UEFI capabilities. In this more complex case, the
UEFI Driver updates the FrmwareVersion field to declare the specific version of the UEFI Specification

the UEFI Driver follows.



17 Bus-Specific Driver Override Protocol

Some bus drivers are required to produce the Bus Specific Driver Override Protocol. The driver model for
a specific bus type must declare if this protocol is required or not. In general, this protocol applies only
to bus types that provide containers for UEFI Drivers on their child devices.

At this time, the only bus type that is required to produce this protocol is PCl, and the container for
drivers is the PCl option ROM. The PCl bus driver is required to produce the Bus Specific Driver Override
Protocol for PCl devices that have an attached PCl option ROM if the PCl option ROM contains one or
more loadable UEFI drivers. If a PCl option ROM is not present, or the PCl option ROM does not contain
any loadable UEFI drivers, a Bus Specific Driver Override Protocol is not produced for that PCl device.



17.1 Bus Specific Driver Override Protocol | mplementation

The implementation of the Bus Specific Driver Override Protocol for a specific bus driver is typically found
in the file BusSpecificDriverOverride.c. Appendix A contains a template for a BusSpecificDriverOverride.c
file for a UEFI Driver. The list of tasks to implement the Bus Specific Driver Override Protocol feature are
as follows:

e Add the ER_BUS SPEQFIC DR VER OVERR DE PROTOOCL instance to the design of the private context data
structure.

e Add private fields to the design of the private context data structure that support managing the set
of driver image handles returned by cetDriver() .

e Update private content data structure initialization to initialize the Bus Specific Driver Override
Protocol instance and the private fields used to manage the set of driver image handles returned by
GetDriver() .

e Implement the @tDriver() service to return set-of-driver image handles from the private context data
structure.

e Implement private worker functions to add/remove driver image handles from set-of-driver image
handles maintained in the private context data structure.

e Install the Bus Specific Driver Override Protocol onto the child handle the bus driver produces in the
Driver Binding start() function.

e Uninstall the Bus Specific Driver Override Protocol from the child handle the bus driver produces in
the Driver Binding stop() function.

The Bus Specific Driver Override Protocol contains one service called etriver() that returns an ordered
list of driver image handles for the UEFI drivers that were loaded from a container of UEFI driver(s).
There are many ways to implement storage for the ordered list of driver image handled including an
array and linked lists.

PO We Case : The order in which the image handles are returned by the PCI Bus Driver matches the order
in which the UEFI drivers were found in the PCloption ROM, from the lowest address to the highest
address. The PCl bus driver is responsible for enumerating the PCl devices on a PCl bus. When a PCI
device is discovered, the PCl device is also checked to see if it has an attached PCloption ROM. The PCI
option ROM contents must follow the PCI Specification for storing one or more images. The PCl bus
driver walks the list of images in a PCl option ROM looking for UEFI drivers. If a UEFI driver is found, it is
optionally decompressed using the Decompress Protocol and then loaded The driver entry point is
called using the UEFI boot services Loadimge() and startimage() . If Loadimage() does not return an error,
the UEFI driver must be added to the end of the list of drivers the Bus Specific Driver Override Protocol
for that PCl device returns after the cetxiver() service is called.

The example below shows the protocol interface structure for the Bus Specific Driver Override Protocol
for reference and is composed of a single service called toriver() .

Example 162-Bus Specific Driver Override Protocol

typedef struct _EFI_BUS SPEQ FI C_DR VER _OVERRI DE_PROTOOCL
EFl _BUS_SPEC FI C_DR VER_OVERR DE_PROTOOCL;

111
/1l This protocol natches one or nore drivers to a controller. This protocol
/1l is produced by a bus driver, and it is installed on the child handl es of
/11 buses that require a bus specific algorithmfor matching drivers to
/1l controllers.
Iy
struct _EFI _BUS SPECQ FI C_ DR VER OVERR DE_PROTCCCL {
EFl _BUS_SPEQ FI C_DR VER OVERRI DE_CET_DRI VER Get Dri ver;
b
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17.2 Private Context Data Structure

The following example shows a fragment of a private context data structure used to manage the child-
device-related information in a bus driver producing the Bus Specific Driver Override Protocol. The
BusSpecificDriverOverride field is the protocol instance for the Bus Specific Driver Override Protocol. The
NumberOfHandles field is the number of image handles that the ctoriver() function of the Bus Specific
Driver Override Protocol returns for a single child device. The HandleBufferSize field is the number of
handles allocated for the array HandleBuffer, and the HandleBuffer field is the array of driver image
handles returned by the etoriver() function of the Bus Specific Driver Override Protocol. The o)

macro provides a method to retrieve a pointer to an ABC PR VATE DATA instance from a Bus Specific Driver
Override Protocol This pointer. This macro is used by the cetoiver() function to retrieve the private
context structure.

Example 163-Private Context Data Structure with a Bus Specific Driver Override Protocol

#define ABC PR VATE_DATA SI GNATURE SI GNATURE 32(' A','B ,'C," ")

typedef struct {
U NTN Si gnat ure;
EFl _BUS_SPEQ FI C_ DR VER OVERRI DE_PROTOOCL BusSpeci fi cDri ver Overri de;
U NTN Nunber & Handl es;
U NTN Hand! eBuf f er Si ze;
EFl _HANDLE *Handl eBuf f er ;
} ABC PR VATE_DATA

#defi ne ABC PR VATE DATA FROM BUS_SPEQ FI C DRI VER OVERRI DE_TH S(a) \
CR(a, ABC PR VATE DATA, BusSpeci ficDriverQverride, ABC PR VATE DATA S| GNATURE)

This example shows how the private context data structure must be initialized by the bus driver when a
child controller is discovered. This initialization is required for the examples of the AbcGtDriver() and
Abcaddriver() functions shown below to work correctly.

Example 164-Private Context Data Structure Initialization

Private->Signature = ABC PR VATE_DATA S| GNATURE;

Privat e->BusSpeci fi cDriverOverride. Get Driver = AbcGetDri ver;
Pri vat e- >Nunber &f Handl es =

Privat e->Handl eBuf fer Si ze =

Privat e->Handl eBuf fer =



17.3 Bus Specific Driver Override Protocol | nstallation

The example below shows a fragment from the Driver Binding Protocol start() that installs the Bus
Specific Driver Override Protocol instance onto a child handle produced by the bus driver.

Example 165-Install Bus Specific Driver Override Protocol

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Dri verBi ndi ng. h>

#i ncl ude <Protocol / BusSpeci fi cDri ver Qverride. h>
#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS EFI API

AbcStart
{
EFI _STATUS St at us;
ABC PR VATE DATA *Private;
EFl _HANDLE Chi | dHandl e;

Status = gBS->Instal | Ml tipleProtocol I nterfaces (
(hi | dHandl e,
&gEf i BusSpeci fi cDri ver Overri dePr ot ocol Qui d,
&Pri vat e- >BusSpeci fi cDri ver Overri de,

DE

The following example shows a fragment from the Driver Binding Protocol stop() function that uninstalls
the Bus Specific Driver Override Protocol instance from a child handle produced by the bus driver.

Example 166-Uninstall Bus Specific Driver Override Protocol

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Driver Bi ndi ng. h>

#i ncl ude <Protocol / BusSpeci ficDriverOverride. h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS

EFl AP

AbcSt op

{
EFl _STATUS St at us;
ABC PR VATE _DATA *Private;
EFl _HANDLE Chi | dHand| e;

Status = gBS->Uninstal | Mil tipl eProtocol I nterfaces (
Chi | dHand! e,
&gEf i BusSpeci fi cDriver Overri deProt ocol Qui d,
&Pri vat e- >BusSpeci fi cDri ver Qverri de,



EDK Il Driver Writer's Guide for UEFI 2.3.1[ DRAFT] 17.3 Bus Specific Driver Override Protocol Installation

DRAFT FOR REVIEW [04/30/2025 11:40:07] 449



17.4 GetDriver() | mplementation

The example below shows an example implementation of the ctoriver() function of the Bus Specific
Driver Override Protocol. The first step is to retrieve the private context structure from the This pointer
using the ox) macro defined in Section 17.3 above. If no image handles are registered, EFI_NOT_FOMND. iS
returned. If DriverimageHandle is a pointer to nuL, the first image handle from HandleBuffer is
returned. If DriverimageHandle is not a pointer to nuL, a search is made through HandleBuffer to find a
matching handle. If a matching handle is not found, EF_INALID PARAVETER iS returned. If a matching handle
is found, the next handle in the array is returned. If the matching handle is the last handle in the array,
EFI_NOT_FOUND is returned.

Example 167-GetDriver() Function of a Bus Specific Driver Override Protocol

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / BusSpeci ficDriverOverride. h>

EFl _STATUS

EFl APl

AbcCet Dri ver

{
U NTN I ndex;
ABC_PR VATE_DATA *Private;

Private = ABC PR VATE DATA FROM BUS_SPEQ FI C DR VER OVERRIDE TH S (This);

if (Private->Nunber & Handl es == 0) {
return EFl _NOT_FOUND;

if (DriverlnmageHandl e == ) {
return EFl _I NVALI D_PARAMETER,

if (*Driverl mageHandl e == ) {
*Dri ver | mageHandl e = Privat e- >Handl eBuf fer[ 0] ;
return EFl_SUCCESS;

}

for (Index = 0;
I ndex < Private->Nunber &f Handl es;
I ndex++) {
if (*DriverlmageHandl e == Private->Handl eBuf fer[Index]) {
| ndex++;

if (I'ndex < Private->Nunber &f Handl es) {
*Driver | mageHandl e = Privat e->Handl eBuf f er [ | ndex] ;
return EFl _SUCCESS;

} else {
return EFl _NOT_FOUND;

return EFl_I NVALI D_PARAMVETER



17.5 Adding Driver Image Handles

The example below shows an internal worker function that adds a driver image handle to the ordered
list of driver image handles in the private context data structure. This function is used by the bus driver
to register image handles associated with UEFI Drivers discovered on child devices (i.e. when the PCI
bus driver discovered UEFI Drivers stored in PCl option ROMs). As each UEFI driver is loaded, this internal
worker function is called to add the image handle of the UEFI driver to the Bus Specific Driver Override
Protocol. The order that the image handles are registered with AbcaddDriver() is the order in which they
are returned from cGetDriver() .

If there is not enough room in the image handle array, an array with 10 additional handles is allocated.
The contents of the old array are transferred to the new array and the old array is freed. The EDK Il
library MenoryAllocationLib provides the Reallocaterool () function, simplifying the implementations of UEFI
Drivers required to manage dynamic memory. Lacking enough memory to allocate the new array, the
EFl _OUT_COF_RESOURCES is returned. Once there is enough room to store the new image handle, the image
handle is added to the end of the array and er_success is returned.

Example 168-Adding Driver Image Handles

#i ncl ude <Uefi.h>
#i ncl ude <Li brray/ MenoryAl | ocati onLi b. h>

EFl _STATUS EFI API

AbcAddDri ver (
IN ABC PR VATE DATA *Private,
I'N EFl _HANDLE Dri ver | nageHandl e
)

{
EFl _HANDLE *NewBuf f er ;

if (Private->Nunber f Handl es >= Privat e- >Handl eBuf f er Si ze) {
NewBuf f er = Real | ocat ePool (
Privat e->Handl eBuf fer Si ze * sizeof (EFI_HANDLE),
(Privat e->Handl eBuf fer Si ze + 10) * sizeof (EFI_HANDLE),
Pri vat e- >Handl eBuf f er
)i
if (NewBuffer == NULL) {
return EFl _QUT_COF_RESCURCES;
}
Pri vat e- >Handl eBuf fer Si ze += 10;
Pri vat e- >Handl eBuf fer = NewBuffer;
}
Pri vat e- >Hand| eBuf f er [ Pri vat e- >Nunber O Handl es] = Dri ver | nageHand! e;
Pri vat e- >Nunber O Hand| es++;
return EFl _SUCCESS;



18 PCI Driver Design Guidelines

There are several categories of PCl drivers that cooperate to provide support for PCl controllers in a
platform. Table 25- lists these PCl drivers.

Table 25-Classes of PCI drivers

Class
of Description

driver
PCl root
bridge Produces one or more instances of the PCI Root Bridge I/O Protocol.
driver
PCl bus Consumes the PCl Root Bridge I/O Protocol, produces a child handle for each PCI

; controller, and installs the Device Path Protocol and the PCI I/O Protocol onto each
driver .

child handle.

PCI Consumes the PCI I/O Protocol and produces an I/O abstraction providing services for
driver the console and boot devices required to boot an EFl-conformant operating system.

This chapter concentrates on the design and implementation of PCl drivers. PCl drivers must follow all of
the general design guidelines described in Chapter 4. This chapter covers guidelines that apply
specifically to the management of PCl controllers.

The following figure shows an example PCl driver stack and the protocols the PClrelated drivers
consume and produce. In this example, the platform hardware produces a single PClroot bridge. The
PCl Root Bridge I/O Protocol driver accesses the hardware resources to produce a single handle with the
EFl_DEVI CE_PATH PROTOCOL and the EFl_Pa_ROOT BRI DGE | O PROTOOCL .

The PCl bus driver consumes the services of the pPa_Rroor BRD&E 10 PROTOCOL and uses those services to
enumerate the PCl controllers present in the system. In this example, the PCl bus driver detected a disk
controller, a graphics controller, and a USB host controller. As a result, the PCl bus driver produces
three child handles with the Er_Device paTH PROTcoOL and the EFI_Pa_1 0 PROTOOOL .

e The driver for the PCl disk controller consumes the services of the er_pa_iopProraca. and produces
two child handles with the Er_Devi ce PATH PROTOcL and the EF_BLOCK | O PROTOOCL .

e The PCldriver for the graphics controller consumes the services of the Er_pa_iopProtaca. and
produces a child handle with the Er_GrRaPH CS_ QUTPUT_PROTOOL .

e The PCldriver for the USB host controller consumes the services of the Er_pa_ioProtooa. to produce
the Er_usB HosT_OONTROLLER PRoTOOCL . Although not shown in Fgure 19, the EFl_USB HOST_OONTROLLER PROTQOOL
would then be consumed by the USB bus driver to produce child handles for each USB device. USB
drivers would then manage those child handles.

Chapter 19 contains the guidelines for designing USB drivers.
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Figure 19-PCI driver stack
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18.1 PCI Root Bridge I/O Protocol Drivers

UEFI firmware for a platform typically implements a Root Bridge Driver that produces the PCl Root Bridge
I/O Protocol. This code is chipset specific and directly accesses the chipset resources producing the
services of the PCI Root Bridge I/O Protocol. A sample driver for systems with a PC-AT-compatible chipset
is included in EDKII. The source code for this driver is found in the EDK Il package called Pcat tnipsetPkg in
the directory PcAt thi pset Pkg/ Pci Host Bri dgeDxe .



18.2 PCI Bus Drivers

EDK Il contains a generic PCl bus driver. It uses the services of the Er_Pa_Roor BRI DGE 10 PROTOOL tO
enumerate PCl devices and produce a child handle with an Erl_pev ce PATH PROTCOCL and an
EFl_PO _10 PROTOOCL . The source code to this driver is in the EDK Il package called memdul erkg in the

directory meModul ePkg/ Bus/ Pci / Pci BusDxe .

This bus type can support producing one child handle at a time by parsing the RemainingDevicePath in
its supported() and start() services. However, producing one child handle at a time for a PCl bus
generally does not make sense. This is because the PCl bus driver needs to enumerate and assign
resources to all of the PCl devices before even a single child handle can be produced.

It does not take much extra time to produce the child handles for all the enumerated PCl devices.
Because of this, it is recommended that the PCl bus driver produce all of the PCl devices on the first call
to start() .

If a UEFI based system firmware is ported to a new platform, most of the PCl-related changes occur in
the implementation of the Root Bridge Driver producing the EF_Pa_ROOT_BR DGE IO PROTCOCL instances.

TIP: PCI Bus Driver customizations are strongly discouraged because the PCI Bus Driver is designed
to be conformant with the PCl Specification. Instead, focus platform specific customizations on the Root
Bridge Driver that produced EFI_PCI_ROOT_BRIDGE_IO_PROTOCOL and its PCI Device Drivers.



18.2.1 Hot-plug PCI buses

The PCl bus driver in the EDK Il does not support hot-plug events in the pre-boot environment. The PCI
bus driver functions correctly with hot-plug-capable hardware, but the hot-add, hot-remove, and hot-
replace events are only supported while an OS that supports hot-plug events is executing. The PCl bus
driver requires updates to support hot-plug events in the pre-boot environment.



18.3 PCI drivers

PCl drivers use the services of the Eri_pa_loProtooa. to produce one or more protocols providing I/O
abstractions for a PCl controller. PCl drivers follow the UEFI driver model, so they may be any of the
following:

e Device drivers
e Bus drivers
e Hybrid drivers

PCl drivers for graphics controllers are typically device drivers that consume the er_pa_lopProtooc and
produce the Er_craPH cs autput_ProTooal . The PCl drivers for USB host controllers are typically device drivers
that consume the Eer_pa_lopProtoca. and produce the EFl_USB HOST_CONTRCLLER PROTQOOL .

The PCl drivers for disk controllers are typically bus drivers or hybrid drivers that consume the
EFl_PO_10oPROTOOCL and EFl_DEvi CE PATH PROToca. and produce child handles with the er_pev ce PATH PROTOCOL and
EFl _BLOCK_| O PROTOOOL .

PCl drivers for disk controllers using the SCSI command set typically produce the
EFl _EXT_scsI _PAss THRU PRotaoal for each SCSI channel the disk controller produces.

Chapter 20 covers details on SCSI drivers.



18.3.1 Supported()

A PCl driver must implement the Er_DRVER BINDING PROTOOCL containing the supported() , Start() , and Stop()
services. The supported() service evaluates the ControllerHandle passed in to see if the ControllerHandle
represents a PCl device the PCl driver can manage.

The most common method of implementing the test is for the PCl driver to retrieve the PCl configuration
header from the PCl controller and evaluate the device ID, vendor ID, and, possibly, the class code fields
of the PCl configuration header. If these fields match the values the PCl driver knows how to manage,
Supported() returns

EFl_Suocess . Otherwise, the supported() service returns erl_UnsuPPeRTED . The PCl driver must be careful not
to disturb the state of the PCl controller because a different PCl driver may be managing the PCI
controller.

Caution: Do not allow functions to "touch" or change the state of any hardware device in the
supported() function of the Driver Binding Protocol. Doing so can significantly degrade the driver's
performance and/or cause the device, the driver, and/or other drivers to lose sync and behave badly
and unpredictably.

TIP: When modifying PCl device registers, be careful with the bits in the PCl device configuration space.
Perform a read, then modify the desired bits, then do a write. Do not perform only a write operation to
the bits, since that can reset other bits in the register.

The following example shows an example of the Driver Binding Protocol supported() service for the ABC
PCI driver managing a PCl controller with a vendor ID of 0x8086 and a device ID of OxFFFE.

First, it attempts to open the PCI /O Protocol EF_CPEN PROTOOCL_BY_DR VER With enProtocol () . If the PCI I/O
Protocol cannot be opened, the PCl driver does not support the controller specified by
ControllerHandle. If the PCI I/O Protocol is opened, the services of the PCI I/O Protocol are used to read
the vendor ID and device ID from the PCI configuration header. Always closed the PCI I/O Protocol with
O oseProtocol (). EFl_suocess is returned if the vendor ID and device ID match.

Example 169-Supported() Reading partial PCl Configuration Header

#i ncl ude <Uefi.h>

#i ncl ude <Protocol / Dri verBi ndi ng. h> #i ncl ude <Protocol /Pcilo. h>
#i ncl ude <l ndustrySt andard/ Pci . h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

#def i ne ABC_VENDCR | D 0x8086
#defi ne ABC_DEVI CE_| D OxFFFE

EFl _STATUS

EFI APl

{
EFI _STATUS Stat us;
EFl _PQA _I O PROTOOCL *Pci | o;
U NT16 Vendor | d;

U NT16 Devi cel d;



Il
/1 Qpen the PO 1/0O Protocol on ControllerHandl e
11
Status = gBS >(penProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
Thi s->Dri ver Bi ndi ngHandl e,
Control | er Handl e,
EFl _CPEN_PROTOOCL_BY_DRI VER
)8
if (EFI_ERRCR (Status)) {
return Status;

}

11

/l Read 16-bit Vendor ID fromthe PO configuration header at of fset 0x00
11l

Status = Pcilo->Pci.Read (

Pci | o, /1l This
Efi Pci | oW dt hUi nt 16, /1 Wdth
PO _VENDCR | D OFFSET, // Cffset
si zeof (Vendorld), /'l Count
&Vendor | d /1 Buffer
DB
if (EFI_ERROR (Status)) {
got o Done;

Il

/1 Read 16-bit Device ID fromthe PO configuration header at offset 0x02

Il

Status = Pcilo->Pci.Read (
Pci |l o, /1 This
Efi Pci | oW dt hUi nt 16, /1 Wdth
PO _DEMI CE I D OFFSET, // Ofset
si zeof (Deviceld), /1 Count
&Devi cel d /1 Buffer
)s

if (EFI_ERRCR (Status)) {

got o Done;

Il

/1 Eval uate Vendor |D and Device |D

Il

Status = EFl _SUCCESS;

if (Vendorld != ABC VENDOR ID || Deviceld != ABC DEM CE ID) {
Status = EFl _UNSUPPCRTED;

Done:

Il

/1 Aose the PA 1/0O Protocol

Il

gBS- >0 oseProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
Thi s->Dri ver Bi ndi ngHandl e,
Control | erHandl e
)i

return Status;

The previous example performs two 16-bit reads from the PCl configuration header.

The code would be smaller if the entire PCl configuration header were read at once. However, this would
increase the execution time because the supported() service reads the entire PCl configuration header
for every ControllerHandle passed in.



The supported() service is intended to be a small, quick check. If a more extensive evaluation of the PCI
configuration header is required, it may make sense to read the entire PCl configuration header at
once. The example below shows the same example as above, but differs in that it reads the entire PCI
configuration header in a single call to the PCI /O Protocol reading, 32-bits at a time.

Example 170-Supported() Reading entire PCI Configuration Header

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h> #i ncl ude <Protocol/Pcilo. h>
#i ncl ude <I ndustryStandard/Pci. h>

#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>

#define ABC_VENDCR | D 0x8086
#define ABC_DEVI CE_I D OXFFFE

EFl _STATUS

EFl APl

AbcSuppor t ed

{
EFI _STATUS Stat us;
EFl _PA _| O PROTCOOL *Pci | o;
PC _TYPEOO Pci ;

Il
/1 Cpen the PA 1/0O Protocol on ControllerHandl e
Il
Status = gBS >(penProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
Thi s->Dri ver Bi ndi ngHand| e,
Control | er Handl e,
EFl _COPEN_PROTOOCL_BY DR VER
)s
if (EFI_ERRCOR (Status)) {
return Status;

Il
/1l Read the entire PO configuration header using 32-bit reads
11l
Status = Pcilo->Pci.Read (
Pci |l o, /1 This
Ef i Pci | oW dt hU nt 32, /'l Wdth
b /] Ofset sizeof
(Pci) / sizeof (UNT32), // Count
&Pci /1 Buffer
)i
if (EFI_ERRCR (Status)) {
got o Done;

11l

/] Eval uate Vendor |D and Device |ID

/1l

Status = EFl _SUCCESS;

if (Pci.Hdr.Vendorlid != ABC VENDCR ID || Pci.Hdr.Deviceld !'= ABCDEMICE ID) {
Status = EFl _UNSUPPORTED;

Done:
/1l
// Aose the PA 1/0O Protocol
/1l
gBS- >0 oseProt ocol (
Control | er Handl e,
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&gEf i Pci | oPr ot ocol Qui d,
Thi s->Dri ver Bi ndi ngHandl e,
Gontrol | er Handl e

)i

return Status;

}

DRAFT FOR REVIEW [04/30/2025 11:40:07] 461



18.3.2 Start() and Stop()

The start() service of the Driver Binding Protocol for a PCl driver also opens the PCI /O Protocol with an
attribute of er_cren PRoTooOL_BY DRVER . If the PCl driver is a bus or hybrid driver, the Device Path Protocol
opens using the attribute Er_oPEN PROTOOOL_BY DRIVER . A device driver is not required to open the Device
Path Protocol. In addition, all PCl drivers are required to call the atributes() service of the PCI /O
Protocol to enable the /O, memory, and bus master bits in the Command register of the PCI
configuration header. By default, the PCl bus driver is not required to enable the Command register of
the PCl controllers. Instead, it is the responsibility of the start() service to enable these bits and that of
the stop() service to restore these bits. In order for the stop() service to restore the attributes, a PCI
Driver typically stores the original attributes in a unres field of the private context data structure.

There is one additional attribute that must be specified in this call to the atributes() service. If the PCI
controller is a bus master and capable of generating 64-bit DMA addresses, the

EFl _PO_1 O ATTR BUTE_DUAL_ADDRESS CY(LE attribute must also be enabled. Unfortunately, there is no standard
method for detecting if a PCl controller supports 32-bit or 64-bit DMA addresses. As a result, it is the PCI
driver's responsibility to inform the PCl bus driver that the PCl controller is capable of producing 64-bit
DMA addresses.

The PCl bus driver assumes that all PCl controllers are only capable of generating 32-bit DMA addresses
unless the PCl driver enables the dual address cycle attribute.

The PCl bus driver uses this information along with the services of the PCI Root Bridge I/O Protocol to
perform PClI DMA transactions. If a PCl bus master that is capable of 32-bit DMA addresses is present in
a platform supporting more than 4 GB of system memory, the DMA transactions may have to be double
buffered. Double buffering can reduce the performance of a driver. It is also possible for some platforms
to only support system memory above 4 GB. For these reasons, a PCl driver must always accurately
describe the DMA capabilities of the PCl controller from the sart() service of the Driver Binding
Protocol.

The example below shows the code fragment from the sart() services of a PCl driver for a PCl controller
supporting 64-bit DMA transactions. The example opens the PCI I/O Protocol attribute of

EFl_CPEN PROTOOCL_BY DRI VER . It then retrieves the current set of PCI I/O Protocol attributes and saves them in
the private context data structure field called aBc PR VATE DATA. It then determines what attribute the PCI
I/O Protocol supports and enables the /O decode, MMIO decode, and Bus Master, and Dual Address
Cycle capabilities. If a PCl Controller does not support DAC, the only change is the removal of

EFl_PA_| O ATTR BUTE_DUAL_ADDRESS cYaLE from the last call to the atributes() service of the PCI I/O Protocol.

Example 171-Start() for a 64-bit DM A-capable PCI controller

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h>

#i ncl ude <Protocol/Pcilo.h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

typedef struct {
U NTN Si gnat ure;

U NT64 Original Pci Attri butes;
} ABC_PR VATE_DATA

EFl _STATUS St at us;

EFl _DR VER Bl NDI NG PROTOCCL *Thi s;
EFl _HANDLE Control | er Handl e;

ABC PRI VATE_DATA *Pri vate;

EFl _PQA _I O PROTCCCL *Pci | o;

U NT64 Pci Supports;



Il

/1 Cpen the PA 1/0O Protocol

11l

Status = gBS->(penProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
Thi s->Dri ver Bi ndi ngHand| e,
Control | er Handl e,
EFl _CPEN_PROTOOCL_BY_ DR VER
)i

if (EFI_ERROR (Status)) {

got o Done;

/1l
/l Retrieve original PA attributes and save themin the private context data
/] structure.
/1l
Status = Pcilo->Attributes (
Pci l o,
Efi Pci | oAt tri but eQperati onGet,

&Private->0riginal Pci Attributes
)i
if (EFI_ERRCR (Status)) {
got o Done;

11l
/] Retrieve attributes that the PO Control |l er supports
/1l
Status = Pcilo->Attributes (
Pci | o,
Ef i Pci | oAt tri but eQper at i onSupport ed,

&Pci Supports
)i
if (EFI_ERRCR (Status)) {
got o Done;

/1
/1 Enabl e Conmand regi ster and Dual Address Cycle
/1
Status = Pcilo->Attributes (
Pci l o,
Ef i Pci | oAt tri but eQper ati onEnabl e,
(Pci Supports & EFl _PO _DEVI CE_ENABLE) |
EFl _PA _| O ATTR BUTE_DUAL_ADDRESS CYCLE,

)i
if (EFI_ERRCR (Status)) {
got o Done;

This example shows the code fragment from the stop() services of a PCl driver. This example restores
the PCII/O Protocol attributes from a field of the private context data structure called ABC PR VATE DATA .

Example 172-Restore PCI Attributesin Stop()

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS St at us;

EFl _PA _| O PROTOCQL *Pci | o;

ABC PR VATE_DATA *Pri vate;

Il

/] Restore original PO attributes



Pcilo->Attributes (
Pci l o,
Efi Pci | oAt tri but eQperati onSet,
Private->Oiginal Pci Attributes,

DE

gBS->A oseProt ocol (
Control | erHandl e,
&gEf i Pci | oPr ot ocol Qui d,
Thi s->Dri ver Bi ndi ngHandl e,
Control | erHandl e
)i

The following table lists the #define statements compatible with the atributes() service. A PCl driver
must use the atributes() service to enable the decodes on the PCl controller, accurately describe the
PCl controller DMA capabilities, and request that specific I/O cycles are forwarded to the device. The call
to atributes() fails if the request cannot be satisfied. If this failure occurs, the start() function must
return an error.

Once again, any attributes enabled in the sart() service must be restored in the sop() service.

Attribute

EFl _PQ _| O ATTR BUTE_| SA MOTHERBOARD | O

EFl_PO_IOQATTRBUTE ISA 1O

EFI _PCl_| O ATTR BUTE_VGA_PALETTE | O

EFI _PCl_| O ATTR BUTE_VGA_MEMCRY

EFI_PQ_| O ATTR BUTE_VGA | O

EFI_PCl_| O ATTR BUTE_I DE_PR MARY_| O

EFI _PCl_| O ATTR BUTE_| DE_SECCNDARY_| O

EFI_PCl_| O ATTR BUTE_I O
EFI _PCl_| O ATTR BUTE_NVEMORY
EFI_PCl_| O ATTR BUTE_BUS_MASTER

EFI_PCl_| O ATTR BUTE_DUAL_ADDRESS CYCLE

EFI_PC_| O ATTR BUTE_I SA | O 16

EFI_PC_| O ATTR BUTE_VGA_PALETTE | O 16

EFI_PC_| O ATTR BUTE_VGA | O 16

Table 26-PClI Attributes

Description

Used to request the forwarding of I/O cycles 0x0000-0x00FF
(10-bit decode).

Used to request the forwarding of I/O cycles 0x100-0x3FF (10-
bit decode).

Used to request the forwarding of I/O cycles 0x3C6, 0x3C8, and
0x3C9 (10-bit decode).

Used to request the forwarding of MMIO cycles 0xA0000-
OXBFFFF (24-bit decode).

Used to request the forwarding of I/O cycles 0x3B0-0x3BB and
0x3C0- 0x3DF (10-bit decode).

Used to request the forwarding of I/O cycles 0x1F0-0x1F7,
0x3F6, 0x3F7 (10-bit decode).

Used to request the forwarding of I/O cycles 0x170-0x177,
0x376, 0x377 (10-bit decode).

Enable the I/O decode bit in the Command register.
Enable the Memory decode bit in the Command register.
Enable the Bus Master bit in the Command register.
Clear for PCl controllers that cannot generate a DAC.

Used to request the forwarding of I/O cycles 0x100-Ox3FF (16-
bit decode).

Used to request the forwarding of I/O cycles 0x3C6, 0x3C8, and
0x3C9 (16-bit decode).

Used to request the forwarding of I/O cycles 0x3B0-0x3BB and
0x3C0- Ox3DF (16-bit decode).



The table below, lists #define statements not part of the UEFI Specification, but which are included in
EDK Il to simplify PCI driver implementations. These attributes cover the typical classes of hardware
capabilities and provide a names for common combinations of attributes described in the PCl Bus
Support chapter of the UEFI Specification.

TIP: For code readability, the Enable attributes included in EDK Il should be used.

Table 27-EDK I attributes #defines

Attribute Description

Equivalent to a logical OR combination of EF_PO_10ATTRBUTE IO,

EFl _PA _DEVI CE_ENABLE <
-7 - 'EFI_PCI_IO_ATTRIBUTE_MEMORY , and EFI_PCI_IO_ATTRIBUTE_BUS_MASTER".

Equivalent to a logical OR combination of EF_PO_1 0 ATTR BUTE_VGA PALETTE 1O,

EFl _VGA DEVI CE_ENABLE
EFl _POl_1 O ATTR BUTE_VGA MEMCORY , EFI_PQ _| O ATTRIBUTE VGA |10, and EFl_PQ_IQ ATTRBUTE | O.

This table lists the #define statements that to use with the GetBarAttributes() and SetBarAttributes()

services to adjust the attributes of a memory-mapped /O region described by a Base Address Register
(BAR) of a PCl controller. The support of these attributes is optional, but in general, a PCl driver uses
these attributes to provide hints that may be used to improve the performance of a PCl driver. Improved
performance is especially important for PCl drivers managing graphics controllers. Do note that any BAR
attributes set in the start() service must be restored in the stop() service.

Table 28-PCI BAR attributes

Attribute Description

Setting this bit enables platform support for memory range
access in a write-combining mode. It improves write

EFl _PO _I O ATTRI BUTE_MEMORY_VWR TE_COMVBI NE performance to a memory buffer on a PCl controller. By
default, PCl memory ranges are not accessed in a write
combining mode.

Setting this bit enables platform support for changing the
attributes of a PCl memory range so that it is accessed in a
cached mode. By default, PCl memory ranges are not
cached.

EFI _PCl_| O ATTR BUTE_MEMORY_CACHED

Setting this bit enables platform support for disabling a PCI
EFl _PO _I O ATTR BUTE_MEMORY_DI SABLE memory range so that it can no longer be accessed. By
default, all PCl memory ranges are enabled.

Sometimes there may be different logic paths in a UEFI Driver between a PCl add-in card and a PCI
controller integrated into a platform. The PCI I/O Protocol provides attributes that help a UEFI Driver
determine if a specific PCI Controller and its associated PCI Option ROM image are from a PCl add-in card
in a PCl slot or if they are integrated into a platform. The attributes shown in the following table list the
#define statements for these attributes. These attributes are read-only and the values are established
by the PCI Bus Driver when a PCI Controller is discovered and the PCI I/O Protocol is produced. A PCI
driver may retrieve the attributes of a PCl controller with the atributes() service of the PCI I/O Protocol,
but a PCI Driver is not allowed to modify these attributes.

Table 29-PCI| Embedded Device Attributes

Attribute Description

If this bit is set, the PCl controller is an embedded device;
typically a component on the system board. If this bit is clear, the
PCl controller is part of an adapter populating one of the
systems PCI slots.

EFI_PC_| O ATTR BUTE_EMBEDDED DEVI CE



If this bit is set, the PCl option ROM described by the Romimage
and RomSize fields is not from ROM BAR of the PCl controller. If

EFl _PQ _I O ATTR BUTE_EVBEDDED ROM this bit is clear, the Romlmage and RomSize fields were initialized
based on the PCloption ROM found through the ROM BAR of the
PCl controller.



18.3.3 PCI Cardswith Multiple PCI Controllers

Some PCl devices have a series of identical devices on a single device, normally behind a PCl bridge.
These devices may require additional work if they need to be controlled by a single instance of the UEFI
driver. Take the following figure as a sample device.

Figure 20-Amulti-controller PCI device
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It may be required that the driver in the Option ROM control all 3 controllers on the PCl device. To do
this, use the following actions:

e Inthe supported() function, make sure that the UEFI Driver supports the controller that is passed into
the support() function. The first controller passed in could be any of the controllers on a PCI Card.

e In the supported() function, make sure the function does not touch or change the HW state. This is
very important. If the PCI /O instance is already opened (if some other application or driver is
already managing the controller), return an error. See Chapter 9 of this guide and the EFI Driver
Binding Protocol section of the UEFI Specification for details on the error return codes from the
Driver Binding Protocol supported() function.

e Inthe start() function for the first controller on the PCI Card, open the PCI I/O protocol instances on
the other handles on the same PCI Card using the Er_coPEN PROTOOOL_BY_ DR VER attribute. This informs all
other UEFI Drivers in the platform that all the controllers on the PCI Card are already being
managed. To scan for other PCl controllers on the same PCI Card, use the UEFI Boot Service
LocateHandleBuffer() to find all handles in the Handle Database supporting the PCI I/O Protocol. Use
the PCII/O Protocol function GetLocation()to evaluate whether or not the PCl controller is on the
same PClbus number. Take care to not modify the HW state of any PCI I/O Protocol instance during
this evaluation.

e Inthe stop() function, undo everything that was done in start() . Use a private context data
structure to keep track of the information required to complete a stop() operation in these more

complex use cases.



18.4 Accessing PCI resources

PCl drivers should only access the I/O and memory-mapped /O resources on the PCl controllers they
manage. They should never attempt to access the /O or memorymapped I/O resource of a PCl controller
that they are not managing. They should also never touch the /O or memory-mapped I/O resources of
the chipset or the motherboard.

The PCI I/O Protocol provides services that allow a PCl driver to easily access the resources of the PCI
controllers it is currently managing. These services hide platformspecific implementation details and
prevent a PCl driver from inadvertently accessing resources of the motherboard or other PCl controllers.
The PCI I/O Protocol has also been designed to simplify the implementation of PCl drivers. For example, a
PCl driver should never read the BARs in the PCl configuration header. Instead, the PCl driver passes in
a Barindex and Offset into the PCI I/O Protocol services. The PCl bus driver is responsible for managing
the PCl controller's BARs.

The services of the PCI I/O Protocol allowing a PCl driver to access the resources of a PCl controller
include the following:

® Pcilo->Pol | Men()
® Pcilo->Polllo()
® Pcilo->Mem Read()
® Pcilo->MemWite()
® Pcilo->lo.Read()
® Pcilo->lo0. Wite()
® Pcilo->Pci.Read()
® Pcilo->Pci.Wite()
® Pcil o->CopyMen()

Another important resource provided through the PCI I/O Protocol is the contents of the PCl option ROM.
The RomSize and Romimage fields of the PCI I/O Protocol provide access to a copy of the PCl option ROM
contents. These fields may be useful if the PCl driver requires additional information from the contents
of the PCl option ROM.

Note: It is important that the PCl option ROM contents not be modified through the Romimage field.
Modifications to this buffer only modify the copy of the PCl option ROM contents in system memory. The
PCI I/O Protocol does not provide services to modify the content of the actual PCl option ROM.



18.4.1 Memory-mapped 1/O ordering issues

PCl transactions follow the ordering rules defined in the PCI Specification. The ordering rules vary for I/O,
memory-mapped /O, and PCI configuration cycles.

The PCI I/O Protocol memread() service generates PCl memory read cycles guaranteed to complete
before control is returned to the PCl driver. However, the PCI /O Protocol memwite() service does not
guarantee that PCIl memory cycles produced by this service are completed before control is returned to
the PCl driver. This distinction means that memory write transactions may be sitting in write buffers
when this service returns. If the PCl driver requires a mmwite() transaction to complete, then the
vemwite() transaction must be followed by a mmRead() transaction to the same PCl controller. Some
chipsets and PCI-to-PCl bridges are more sensitive to this issue than others.

The following example shows a memwite() call to a memory-mapped I/O register at offset 0x20 into BAR
#1 of a PCl controller. This write transaction is followed by a mmread() call from the same memory-
mapped /O register. This combination guarantees that the write transaction is completed by the time
the mmread() call returns.

In general, this mechanism is not required because a PCl driver typically reads a status register and this
read transaction forces all posted write transactions to complete on the PCl controller. The only time to
use this mechanism is when a PCl driver performs a write transaction not immediately followed by a read
transaction and the PCl driver needs to guarantee that the write transaction is completed immediately.

Example 173-Completing a memory write transaction

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS St at us;
EFl _PQA _1 O PROTOOCL *Pci | o;
U NT32 DmaSt art Addr ess;

Il

/1 Wite the value in DnaStart Address to of fset 0x20 of BAR #1
11l

Status = Pcilo->MemWite (

Pci |l o, /1 This
Efi Pci loWwdthunt32, // Wdth
s /1 Barl ndex
b Il Ofset
s /1 Count
&DmasSt art Addr ess /1 Buffer

)i
if (EFI_ERRCOR (Status)) {
return Status;

Il

/1l Read of fset 0x20 of BAR #1 This guarantees that the previous wite

/1 transaction is posted to the PO controller

/1l

Status = Pcil o->Mem Read (
Pcilo, // This
Efi Pci lowdthunt32, // Wdth
N /1 Bar | ndex

b /Il Ofset

s /1 Count
&Dmast ar t Addr ess /1 Buffer
)i

if (EFI_ERRCR (Status)) {

return Status;
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18.4.2 Har dfai | /Softfail

PCl drivers must make sure they do not access resources not allocated to any PCl controllers. Doing so
may produce unpredictable results including platform hang conditions.

For example, if a VGA device is in monochrome mode, accessing the VGA device's color registers may
cause unpredictable results. The best rule of thumb here is to access only /O or memory-mapped /O
resources to which the PCl driver knows, for sure, that the PCl controller does respond. In general, this
is not a concern because the PCI I/O Protocol services do not allow the PCl driver to access resources
outside the resource ranges described in the BARs of the PCl controllers. However, two mechanisms
allow a PCl driver to bypass these safeguards.

e The first is to use the Er_Pa_IoPass THROUGH BAR with the PCI I/O Protocol services providing access to
I/O and memory-mapped /O regions.

e The second is for a PCl driver to retrieve and use the services of a PClI Root Bridge I/O Protocol.

A PCl driver uses the EFI_Pa_10PASS THROUGH BAR t0 access ISAresources on a PCl controller. For a PCl driver
to use this mechanism safely, the PCl driver must know that the desired PCl controller does respond to
the /O or memory-mapped /O requests in the ISAranges. The PCl driver can typically know if it responds
by examining the class code, vendor ID, and device ID fields of the PCl controller in the PCl configuration
header. The PCl driver must examine the PCl configuration header before any I/O or memory-mapped /O
operations are generated. The PCl configuration header is typically examined in the supported() service,
so it is safe to access the ISAresources in the sart() service and in the services of the I/O abstraction
that the PCl driver is producing. The following is an example using the EF_PO_I Q PASS THROUGH BAR .

Example 174-Accessing ISAresources on a PCI controller

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS Status;
EFl_PQ _| O PROTCOCL *Pei | 0;
U NT8 Data;
U NT16 Vrd;

Data =
Status = Pcilo->lo0.Wite (
Pcil o,
Efi Pci | oW dt hUi nt 8,
EFl _PO _| O PASS THROUGH BAR

&Dat a
)i
if (EFI_ERRCR (Status)) {
return Status;

}

Status = Pcil o->Mem Read (
Pci | o,
Efi Pci | oW dt hUi nt 16,
EFl _PQA _| O PASS THROUCH BAR,

&r d
)i
if (BEFI_ERRCR (Status)) {



return Status;

}

A PCldriver must also take care when using the services of the PCI Root Bridge I/O Protocol. It can
retrieve the parent PCl Root Bridge I/O Protocol and use those services to touch any resource on the PCI
bus.

Caution: This touching of resources on the PCl bus can be very dangerous because the PCl driver may
not know if a different PCl driver owns a resource or not. The use of this mechanism is strongly
discouraged and is best left to OEM drivers having intimate knowledge of the platform and chipset.

Chapter 5 discusses the use of the LocateDevicePath() service and the example associated with this
service shows how the parent PCl Root Bridge I/O Protocol can be retrieved.

Instead of using the parent PCl Root Bridge I/O Protocol, PCl drivers needing access to the resources of
other PCl controllers in the platform should search the Handle Database for controller handles
supporting the PCI I/O Protocol. To prevent resource conflicts, open PCI I/O Protocols from other PCI
controllers with EFl_COPEN PROTOCOL_BY DRI VER .

The following example shows how a PCl driver can easily retrieve the list of PCl controller handles in the
Handle Database and use the services of the PCI I/O Protocol on each of those handles to find peer PCI
controllers.

For example, a PCl adapter containing multiple PCl controllers behind a PCI-to-PCl bridge may use a
single driver to manage all of the controllers on the adapter. When the PCl driver is connected to the
first PCl controller on the adapter, the PCl driver connects to all the other PCl controllers having the
same bus number as the first. This example takes advantage of the GetLocation() service of the PCI /O
Protocol to find matching bus numbers.

Example 175-Locate PCI handles with matching bus number

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <Li brary/ MenoryAl | ocati onLi b. h>

EFl _STATUS St at us;

EFl_PQ _| O PROTCOQL  *Pci | o;

U NTN Handl eCount ;
EFl _HANDLE *Handl eBuf f er;
U NTN | ndex;

U NTN M/Bus;

U NTN Seg;

U NTN Bus;

U NTN Devi ce;

U NTN Functi on;

Status = Pcilo->CetLocation (Pcilo, &eg, &WBus, &Device, &Function);
if (EFI_ERRCR (Status)) {
return Status;

}
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11

Status = gBS >Locat eHand! eBuf fer (
ByPr ot ocol ,
&gEf i Pci | oPr ot ocol Qui d,
NULL,
&Handl eCount
&Hand| eBuf f er
)s

if (EFI_ERRCOR (Status)) {

return Status;

11
/1 Loop through all the handl es the support the PO 1/0O Protocol,
/1 and retrieve the instance of the PO 1/O Protocol. Use the
/1 EFI _OPEN PROTOOOL_BY DRI VER open node, so only PCl |/0O Protocol s
// that are not currently bei ng managed are consi dered.
Il
for (Index = 0; Index < Handl eCount; Index++) {
Status = gBS >(penProt ocol (
Handl eBuf f er [ | ndex] ,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
gl mageHand! e,
NULL,
EFl _CPEN_PROTOOCL_BY DR VER
)
if (EFI_ERRCR (Status)) {
conti nue;

11l
Il Retrieve the location of the PO controller and store the
/'l bus nunber in Bus.
/1
Status = Pcilo->CGetLocation (Pcilo, &eg, &Bus, &Device, &Function);
if (EFI_ERROR (Status) &% Bus != M/Bus) {
11
/] Ether the handl e was al ready opened by another driver or the
/1 bus nunbers did not natch, so close the PO |1/0O Protocol and
/1 nove on to the next PO handl e.
11
gBS->0 oseProt ocol (
Handl eBuf f er [ | ndex] ,
&gEf i Pci | oPr ot ocol Qui d,
gl mageHandl e,
NULL
)i

conti nue;

Il

/] Store Handl eBuffer[Index] so the driver knows it is managing the PO
/1 controller represented by Handl eBuffer[Index]. This would typically be
/] stored in the private context data structure

Il

Il

/1 Free the array of handles that was all ocated by gBS- >Locat eHandl eBuf fer ()
Il

FreePool (Handl eBuffer);
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18.4.3 When a PCI device does not r ecei ve r esour ces

Some PCl controllers may require more resources than the PCl bus can offer. In such cases, the PCI
controller must not be visible to PCl drivers because resources were not allocated to the PCl controller.
The PCl bus driver does not create a child handle for a PCl controller that does not have any allocated
resources, and as a result, a PCl driver is never be passed a ControllerHandle for a PCl controller not
having allocated resources.

The platform vendor controls the policy decisions that are made when this type of resource-constrained
condition is encountered. The PCl driver writer never has to handle this case.



18.5 PCI DMA

There are three types of DMA transactions that can be implemented using the services of the PCI I/O
Protocol:

e Bus master read transactions
e Bus master write transactions
e Common buffer transactions
The PCI I/O Protocol services used to manage PCI DMA transactions include:
® Pcilo->AllocateBuffer()
® Pcilo->FreeBuffer()
® Pcilo->Map()

® Pcilo->Unmap() - Pcilo->F ush()



18.5.1 Map() Service Cautions

A common mistake in writing PCl drivers is omission of the use of the wmp() service. On platforms with
coherent PCl busses having a 1:1 mapping between CPU addresses and PCI DMA addresses, such as
PCl implementations on many IA32, X64, and IPF systems, the omission of mp() may not produce any
functional issues. However, if those same UEFI Driver sources are used on a platform is that not
coherent, nor guarantees a 1:1 mapping between CPU addresses and PClI DMA addresses, the UEFI
Driver may not function correctly, with the likely result being data corruption. For this reason, wap()
must always be used when setting up a PCI DMA transfer.

TIP: Although omission of the wmp() service may work on some platforms, use of mp() for DMA
transaction is required and maximizes UEFI Driver compatibility.

The wmp() service converts a system memory address to an address useful to a PCl device performing
bus master DMA transactions. The device address returned is not related to the original system memory
address. Some chipsets maintain a one-to-one mapping between system memory addresses and device
addresses on the PCl bus. For this special case, the system memory address and device address are
the same. However, a PCl driver cannot tell if it is executing on a platform with this one-to-one mapping.
As a result, a PCl driver must make as few assumptions about the system architecture as possible.
Avoiding assumptions means that a PCl driver must never use the device address that is returned from
Map() to access the contents of the DMA buffer. Instead, this value should only be used to program the
base address of the DMA transaction into the PCl controller. This programming is typically accomplished
with one or more I/O or memory-mapped I/O write transactions to the PCl controller the PCl driver is
managing.

The example below shows the function prototype for the wmp() service of the PCI I/O Protocol. A PCI
driver can use HostAddress to access the contents of the DMA buffer, but must never use the returned
parameter DeviceAddress to access the contents of the DMA buffer.

Example 176-Map() Function

Provides the PO controller-specific addresses needed to access system nenory.

@aram This A pointer to the EFl _PQ _| O PROTOOCL i nst ance.

@aram Qperation Indicates if the bus naster is going to read or wite to system nenory.
@ar am Host Addr ess The systemnmenory address to map to the PO controller.

@ar am Nunber O Byt es On input the nunber of bytes to map. On output the nunber of bytes that

wer e mapped. @aram Devi ceAddress The resul ting map address for the bus
naster PO controller to use to access the hosts Host Address.

@ar am Mappi ng Aresulting value to pass to Unmap().
@etval EFI_SUCCESS The range was nmapped for the returned Nunmber f Byt es.
@etval EFI _UNSUPPORTED The Host Address cannot be mapped as a common buffer.

@etval EFI_I NVALI D PARAVETER (ne or nore paraneters are invalid
@etval EFI_QUT_CF RESOURCES The request could not be conpl eted due to a | ack of resources.
@etval EFl_DEVI CE_ ERRCR The system hardware coul d not map the requested address.

x%

t ypedef
EFl _STATUS
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18.5.2 Weakly or der ed memory transactions

Some processors, such as those in IPF platforms, have weakly ordered memory models. With weak
ordering, system memory transactions may complete in a different order than the source code would
seem to indicate. A PCl driver should be implemented so that the source code is compatible with as
many processors and platforms as possible. As a result, the guidelines on the use of the EDK I library
BaseLib function wmenoryFence() (see the next discussion) should be followed even if the driver is not initially
implemented for an IPF platform. The techniques shown here do not have any impact on the executable
size of a driver for strongly ordered processors such as IA32, X64, and EBC.



18.5.3 Bus Master Read and Write Oper ations

When a DMA transaction starts or stops, the ownership of the DMA buffer transitions from the
processor to the DMA bus master and back to the processor. The PCI I/O Protocol provides the wmp()
and wmp() services used to set up and complete a DMA transaction.

The implementation of the PCl Root Bridge I/O Protocol uses the EDK Il library BaseLib function

MermoryFence() to guarantee all system memory transactions from the processor are completed before the
DMA transaction is started. This prevents a DMA bus master reading from a location in the DMA buffer
before a write transaction is flushed from the processor. Because this functionality is built into the PCI
Root Bridge I/O Protocol itself, the PCl driver writer need not worry about bus master read/ write
operations.

A PCl driver is responsible for flushing all posted write data from a PCl controller when a bus master
write operation is completed. Frst, the PCl driver should read from a register on the PCl controller to
guarantee that all posted write operations are flushed from the PCl controller and through any PCI-to-
PCl bridges between the PCl controller and the PClroot bridge.

Because PCl drivers are polled, they typically read from a status register on the PCl controller to
determine when the bus master write transaction is completed. This read operation is usually sufficient
to flush the posted write buffers. The PCl driver must also call the rcilo->Flush() service at the end of a
bus master write operation. This service flushes all the posted write buffers in the system chipset and
guarantees their commitment to system memory. The combination of the read operation and the
Pcilo>Flush() call guarantee that the bus master's view of system memory and the processor's view of
system memory are consistent.

An example of how a bus master write transaction should be completed to guarantee the bus master's
view of system memory is consistent with that of the processor follows.

Example 177-Completing a bus master write operation

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <Li brary/ UefiLib. h>

EFl _STATUS $t at us;
EFl _PQA _| O PROTCOQL *Pci | o;
U NT64 Resul t 64

Status = Pcilo->Pol | Mem (
Pcil o,
Efi Pci | oW dt hUi nt 32,

Bl TO,
Bl TO,
EFl _TI MER_PER CD_SECONDS (1),
&Resul t 64
)i
if (EFI_ERRCR (Status)) {
return Status;

}

Status = Pcilo->Fl ush (Pcilo);
if (EFI_ERRCR (Status)) {
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return Status;

}
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18.5.4 Bus Master Common Buffer Oper ations

Bus master common buffer operations are more complex to manage than bus master read and write
operations. because both the bus master and the processor may simultaneously access a single region
of system memory. The memory ordering of PCl transactions generated by the PCl bus master is defined
in the PCI Specification. However, different processors may use different memory ordering models. As a
result, common buffer operations should only be used when they are absolutely required.

If the common buffer memory region can be accessed in a single atomic processor transaction, no
hazards are present. If the processor has deep write buffers, a write transaction may be delayed. The
EDK Il library BaseLib provides the wemryFence() function to force completion of all processor transactions.
If a memory region to which the processor needs to read or write requires multiple atomic processor
transactions, hazards may exist if the operations are reordered. If the order in which the processor
transactions occur is important, insert the mnoryrence() between the processor transactions. Use
sparingly, though. Inserting too many wmnoryFence() calls may degrade system performance. For strongly
ordered processors, the wmnoryFence() function is a no-op.

A good example of wmoryrFence() use is that of a mailbox data structure used to communicate between
the processor and a bus master. The mailbox typically contains a valid bit that must be set by the
processor after the processor has filled the contents of the mailbox. The bus master scans the mailbox
to see if the valid bit is set. When the bus master sees the valid bit is set, it reads the rest of the
mailbox contents and uses them to perform an I/O operation. If the processor is weakly ordered, there
is a chance that the valid bit is set before the processor has written all of the other fields in the data
structure. To resolve this issue, a mnoryrence() call is inserted just before and just after the valid bit is
set.

Another mechanism used to resolve these memory-ordering issues is that of the volatile keyword in C
sources. If the data structure used as a mailbox is declared in Cas volatile, the C compiler guarantees
that all transactions to the volatile data structure are strongly ordered. It is recommended that the
MenoryFence() call be used instead of volatile data structures.

18.5.5 GB Memory Boundary

32-bit platforms may support more than 4 GB of system memory, but UEFI drivers for 32-bit platforms
may only access memory below 4 GB. The 4 GB memory boundary becomes more complex on 64-bit
platforms. Also, some 64-bit platforms may not map any system memory in the memory region below 4
GB. For more information about the 4 GB memory boundary on various architectures, see Section 4.2 of
this guide.

A UEFI driver should not allocate buffers from, or below, specific addresses. These types of allocations
may fail on different system architectures. Likewise, the buffers used for DMA should not be allocated
from, or below, a specific address. Also, UEFI drivers should always use the services of the PCI I/O
Protocol to set up and complete DMA transactions.

Caution: It is not legal to program a system memory address into a DMA bus master. Such
programming may function correctly on platforms having a one-to-one mapping between system memory
addresses and PClI DMA addresses, but it will not work on platforms that remap DMA transactions, nor
on platforms using a virtual addressing mode for system memory addresses not one-to-one mapped to
the PCI DMA addresses.



The following sections contain code examples for the different types of PCI DMA transactions supported
by the UEFI Specification. It shows how to best use the PCI I/O Protocol services to maximize the platform
compatibility of UEFI drivers.

EDK Il contains an implementation of the PCl Root Bridge I/O Protocol for a PC-ATcompatible chipset, and
assumes a one-to-one mapping between system memory and PClI DMA addresses. It also assumes that
DMA operations are not supported above 4 GB. The implementation of the wp() and uwnep() services in
the PCl Root Bridge I/O Protocol handle DMA requests above 4 GB by allocating a buffer below 4 GB and
copying the data to that buffer below 4 GB.

Note: It is important to realize that these functions are implemented differently for platforms not
assuming a one-to-one mapping between system memory addresses and PCI DMA addresses or if the
platform can only perform DMA in specific ranges of system memory.



18.5.6 DMABusMaster Read Operation

The general algorithm for performing a bus master read operation is as follows:
e The processor initializes the contents of the DMA using HostAddress.
e Call map() with an Operation of EfiPci QerationBusMast er Read .
e Program the DMA bus master with the DeviceAddress returned by map() .
e Program the DMA bus master with the NumberOfBytes returned by mp() .
e Start the DMA bus master.
e Wait for DMA bus master to complete the bus master read operation.
e Call wmp() .

The following example shows a function for performing a bus master read operation on a PCl controller.
The PCl controller is accessed through the parameter Pcilo. The system memory buffer read by the bus
master is specified by HostAddress and Length. This function performs one or more bus master read
operations until either Length bytes have been read by the bus master or an error is detected. The PCI
controller in this example has three MMIO registers in BAR# 1 The MMIO register at offset 0x10 is a
status register the function uses to check if the DMA operation is complete or not. The function writes
the start of the DMA transaction to the MMIO register at offset 0x20 and the length of the DMA
transaction to the MMIO register at offset 0x24 The write operation to offset 0x24 also starts the DMA
read operation. The services of the PCI I/O Protocol used in this example include mp() , Umap() ,
vemwite() , and pollMen() . The example below is for a 32-bit PCl bus master.

A 64-bit PCl bus master instance uses two 32-bit MMIO registers to specify the start address and two
32-bit MMIO registers to specify the length. If the PCl bus master supports 64-bit DMA addressing, the
EFl _POl_ATTR BUTE_DUAL_ADDRESS_CYCLE attribute must be set in the Driver Binding Protocol start() service of the
PCl driver.

Example 178-Bus master read operation

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <Li brary/ UefiLib. h>

EFl _STATUS
EFl APl
DoBusMast er Read

EFI _STATUS St at us;

U NTN Nunber O Byt es;
EFl _PHYSI CAL_ADDRESS Devi ceAddr ess;
va b *Mappi ng;

U NT32 DraSt ar t Addr ess;
U NT64 Control | er St atus;

/1

/1 Loop until the entire buffer specified by Host Address and

/1 Length has been read fromthe PO DVA bus naster

/1 do {
/1l
/1 Call Map() to retrieve the DeviceAddress to use for the bus
/1 master read operation. The Map() function nay not support
/1 performng a DVA operation for the entire length, so it may
/'l be broken up into smaller DVA operations



I
Nunber O Byt es = *Lengt h;
Status = Pcilo->Map (
Pcilo, // This
Efi Pci | oQper ati onBusMast er Read, // Cperation

(VA D *) Host Addr ess, /| Host Addr ess
&N\unber Of Byt es, /1 Nunber Cf Byt es
&Devi ceAddr ess, /| Devi ceAddr ess
&Mappi ng /'l Mappi ng

)i

if (EFI_ERRCOR (Status)) {
return Status;

11l

/1 Wite the DVA start address to MM O Regi ster 0x20 of Bar #1
11l

DmaSt art Address = (U NT32) Devi ceAddr ess;

Status = Pcilo->MemWite (

Pci l o, /1 This
Efi Pci | oWdt hU nt 32, /1 Wdth

1, /| Bar | ndex
0x20, /Il Cfset
1, /1 Count
&Dmast ar t Addr ess /1 Buffer
)i

if (EFI_ERRCR (Status)) {
return Status;

Il
/l Wite the length of the DVA to MM O Regi ster 0x24 of Bar #1
/1 This wite operation also starts the DVA transaction
I
Status = Pcilo->MemWite (
Pcilo, // This

Efi Pci | oWdt hU nt 32, /1 Wdth

1, /| Barl ndex
0x24, /Il O fset
1, /1 Count
&N\unber O Byt es /1 Buffer
)8

if (EFI_ERROR (Status)) {
return Status;

Il

/1 Call PollMen() to poll for Bit #0 in MM O regi ster 0x10 of
/] Bar #1

Il

Status = Pcilo->Pol | Mem (

Pci | o, /1 This
Efi Pci | oW dt hUi nt 32, /1 Wdth
1, /1 Barl ndex
0x10, Il O fset
Bl TO, /1 Mask
Bl TO, /'l Val ue

EFl _TI MER_PER CD_SECONDS (1), /1 Ti neout
&Control lerStatus // Result
DE
if (EFI_ERRCOR (Status)) {
return Status;

Il

/1 Call Unnmap() to conplete the bus nmaster read operation
Il

Status = Pcilo->Unnmap (Pcilo, Mpping);

if (EFI_ERRCOR (Status)) {

return Status;

}
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11
/1 Update the Host Address and Length remai ni ng based upon the
/1 nunber of bytes transferred
11
Host Addr ess += Nunber Of Byt es;
*Length -= Nunber Cf Byt es;
} while (*Length != 0);
return Status;

}
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18.5.7 DMABusMaster Write Operation

The general algorithm for performing a bus master write operation follows:
e Call map() with an Operation of EfiPci QerationBusMasterWite .

e Program the DMA bus master with the DeviceAddress returned by mp() . - Program the DMA bus
master with the NumberOfBytes returned by wap() .

e Start the DMA bus master.
e Wait for the DMA bus master to complete the bus master write operation.

e Read anyregister on the PCl controller to flush all PCl write buffers (see the PCl Specification,
Section 3.2.5.2). In many cases, this read is being done for other purposes. If not, add an extra
read.

e Call Fush() .- Call wnmap() .
e The processor may read the contents of the DMA buffer using HostAddress.

The following example shows a function to perform a bus master write operation on a PCl controller. The
PCI controller is accessed through the parameter Pcilo. The system memory buffer written by the bus
master is specified by HostAddress and Length. This function performs one or more bus master write
operations until either Length bytes have been written by the bus master or an error is detected.

The PCl controller in this example has three MMIO registers in BAR# 1 The MMIO register at offset 0x10 is
a status register the function uses to check whether the DMA operation is complete or not. The
function writes the start of the DMA transaction to the MMIO register at offset 0x20 and the length of
the DMA transaction to the MMIO register at offset 0x24 The write operation to offset 0x24 also starts
the DMA write operation. The services of the PCI I/O Protocol used in this example include Mp() , Wmp() ,
MemWite() , PollMen() , and Fush() .

A 32-bit PCl bus master is used for this example. A 64-bit PCl bus master would involve two 32-bit MMIO
registers to specify the start address and two 32-bit MMIO registers to specify the length. If the PCl bus
master supports 64-bit DMA addressing, the EFl_PO_ATTR BUTE_DUAL_ADDRESS CYCLE attribute must be set in the
Driver Binding Protocol start() service of the PCl driver.

Example 179-Bus master write operation

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <Li brary/ Uefi Li b. h>

EFl _STATUS

EFI APl

{
EFl _STATUS Stat us;
U NTN Nunber O Byt es;
EFl _PHYSI CAL_ADDRESS Devi ceAddr ess;
va D *NMappi ng;
U NT32 DraSt ar t Addr ess;

U NT64 Control | er St atus;
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/1 Call Map() to retrieve the DeviceAddress to use for the bus
/] master wite operation. The Map() function may not support
/1 performing a DVA operation for the entire length, so it may
/1 be broken up into snaller DVA operations.

Il

Nunber O Bytes = *Lengt h;

Status = Pcilo->Map (

Pcil o, /1 This

Ef i Pci | oQper ati onBusMasterWite, // Cperation
(VA D *) Host Addr ess, /'l Host Addr ess
&N\unber O Byt es, /1 Nunber O Byt es
&Devi ceAddr ess, /'l Devi ceAddr ess
&Mappi ng /1 Mappi ng

)i

if (EFI_ERRCR (Status)) {
return Status;

11

/1 Wite the DVA start address to MM O Regi ster 0x20 of Bar #1
Il

DmaSt art Address = (U NT32) Devi ceAddr ess;

Status = Pcilo->MemWite (

Pci | o, /1l This
Efi Pci | oW dt hUi nt 32, /1 Wdth

g /1 Bar | ndex
0x20, Il Cfset
g /1 Count
&Dmast ar t Addr ess /1 Buffer
)5

if (EFI_ERROR (Status)) {
return Status;

11l

/1 Wite the length of the DVA to MM O Regi ster 0x24 of Bar #1
/1 This wite operation also starts the DVA transaction

11l

Status = Pcilo->MemWite (

Pci l o, /1 This
Efi Pci | oW dt hUi nt 32, /1 Wdth

1, /1 Bar | ndex
0x24, Il O fset
1, /1 Count
&N\unber Of Byt es /1 Buffer
DE

if (EFI_ERRCOR (Status)) {
return Status;

Il

/1 Call PollMen() to poll for Bit #0 in MM O regi ster 0x10 of Bar #1

/1 The MM O read operations perforned by Poll Men() also flush all posted
/1 wites fromthe PO bus master and through PO -to-PO bridges.

Il

Status = Pcilo->Pol | Mem (

Pci |l o, // This

Ef i Pci | oW dt hU nt 32, /1 Wdth

1, /| Bar | ndex
0x10, Il Ofset
Bl TO, /1 Mask

Bl TO, /1 Val ue
EFl _TI MER_PER CD_SECONDS (1), /1 Ti neout
&Control | er St at us /] Result
)

if (EFI_ERROR (Status)) {
return Status;

Il
/1l Call Flush() to flush all wite transactions to system nenory
11l
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Status = Pcilo->Flush (Pcilo);
if (EFI_ERRCR (Status)) {
return Status;

}

I

/1 Call Unnap() to conplete the bus naster wite operation
Il

Status = Pcilo->Unmap (Pcilo, Mpping);

if (BEFI_ERRCR (Status)) {

return Status;

}

I
/1 Update the Host Address and Length renaini ng based upon the
/'l nunber of bytes transferred
Il
Host Addr ess += Nunber C Byt es;
*Length -= Nunber O Byt es;
} while (*Length !'= 0);
return Status;
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18.5.8 DMABus Master Common Buffer Oper ation

A PCl driver uses common buffers when a memory region requires simultaneous access by both the
processor and a PCl bus master. Acommon buffer is typically allocated in the start() service and freed
in the stop() service. This mechanism is very different from the bus master read and bus master write
operations where the PCl driver transfers the ownership of a memory region from the processor to the
bus master and back to the processor.

The general algorithm for allocating a common buffer in the start() follows:
e Call AlocateBuffer() to allocate a common buffer.
e Call map() with an Operation of Efi Pci Qerati onBusMast er CormonBuf fer .
e Program the DMA bus master with the DeviceAddress returned by mp() .

e The common buffer can now be accessed equally by the processor (using HostAddress) and the
DMA bus master (using DeviceAddress) .

The general algorithm for freeing a common buffer in the stop() service is as follows:
e Call wnap() . - Call FreeBuffer() .

The example below shows an example function the start() service calls to set up a common buffer
operation for a specific PCl controller. The function accesses the PCl controller through the Pcilo
parameter. The function allocates a common buffer of Length bytes and returns the address of the
common buffer in HostAddress.

A mapping is created for the common buffer and returned in the parameter Mapping. The MMIO register
at offset 0x18 of BAR#1 is the start address of the common buffer from the PCl controller's perspective.
The services of the PCI I/O Protocol used in this example include AlocateBuffer() , Mp() , and Memwite() .
This example is for a 32-bit PCl bus master. A 64-bit PCl bus master requires two 32-bit MMIO registers to
specify the start address, and the EFl_Pa _ATTR BUTE_DUAL_ADDRESS CYQLE attribute must be set in the Driver
Binding Protocol start() service of the PCl driver.

Exampl e 180-Allocate bus master common buffer

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS
EFl APl
Set upConmonBuf f er

EFl _STATUS Stat us;

U NTN Nunber O Byt es;

EFl _PHYSI CAL_ADDRESS Devi ceAddr ess;

U NT32 DraSt ar t Addr ess;

’/ ’/

/1 Alocate a conmon buffer from anywhere in system nenory of

/1 type Efi Boot Servi cesDat a.
I

Status = Pcilo->Al| ocateBuffer (

Pci | o, /1 This

Al | ocat eAnyPages, /'l Type

Ef i Boot Servi cesDat a, /'l MermoryType EFl_SI ZE TO PAGES
(Length), /'l Pages

(VA D **) Host Addr ess, /'l Host Addr ess



/1l Attributes
)i
if (EFI_ERRCOR (Status)) {
return Status;

11l

/1 Call Map() to retrieve the DeviceAddress to use for the bus
/1 master common buffer operation. |f the Map() function cannot
/1l support a DVA operation for the entire length, then return an
/'l error.

Il

Nunber O Byt es = Lengt h;

Status = Pcilo->Map (

Pci | o, /1 This

Ef i Pci | oQper at i onBusMast er ConmonBuf fer, // Cperation
(VA D *)*Host Addr ess, /'l Host Addr ess
&N\unber O Byt es, /1 Nunber O Byt es
&Devi ceAddr ess, /'l Devi ceAddr ess
Mappi ng /1 Mappi ng

)i
if (V'EFI _ERRCR (Status) &% NunmberOfBytes != Length) {
Pci | o->Unmap (Pcilo, *Mapping);
Status = EFl _OUT_COF_RESCURCES;
}
if (EFI_ERRCR (Status)) {
Pci | o->FreeBuffer (
Pci | o,
EFl _SI ZE TO PAGES (Length),
(VA D *) *Host Addr ess
)i

return Status;

11

I/l Wite the DVA start address to MM O Regi ster offset 0x18 of Bar #1
11l

DmaSt art Address = (U NT32) Devi ceAddr ess;

Status = Pcilo->MemWite (

Pci l o, /1 This

Efi Pci | oWdt hU nt 32, /1 Wdth

, /1 Barl ndex
b Il Cffset

5 /1 Count

&Dmast ar t Addr ess /1 Buffer

)8
if (EFI_ERROR (Status)) {

Pci | o->Unmap (Pcilo, *Mapping);

Pci | o->FreeBuffer (
Pci l o,
EFl _SI ZE_ TO PAGES (Length),
(VA D *) *Host Addr ess
DE

return Status;

This example shows a function the stop() service calls to free a common buffer for a PCl controller. The
function accesses the PCl controller through the services of the Pcilo parameter and uses them to free
the common buffer specified by HostAddress and Length. This function undoes the mapping and frees
the common buffer. The services of the PCI I/O Protocol used in this example include unap() and

FreeBuffer() .

Example 181-Free bus master common buffer

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
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EFl _STATUS
EFl API
Tear DownConmonBuf fer (

{

IN EFl _PA_| O PROTGOOL  *Pci | o,

IN U NT8 * Host Addr ess,
IN U NTN Lengt h,
IN Va D *Mappi ng

)
EFl _STATUS Status;

Status = Pcilo->Unmap (Pcilo, Mpping);
if (EFI_ERRCR (Status)) {
return Status;

}

Status = Pcil o->FreeBuffer (
Pci l o,
EFl _SI ZE TO PAGES (Length),
(VA D *) Host Addr ess
)8

return Status;
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18.6 PCI Optimization Techniques

Several techniques can be used to reduce size and optimize the performance of a UEFI Driver requiring
access to PClrelated resources. The following sections show examples of these technigques applicable
to the services provided by the PCI I/O Protocol.



18.6.1 PCI I/Ofill operations

The following examples show ways to fill video frame buffer with zeros on a PCl video controller. The
frame buffer is 1 MB of memory-mapped I/O accessed through BAR#0 of the PCl video controller. The
following four examples of performing this operation are shown from slowest to fastest:

The following two methods can significantly increase performance of a UEFI driver by taking advantage
of the fill operations to eliminate loops and writing to a PCl controller at the largest possible size.

Example 182-PCI 1/O 8-hit fill with aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFI _STATUS St at us;

EFl _PQA _1 O PROTOOCL *Pci | o;
U NT8 Col or 8;

U NTN | ndex;

Il

/1 This is the slowest nethod. It perfornms SIZE 1IMB calls through PA 1/0O and
/1l wites to the frame buffer 8 bits at a time

11

Col or8 = 0;
for (Index = 0; Index < SIZE _1IMB; |ndex++) {
Status = Pcilo->MemWite (

Pci l o, /1 This
Efi Pci l oWdt hU nt 8, /1 Wdth
b /1 Bar | ndex
| ndex, Il O fset
s /1 Count
&Col or 8 /1 Buffer
)i

}

Example 183-PCI 1/O 32-bit fill with aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS $t at us;

EFl _PQA _| O PROTCOCL *Pci | o;
U NT32 Col or 32;

U NTN | ndex;

11l

Il This is the slowest nethod. It perforns SIZE 1IMB calls through PCl 1/0O and
Il wites to the frame buffer 8 bits at a tine

/1l

Color32 = 0;
for (Index = 0; Index < SIZE 1IMB; |ndex += 4) {
Status = Pcilo->MemWite (

Pci | o, /1l This
Efi Pci | oW dt hUi nt 32, /1 Wdth
b /| Bar | ndex
| ndex, /Il Ofset
N /1 Count
&Col or 32 /1 Buffer
)i

}

Example 184-PCI /O 8-bit fill without aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
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EFl _STATUS $t at us;
EFl _PQA _I O PROTOOCL *Pci | o;
U NT8 Col or 8;

Il

/1 This is much better. It perforns 1 call to PO 1/Q but it is witing the
/] frame buffer 8 bits at a tine.

Il

Color8 = 0;

Status = Pcilo->MemWite (
Pci l o, /1 This
Efi Pci loWdthFi |l Unt8, /1 Wdth
0, /1 Bar | ndex
0, /Il COfset
S| ZE_1MB, /1 Count
&Col or 8 /1 Buffer
)i

Example 185-PCI /O 32-bit fill without aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFI _STATUS $t at us;
EFl _PQ _1 O PROTOOCL *Pci | o;
U NT32 Col or 32;

Il

/1l This is the best nethod. It perforns 1 call to PO I/Q and it is witing
/1 the frame buffer 32 bits at a time.

11l

Col or32 = 0;

Status = Pcilo->MemWite (
Pci l o, /1 This
Efi Pci | oWdthFi | | U nt 32, /1 Wdth
0, /| Bar | ndex
0, Il Ofset
Sl ZE IMB / sizeof (U NT32), /1 Count
&Col or 32 /1 Buffer
)
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18.6.2 PCI 1/0O FIFO oper ations

The examples below show an example of writing a sector to an IDE controller. The IDE controller uses a
single 16-bit /O port as a FIFO for reading and writing sector data. The first example calls the PCI I/O
Protocol 256 times to write the sector. The second example calls the PCI I/O Protocol once to perform
the same operation, providing better performance if compiled with an EBC compiler. This example
applies equally to FIFO read operations.

Example 186-PCI |/O FIFO using aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFI _STATUS $t at us;

EFl _PQA _1 O PROTOOCL *Pci | o;
U NTN | ndex;

U NT16 Buffer[256];

Il
/1l This is the slowest nethod. It perforns 256 PO |/Ocalls to wite 256
/1 16-bit values to the |IDE controller.
Il
for (Index = 0; Index < ;I ndex++) {
Status = Pcilo->lo. Wite (
Pcilo, // This

Ef i Pci | oW dt hU nt 16, /1 Wdth
EFl _PA _| O PASS THROUGH BAR, // Barlndex
/Il O fset
s /1 Count
&Buf f er [ | ndex] /1 Buffer

DE

Example 187-PCI |/O FIFO without aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS $t at us;
EFl _PQA _| O PROTCOCL *Pci | o;
U NT16 Buffer[256];

/1l

/l This is the fastest nethod. It uses a loop to wite 256 16-bit values to
/1 the IDE controller.

Il

Status = Pcilo->lo. Wite (

Pci | o, /1l This
Ef i Pci | oW dt hFi f oU nt 16, /1 Wdth
EFl _PA _| O PASS THROUGH BAR, // Barlndex
b /Il Ofset
b /1 Count

Buf f er /1 Buffer



18.6.3 PCI 1/O CopyM em() Oper ations

The following examples show how scrolling a frame buffer by different methods can provide performance
improvements. In the first, the scroll operation is performed using a loop to move one scan line at a
time. The PCI I/O Protocol cpymen() service is similar to the UEFI Boot Service copymen() , except the PCI /O
Protocol operates on PClI MMIO ranges described by PCI MMIO BARs.

In general, the PCI I/O Protocol should be used, whenever possible, to eliminate loops in the UEFI Driver.
This example assumes a 1 MB frame buffer MMIO, accessed through BAR #0 of the PCl graphics
controller, with a screen 800 pixels wide, and 32 bits per pixel.

In the second example, the scroll operation is performed using a single PCI I/O Protocol call to copymen()
to produce the exact same result. The second example executes significantly faster if the UEFI Driver is
compiled with an EBC compiler because the loop has been removed from the UEFI Driver.

Example 188-Scroll frame buffer using aloop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>

EFl _STATUS St at us;

EFl _PQ _1 O PROTOOCL *Pci | o;
U NTN ScanLi neWdt h;

U NTN | ndex;

U NT32 Val ue;

Il

/1l This is the slowest nethod that noves one pxiel at a tine

/1 through the PA |/0O protocol .

11l

ScanLi neWdth = * sizeof (U NT32);

for (Index = ScanLi neWdth; Index < SIZE 1MB; Index += 4) {
Status = Pcilo->Mem Read (

Pci | o, I/l This
Ef i Pci | oW dt hU nt 32, /1 Wdth

b /| Bar | ndex
| ndex, /] Ofset

s /1 Count
&Val ue /'l Buffer

)i
Status = Pcilo->MemWite (

Pci | o, /l This
Efi Pci | oW dt hU nt 32, /] Wdth
b /1 Bar | ndex
I ndex - ScanLi neWdt h, /Il O fset
s /1 Count
&Val ue /1 Buffer

DE

Example 189-Scroll frame buffer without a loop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcil 0. h>

EFl _STATUS $t at us;
EFl _PQA _1 O PROTOOCL *Pci | o;
U NTN ScanLi neW dt h;

11l
/l This is the faster nmethod that nakes a single call to CopyMent)
/1l
ScanLi neWdth = * sizeof (U NT32);
Status = Pci | 0- >CopyMem (
Pci | o, /1 This
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Efi Pci | oW dt hUi nt 32,

0,

0,

0,

ScanLi newWdt h,

(SIZE_IMB / sizeof (U NT32)) - ScanLineWdth
)8
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I
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I
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I
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Wdt h

Dest Bar | ndex
Dest Of f set
SrcBar | ndex
SrcO f set
Count
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18.6.4 PCI Configuration Header Oper ations

The following three examples demonstrate different methods to read a PCl configuration header from a
PCI controller, ordered lowest to highest in performance. The first example uses a loop to read the
header 8 bits at a time; the second uses a single call to read the entire header 8 bits at a time and the
third uses a single call to read the header 32 bits at a time.

Example 190-Read PCI configuration using a loop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <l ndustryStandard/ Pci. h>

EFI _STATUS St at us;

EFl _PQ _1 O PROTOOCL *Pci | o;
PO _TYPEOO Pci ;

U NT32 | ndex;

Il
/1 Loop reading the 64-byte PO configuration header 8 bits at a time
Il
for (Index = 0; Index < sizeof (Pci); Index++) {
Status = Pcilo->Pci.Read (

Pci |l o, I/l This

Efi Pci | oWdt hU nt 8, /1 Wdth
| ndex, /] Offset
1, /1 Count
(U NT8 *)(&Pci) + Index /1 Buffer

DE

Example 191-Read PCI configuration 32 bits at atime

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <l ndustryStandard/ Pci. h>

EFI _STATUS St at us;
EFI_PO_I O PROTOOOL *Pi | 0;
PQ_TYPEOO Pci;

Il

/1l This is a faster nethod that renoves the |oop and reads 8 bits at a tine.
11l

Status = Pcilo->Pci.Read (

Pci l o, /1 This
Efi Pci | oW dt hui nt 8, /1 Wdth
0, /Il Cfset
si zeof (Pci), /1 Count
&Pci /1 Buffer

Dk

Example 192-Read PCI configuration 32 bits at atime

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcil 0. h>
#i ncl ude <l ndustryStandard/ Pci . h>

EFl _STATUS $t at us;
EFl _PQA _1 O PROTOOCL *Pci | o;
PA _TYPEOO Pci ;

Il
/1 This is the fastest nethod that nmakes a single call to PO I/O and reads the
/1 PQA configuration header 32 bits at a tine.
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11
Status = Pcilo->Pci.Read (
Pci 1 o,
Efi Pci | oW dt hUi nt 32,
0,
sizeof (Pci) / sizeof (UNT32),
&Pci
)
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11l
11l
11l
11
11

Thi s
Wdt h
O f set
Count
Buf f er
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18.6.5 PCI I/O MMIO Buffer Oper ations

The following examples demonstrate how writing to a PCl memory-mapped I/O buffer can dramatically
affect the performance of a UEFI Driver. In the first example, a loop is used with 8-bit operations. In the
second, the same operation is done with a single call. This example is based on writing to a 1MB frame
buffer by a UEFI Driver for a graphics controller.

Note: The examples shown here apply equally well to reading a bitmap from the frame buffer of a PCI
video controller using the Fpcilo->emRead() function.

Example 193-Write IMB Frame Buffer using a loop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
EFI _STATUS St at us;
EFl _PA _I O PROTCOCL *Pci | o;
U NT8 gBit Map[ SI ZE_1MB] ;
U NTN | ndex;
Il
/1 Loop witing a1l MBbitnap to the frame buffer 8 bits at a time.
Il
for (Index = 0; Index < sizeof (gBitMap); |ndex++) {
Status = Pcilo->MemWite (
Pcilo, // This
Efi Pci loWwdthunt8, // Wdth
, |/ Barlndex
Index, // Cfset
, I/ Count
&gBi t Map[ I ndex] // Buffer
)s

Example 194-Write IMB Frame Buffer with no loop

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
EFl _STATUS $t at us;
EFl _PQA _| O PROTCOCL *Pci | o;
U NT8 gBit Map[ SI ZE_1MB] ;
/1l
/1l Faster nethod that renoves the |oop and wites 32 bits at a tine.
11l
Status = Pcilo->MemWite (
Pcilo, // This
Efi Pci loWdthU nt32, // Wdth
, |/ Barl ndex
/1 Cifset sizeof (gBitMp) / sizeof (U NT32)
/1 Count gBitMap
/1 Buffer
)i



18.6.6 PCI 1/O Polling Oper ations

These same types of optimization can be applied to polling as well. In the following examples, two
different polling methods are shown:

e Aloop with 10 =s stalls to wait up to 1 minute
e Asingle call to PCI I/O protocol to perform the entire operation

These types of polling operations are usually performed when a driver is waiting for the hardware to
complete an operation with the completion status indicated by a bit changing state in an I/O port or a
memory-mapped /O port. The examples below poll offset 0x20 in BAR # 1 for bit 0 to change from 0 to 1.

The rolllio() and pollnen() functions in the PCII/O Protocol are very flexible and can simplify the
operation of polling for bits to change state in status registers.

Example 195-Using Mem.Read() and Stall() to poll for 1 second

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
EFI _STATUS St at us;
EFl _PA _I O PROTCOQL *Pci | o;
U NTN Ti meQut ;
U NT8 Resul t8;
Il
/1 Loop for up to 1 second waiting for Bit #0 in
/1 register 0x20 of BAR #1 to be set.
Il
for (TimeQut = 0; TinmeQut < ;o TimeQut += 10) {
Status = Pcilo->Mem Read (
Pcilo, // This
Efi Pci loWdthunt8, // Wdth
, |/ Barl ndex
, || Cifset
, 1/ Count
&Resul t8 // Val ue
):
if ((Result8 & BITO) == BITO) {
return EFl _SUCCESS;
}
gBS->Stall (10);

}
return EFl _TI MEQUT;

Example 196-Using Polllo() to poll for 1 second

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Pcilo. h>
#i ncl ude <Li brary/ UefiLib. h>
EFl _STATUS St at us;
EFl _PA _| O PROTOOQL *Pci | o;
U NT64 Resul t 64;
/1l
/1 Call Polllo() to poll for Bit #0 in register 0x20 of Bar #1 to be set.
11l
Status = Pcilo->Polllo (
Pcilo, // This
Efi Pci lowdthunt8, // Wdth
, I/ Barlndex
, || Cifset
BI TO, // Mask
BITO, // Val ue
EFl _TI MER PER CD_SECONDS (1), // Tineout
&Resul t64 // Result
)i
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18.7 PCI Option ROM I mages

The EDKII provides tools to aide in the development of UEFI drivers for PCl adapters. Once UEFI Driver(s)
for a PCl adapter are built, they need to be packaged into PCl option ROM compatible image format.
UEFI drivers stored in PCl option ROMs are automatically loaded and executed by the PCl bus driver
during PCl enumeration.

The EDKIltools provide two methods to generate a PCl Option ROM image. These are the Eirom utility
and the EDK Il INF/FDF file syntax.

Using the build command, each allows a UEFI Driver developer to describe how UEFI Drivers should be
packaged into a PCI Option ROM image as part of the standard EDK Il build process.

Use either PCl Option ROM image with a PROM programmer or a flash update utility to reprogram the PCI
option ROM container on a PCl adapter.



18.7.1 EfiRom Utility

The girom utility is included with the standard set of tools from the EDK Il project. A pre-built binary of
Efi Rom iS in the BaseTools/Bin/Wn32 directory in the EDK Il wrkspace . This directory, with pre-built binaries, is
automatically added to the path after setting up the EDK Il environment, so Eirom is always available.

The sources to Efirom are in the BaseTool s/ Source/ @ Efi Rom directory so the utility can be built for any
operating system supporting the EDKII.

Use the Eirom utility to build PCI Option ROM Images containing UEFI Drivers, PC BIOS legacy option ROM
images, or both, in a format conforming to the PCl 2.3 Specification and PCI 3.0 Specification. The

i rom utility also allows UEFI Drivers to be compressed using the UEFI compression algorithm defined in
the Compression Algorithm Specification section of the UEFI Specification.

The &irom utility performs some rudimentary checks on the UEFI Drivers to verify they are valid PE/COFF
images as defined by the Microsoft Portable Executable and Common Object Fle Format Specification. If
any of these checks fail, the utility aborts without creating the output ROM image file. For example, the

following checks are performed on UEFI Drivers:

e Verification that the DOS stub magic value is oxsmD

e \Verification that the PE signature is " p0\0 "

e The Hirom utility also performs rudimentary checking of PC BIOS legacy option ROM images. If any of
these checks fail, the utility aborts without creating the output ROM image file. The following checks
are performed on PC BIOS legacy option ROMs:

e Verification that the signature of the option ROM header is 0XAA55

e Verification that the offset to the PCl data structure is within the range of the file size.

e Verification that the signature of the PCl data structure is "PCIR".

The following example shows the help information from the &irom utility that is displayed when the utility
is run with no input parameters, the -nh option or the -nhelp option.

Example 197-EfiRom Utility Help

Usage: Efi Rom-f Vendorld -i Deviceld [options] [file name<s>]
Copyright (c) 2007 - 2011, Intel Corporation. Al rights reserved.

ot i ons:

-0 FileNane, --output FileNanme

File will be created to store the output content.

-e EfiFileNane

EFl PE32 image files.

-ec EfiFileNare

EFl PE32 image files and will be conpressed.

-b BinFi | eNane

Legacy binary files.

-1 d assCode

Hex O assCode in the PO data structure header. -r Rev Hex Revision in the PO data structure header.
-n Not to automatically set the LAST bit in the last file.

-f Vendorld

Hex PA Vendor ID for the device QpROM nust be specified

-i Deviceld

Hex PA Device ID for the device QpROM nust be specified -p, --pci23

Default |ayout neets PO 3.0 specifications specifying this flag will for a PO 2.3 layout.

-d, --dunp
Dunp the headers of an existing option RCMi nage.
-V, --verbose

Turn on verbose output with infornmational messages. --version Show program s version nunber and exit.

-h, --help
Show this hel p message and exit.
-g, --quiet

Disabl e all nessages except FATAL ERRCRS.
--debug [#, 0-9]
Enabl e debug nessages at |evel #.



Examples of generating an Option ROM image using various options provided by the &irom utility follow:

Generate a PO Qption ROMimage vith a single UEFI binary files. The output filename is not specified in command
line, so the output filename is File2.rom. The output filename is the same as the first input filename with
the extension .rom. When UEFI binary files are specified, the Vendorld flag -f and Deviceld flag -i

must be specified.

EfiRom -f OXABCD -i 0x1234 -e File2.efi

This example shows the output of the &irom utility then the -d option is used to display the headers
from the PCl Option ROM image generated in the previous example.

Exampl e 198-EfiRom Utility Dump Feature

Image 1 -- Ofset Ox0

ROM header contents

Si gnat ure OxAA55

PC R of fset 0x001C Signature PO R
Vendor | D 0xABCD

Devi ce 1D 0x1234

Lengt h 0x001C

Revi si on 0x0003 Devi ceLi st Of f set 0x00
d ass Code 0x000000 | nage si ze 0x1800
Code revi sion: 0x0000

MaxRunt i mel nageLengt h 0x00
ConfigWilityCodeHeader O f set 0x00
DMIFCLPENt r yPoi nt Of f set  0x00

I ndi cator 0x80 (last inage)

Code type 0x03 (EFl inage)

EFl ROM header contents

EFl Signature OxOEF1

Conpr essi on Type 0x0000 (not conpressed)
Machi ne type 0x014C (| A32)

Subsyst em 0x000B (EFl boot service driver)
EFl inmage of fset 0x0038 ((@x38)

Generate a PClI Option ROM image with two UEFI binary files and one PCBIOS legacy option
ROM binary file.

The output filename is not specified in command line so the output filename is Filel.rom. The output
flename is the same as the first input filename with the extension .rom. When UEFI binary files are
specified, the Vendorld flag -f and Deviceld flag -i must be specified.

EfiRom -f OXABCD -i 0x1234 -e Filel.efi File2.efi -b Legacy.bin

Cenerate a PO Qption ROMimage with two UEFI binary files and one PC Bl OS | egacy option ROMbinary file with the output filename

specified on the coomand line as File.rom
When UEFI binary files are specified, the Vendorld flag -f and Deviceld flag -i must be specified.
EfiRom -o File.rom -f OXABCD -i 0x1234 -e Filel.efi File2.efi -b Legacy.bin

Generate a PCl Option ROM image with two UEFI binary files and one PC BIOS legacy option
ROM binary file.

The output filename is specified in command line as cnpressed.rom. UEFI binary files are compressed
using the UEFI Compression algorithm. When UEFI binary files are specified, the Vendorld flag -f and
Deviceld flag -i must be specified.

EfiRom -0 Compressed.rom -f OXABCD -i 0x1234 -ec Filel.efi File2.efi -b Legacy.bin
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18.7.2 Using INF Fileto Generate PCl Option ROM Image

Use the INF file to specify the information required to package a UEFI Driver into a PCI Option ROM image
without having to manually run the &irm utility. Chapter 7 covers Driver Entry Points and includes a
number of example INF files. The following example shows an expanded version of the AbcDriverM ni mum
from Chapter 7 and also shows how the PCI Option ROM related information can be specified. The only
changes are the addition of the PCl statements in the [Defines] section. These PCl statements allow the
Vendor ID, Device ID, Class Code, and Revision values to be specified and they are used to fill in the PCI
Option ROM headers. The pa_ocowress statement specifies whether the UEFI Driver should be
compressed using the UEFI compression algorithm or not. If a statement is not present, the value is
assumed to be O If the PCl statements are present, and if the UEFI Driver is successfully built, the PCI
Option ROM image is then automatically generated. The one limitation of this method is that the PCI
Option ROMs are allowed to contain only a single UEFI Driver.

Example 199-UEFI Driver INF File for PCI Option ROM

[ Defi nes]
I NF_VERSI ON = 0x00010005
BASE_NAME = AbcDri ver Pci Opti onRom
FILE GJ D = DA87D340- 15Q0- 4824- 9BF3- D52286674BEF
MCDULE_TYPE = CAE55A8A- 4307- 4ael- 824E- 326EE24928D7
VERSI ON_ STRING = 1.0
ENTRY_PQ NT = AbcDri ver Ent r yPoi nt

PO_VENDCR | D = OXABCD
PO _DEVICE ID = 0x1234
PO _CLASS OCDE = O0x56789A
PO_REVISION = 0x0003
PO_COWPRESS = TRUE

[ Sour ces]
Abc. c

[ Packages]
MlePkg/ MiePkg. dec

[ Li braryd asses]
Uef i Dri ver Ent ryPoi nt



18.7.3 Using FDF Fileto Generate PCl Option ROM Image

When managing large numbers of UEFI Drivers and PCl Option ROMs, greater flexibility than the Eirom
utility or the INF methods allow may be required. The EDK Il build system supports an FDF file format that
provides methods to package UEFI Drivers into FLASH devices. The FDF file format also supports the
description of PCl Option ROMs. The EDK Il build system requires a DSC file to build UEFI Drivers. The DSC
file format is covered in more detail in Chapter 30. A DSC file can optionally specify an associated FDF
file in the [mefines] section of the DSC file with a FLAasH DEFINTION Statement. The example below shows
the [pefines] section of a DSC file specifying the FDF file abcoriver.fdf . The FDF file is typically in the same
directory as the DSC file.

Exampl e 200-Specify name of FDF file from a DSC file

[ Def i nes]
PLATFCRM NAMVE = AbcDriver
PLATFCRM GU D = 14893002- 5693- 47ab- AEF5- 61DFA089508A
PLATFCRM VERSI ON =0.10
DSC_SPEQ FI CATI ON = 0x00010005
QUTPUT_DI RECTCRY = Bui | d/ AbcDri ver
SUPPCRTED_ARCH TECTURES = | A32| | PF| X64| EBC] ARV
BU LD TARGETS = DEBUJ RELEASE
SKU D_| DENTI FI ER = DEFAWLT
FLASH DEFI NI TI CN = AbcDriver/ AbcDri ver. f df

The FDF file may describe one or more PCl Option ROM images These PCl Unlike the INF method, Option
ROM images are not limited to a single UEFI Driver. The following example shows an FDF file that
produces three PCl Option ROM images called AbcDriverAl.rom, AbcDriverlA32.rom, and AbcDriverX64.rom. The
first PCl Option ROM image contains a UEFI Driver image compiled for IA32 and a UEFI Driver image
compiled for X64 The syntax for specifying the PCl related definitions is the same as the INF example in
the previous section. The second PCI Option ROM image contains only one UEFI Driver compiled for IA32
The third image contains one UEFI Driver compiled for X64 The UEFI Drivers are compressed in all three
of these option ROM images.

Example 201-Using an FDF file to Generate PCI Option ROM images

[ Rul e. Common. UEFI _DR VER|
FILE
DR VER = $(NAVED QU D) {
PE32 PE32 |.efi
}

[ Opti onRom AbcDriver Al l]
I NF
USE = | A32 AbcDriver/Abc.inf {
PC_VENDCR ID = OxABCD
PC_DEVICE ID = 0x1234
PG _QLASS OCDE = 0x56789A
PO _REMISION = 0x0003
PO _COWRESS = TRUE
}
I NF
USE = X64 AbcDriver/Abc.inf {
PO _VENDCR ID = OxABCD
PC_DEVICE ID = 0x1234
PO _CQLASS OCDE = 0x56789A
PO _REMISION = 0x0003
PO _COWRESS = TRUE
}

[ Opt i onRom AbcDri ver | Aa32]
I NF
USE = | A32 AbcDriver/Abc.inf {



PO_VENDCR | D = OXABCD
PO _DEVICE ID = 0x1234
PO _CLASS OCDE = O0X56789A
PO_REVISION = 0x0003
PO_COWPRESS = TRUE

[ Opti onRom AbcDr i ver X64]
I NF
USE = X64 AbcDriver/Abc.inf {
PO _VENDCR ID = OxABCD
PO _DEVICE ID = 0x1234
PO _CLASS OCDE = 0x56789A
PO_REMISION = 0x0003
PO _COWRESS = TRUE
}



19 USB Driver Design Guidelines

There are several categories of USB drivers that cooperate to provide the USB driver stack in a
platform. The table below lists these USB drivers.



Class of
driver

USB host
controller
driver

USB bus
driver

USB
device
driver

Table 30-Classes of USB drivers

Description

Consumes PCI I/O Protocol on the USB host controller handle and produces the USB2
Host Controller Protocol.

Consumes the USB2 Host Controller Protocol and produces a child handle for each
USB controller on the USB bus. Installs the Device Path Protocol and USB I/O Protocol
onto each child handle.

Consumes the USB I/O Protocol and produces an /O abstraction that provides
services for the console devices and boot devices required to boot an EFI-conformant
operating system.

This chapter shows how to write host controller drivers and USB device drivers. USB drivers must follow
all of the general design guidelines described in Chapter 4 of this guide. In addition, any USB host
controllers that are PCl controllers must also follow the PCl-specific design guidelines (see Chapter 18).

Note: USB device drivers do not typically include HIl functionality because they do not have configurable

information. For example, USB device drivers are typically for hot-plug devices.

The figure below shows an example of a USB driver stack and the protocols the USB drivers consume
and produce. Because the USB hub is a special kind of device that simply acts as a signal repeater, it is

not included in Fgure 21.



Figure 21-USB driver stack

USB driver stack
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Hardware abstracted by PCI /O protocol

In this example, the platform hardware provides a single USB host controller on the PCl bus. The PCl bus
driver produces a handle with Er_pev ce PATH PROToo0L and EFl_Pa_I o PrRoraca installed for this USB host
controller. The USB host controller driver then consumes er_pa_1oProtoccl on that USB host controller
device handle and installs the Er_usB2 Hc PROToocL onto the same handle.

The USB bus driver consumes the services of Ef_use2 Hc PRoTOoL . It uses these services to enumerate
the USB bus. In this example, the USB bus driver detects a USB keyboard, a USB mouse, and a USB
mass storage device. As a result, the USB bus driver creates three child handles and installs the
EFl_DEVI CE PATH PROTO0CL and EFl_usB 1o PROTOocL onto each of those handles.

The USB mouse driver consumes the ErF_usBioPrRotoca. and produces the EFl_SIMPLE PO NTER PROTOOCL . The
USB keyboard driver consumes the ErFi_usB ioPRoTooa. to produce the EFl_sIMPLE TEXT_INPUT_PROTOoOL . The USB
mass storage driver consumes the Er_usBioPRoTocaL to produce the ErF_usB 10 PROTOOOL .

The protocolinterfaces for the USB2 Host Controller Protocol and the USB I/O Protocol are shown below
in the following two examples.

Example 202-USB 2 Host Controller Protocol

typedef struct _EFl_USB2_HC PROTOQOCL EFI_USB2_HC PROTOOCL;

Iy

/11 The EFlI _USB2_HC PROTCOCL provides USB host control|ler nmanagerent, basic

/1] data transactions over a USB bus, and USB root hub access. A device driver

/1] that wi shes to nanage a USB bus in a systemretrieves the EFl _USB2 HC PROTOOCL
/1l instance that is associated with the USB bus to be managed. A device handl e
/1]l for a USB host controller mninally contains an EFl _DEVI CE_PATH PROTOOCL

/1l instance, and an EFl _USB2_HC PROTQOCL i nstance

Iy

struct _EFl _USB2_HC PROTOOCL {



EFI _USB2_HC PROTOOCL_GET_CAPABI LI TY
EFl _USB2_HC PROTOOCL_RESET

EFl _USB2_HC PROTOOCL_GET_STATE

EFI _USB2_HC PROTOOCL_SET_STATE

EFl _USB2_HC PROTOOCL_CONTROL_TRANSFER
EFl _USB2_HC PROTOOOL_BULK_TRANSFER

EFl _USB2_HC PROTOOCL_ASYNC | NTERRUPT TRANSFER
EFl _USB2_HC PROTQOOL_SYNC | NTERRUPT_TRANSFER
EFl _USB2_HC PROTOOCL_| SOCHRONCUS TRANSFER

Get Capabi lity;

Reset ;

Cet State;

Set St at e;

Control Transfer;

Bul kTransfer;

Asyncl nt errupt Transfer;
Syncl nt errupt Transfer;
I sochr onousTr ansf er;

EFl _USB2_HC PROTOOOL_ASYNC_| SOCHRONQUS_TRANSFER Asyncl sochr onousTr ansf er ;
EFl _USB2_HC PROTOOCL_GET_ROOTHUB_PCRT_STATUS Get Root HubPor t St at us;

EFl _USB2_HC PROTOOCL_SET_ROOTHUB_PCRT_FEATURE  Set Root HubPor t Feat ur e;

EFl _USB2_HC PROTOOCL_CLEAR ROOTHUB_PCRT_FEATURE O ear Root HubPor t Feat ur e;

Iy

/11 The major revision nunber of the USB host controller

11

information indicates the rel ease of the Universal

The revi sion

Serial Bus Specification

/11 with which the host controller is conpliant

I
U NT16

iy
/1] The m nor
Iy

revi si on nunber

of the USB host controller
information indicates the rel ease of the Universal

Maj or Revi si on;

The revi sion

Serial Bus Specification

/11 with which the host controller is conpliant

11
U NT16

M nor Revi si on;

Example 203-USB 1/0 Protocol

typedef struct _EFI_USB_| O PROTGOCL EFI _USB | O PROTCOOL;

Il
Il
Il
Il
Il
Il
Il
Il
st

/

/ The EFI _USB | O PROTOCCL provides four basic transfers types described

/ in the USB 1.1 Specification.
/ transfer,

These include control
bul k transfer and isochronous transfer.

transfer, interrupt

The EFl _USB_| O PROTOOOL

/ al so provides sone basic USB device/control | er managenent and configuration

/ interfaces.
/ USB devi ces.
/

ruct _EFl_USB | O PROTOOCL {

Il

/1 10 transfer

11l

EFl _USB | O CONTRCL_TRANSFER

EFl _USB_| O BULK_TRANSFER

EFl _USB_| O ASYNC | NTERRUPT_TRANSFER
EFl _USB_| O SYNC_| NTERRUPT_TRANSFER

EFl _USB | O_| SOCHRONCUS_TRANSFER

EFl _USB | O ASYNC | SOCHRONQUS_TRANSFER

11l

/1 Conmon devi ce request

Il

EFl _USB | O GET_DEM CE_DESCR PTCR
EFl _USB | O GET_CONFI G_DESCR PTCR
EFl _USB | O GET_I NTERFACE_DESCRI PTCR
EFl _USB | O GET_ENDPQA NT_DESCRI PTCR
EFl _USB | O GET_STRI NG _DESCR PTCR
EFl _USB | O GET_SUPPCRTED LANGUAGE

Il

/] Reset controller's parent port
Il

EFl _USB_| O PCRT_RESET UsbPort Reset ;

A USB device driver uses the services of this protocol

to manage

UsbCont rol Transfer;

UsbBul kTransf er;

UsbAsyncl nt er r upt Tr ansf er;
UsbSyncl nt errupt Transfer;
Usbl sochr onousTr ansf er;
UsbAsyncl sochr onousTr ansf er;

UsbGet Devi ceDescri ptor;
UsbGet Conf i gDescri ptor;
UsbGet I nt er f aceDescri ptor;
UsbGet Endpoi nt Descri pt or;
UsbGet Stri ngDescri ptor;
UsbGet Suppor t edLanguages;
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19.1 USB Host Controller Driver

The USB host controller driver depends on which USB host controller specification the host controller is
based. Currently, the major types of USB host controllers are the following:

e Open Host Controller Interface (OHCI) (USB 1.0 and USB 1.1)

e Universal Host Controller Interface (UHCI) (USB 1.0 and USB 1.1)
e Enhanced Host Controller Interface (EHCI) (USB 2.0)

e Extended Host Controller Interface (XHCI) (USB 3.0)

The USB host controller driver is a device driver and follows the UEFI driver model. It typically consumes
the services of eri_pa_lopProroocr and produces Erl_usB2_HC PRoTooaL . The following section provides
guidelines for implementing the EF_DRVER BINDING PROTOOOL Services and EFl_usB2_HC PROTooaL services for the
USB host controller driver. The EDK Il provides UEFI Drivers that implement the er_usB H ProTooa for
UHCI, ECHI, and XHCI in the MdeModulePkg in the following paths:

o UHCI - mleMvdul ePkg/ Bus/ Pci / Unci Dxe
e EHCI - miemdul ePkg/ Bus/ Pci / Ehci Dxe
o XHCI - Miemdul ePkg/ Bus/ Pci / Xhci Dxe



19.1.1 Driver Binding Protocol Supported()

The USB host controller driver must implement the EF_DRVER BINDING PROTOOOL containing the supported() ,
start() , and stop() services. The Driver Binding Protocol is installed into the Handle Database in the
drive entry point.

The supported() service evaluates the ControllerHandle that is passed in to check if the ControllerHandle
represents a USB host controller that the USB host controller driver knows how to manage. The typical
method of implementing this evaluation is for the USB host controller driver to retrieve the PCI
configuration header from this controller and check the Class Code field and possibly other fields such
as the Device ID and Vendor ID. If all these fields match the values that the USB host controller driver
knows how to manage, the supported() Sservice returns Erl_success . Otherwise, the supported() service
returns EFl _UNSUPPCRTED .

The following example shows an example of the supported() service for the USB host controller driver
managing a PCl controller with Class code 0x30c.

First, it attempts to open the PCI /O Protocol Er_creN PROTOoL_BY DR VER . If the PCI I/O Protocol cannot be
opened, then the USB host controller driver does not support the controller specified by
ControllerHandle. If the PCI I/O Protocol is opened, the services of the PCI I/O Protocol are used to read
the Class Code from the PCI configuration header. The PCI I/O Protocol is always closed with
doseProtocol () , and EF_suacess is returned if the Class Code fields match.

Exampl e 204-Supported() service for USB host controller driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h> #i ncl ude <Protocol / Pcilo. h>
#i ncl ude <l ndustryStandard/ Pci. h>

#i ncl ude <Li brary/ Uef i Boot Servi cesTabl eLi b. h>

EFl _STATUS
EFl APl
AbcSupport ed

EFl _STATUS St at us;
EFl_PQ _| O PROTCOQL  *Pci | o;
U NT8 Pci d ass[ 3] ;

11l
/1 Cpen the PA 1/0 Protocol on ControllerHandl e
11l
Status = gBS->QpenProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
(VA D **)&Pcil o,
Thi s->Dri ver Bi ndi ngHandl e,
Control | erHandl e,
EFl _CPEN PROTOCCL_BY_DR VER
)i
if (EFI_ERRCR (Status)) {
return Status;

}

11l
/1 Read the 3 bytes of class code infornation fromthe PO configurati on header
/] at offset 0x09
11l
Status = Pcilo->Pci.Read (
Pcilo, // This
Efi Pci loWwdthunt8, // Wdth



PO _CLASSCCDE_OFFSET,
Il Cfset sizeof (Pcid ass),
/1 Count &Pcid ass

/1 Buffer
DE
if (EFI_ERRCOR (Status)) {
got o Done;
}
Il

/1l Test whether the class code is for a USB UHO control |l er
/1l
if ((Pcidass[?] !'= PO_CLASS SERIAL) || (PciQass[1] != PO _CLASS SERIAL_USB) ||
(Pcidass[0] '=PA_IFUQA) ) {
Status = EFl _UNSUPPCRTED;

Done:

Il

/1 Aose the PA 1/0O Protocol

11l

gBS- >0 oseProt ocol (
Control | er Handl e,
&gEf i Pci | oPr ot ocol Qui d,
Thi s->Dri ver Bi ndi ngHand| e,
Control | erHandl e
)i

return Status;



19.1.2 Driver Binding Protocol Start()

The sart() service of the Driver Binding Protocol for the USB host controller driver also opens the PCI
I/O Protocol with an attribute of Er_cPeN PROTOL_BY DR VER . This is followed by an initialization of the USB
host controller hardware and an installation of a Erl_usB2_Hc PROTOOL instance into the Handle Database.

19.1.2.1 Support for legacy devices

Some USB host controllers provide legacy support to be compatible with legacy devices. Under this
mode, the USB input device, including mouse and keyboard, act as if they are behind an 8042 keyboard
controller. A UEFI implementation uses the native USB support rather than the legacy support.

As a result, the USB legacy support must be disabled in the start() service of the USB host controller
driver, before enabling the USB host controller. This step is required because the legacy support
conflicts with the native USB support provided in UEFI USB driver stack. The example below shows how
to turn off USB legacy support for a UHCI 1.1 Host Controllers.

Exampl e 205-Disable USB Legacy Support

Iy

/11 USB | egacy Support

Iy

#def i ne USB_EMULATI ON OxcO

EFl _STATUS
EFl APl
Tur nOf f USBLegacy Suppor t

EFl _STATUS Stat us;
U NT16 Conmmand,;

11l
// D sable USB Legacy Support by witing 0x0000 to the USB EMULATI ON

/1l register inthe PO Configuration of the PO Controller
11l
Command =
Status = Pcilo->Pci.Wite (
Pci | o, /1 This
Efi Pci loWdthU nt16, // Wdth
USB_EMULATI ON, Il O fset
s /1 Count
&Conmand /1 Buffer

DE

return Status;



19.1.3 Driver Binding Protocol Stop()

The stop() service must perform the reverse of the steps the start() service performs. The USB host
controller driver is required to make sure that there are no memory leaks or handle leaks, as well as
making sure that hardware is stopped accordingly, including restoration of the PCI I/O Protocol
attributes as described in Chapter 18.



19.1.4 USB 2 Host Controller Protocol Data Tr ansfer Services

The USB2 Host Controller Protocol provides an I/O abstraction for a USB host controller. A USB host
controller is a hardware component that interfaces to a Universal Serial Bus (USB). It moves data
between system memory and devices on the Universal Serial Bus by processing data structures and
generating transactions on the Universal Serial Bus.

This protocol is used by a USB bus driver to perform all data transactions over the Universal Serial Bus.
It also provides services to manage the USB root hub integrated into the USB host controller.

Appendix A provides a template for the implementation of the USB Host Controller Protocol. The services
of the USB 2 Host Controller Protocol can be categorized into the following categories:

e Host controller general information
e GetCapability()

e Root hub-related services:

e GetRootHubPortStatus()

e SetRootHubPortFeature()

e ClearRootHubPortFeature()

e Host controller state-related services:
e GetState()

e SetState()

e Reset()

e USB transfer-related services:

e ControlTransfer()

e BulkTransfer()

e AsyncinterruptTransfer()

e SyncinterruptTransfer()

e IsochronousTransfer()

e AsynclsochronousTransfer()

For root hub-related services and host controller state-related services, implementation mainly involves
read/write operations to specific USB host controller registers. The USB host controller data sheet
provides information on these register usages, so this topic is not covered in detail here.

This section concentrates on the USB transfer-related services. Those transfers are categorized as
either asynchronous or synchronous.

With asynchronous transfers, the transfer does not complete with the service's return. With
synchronous transfers, the requested transfer has completed when the service returns. The following
sections discuss these two types of transfers in more detail.

19.1.4.1 Synchronoustransfer

The USB Host Controller Protocol provides the following four synchronous transfer services:

® Control Transfer()
® Bul kTransfer()
® SynclnterruptTransfer()

® | sochronousTransfer()

Control and bulk transfers are completed in an acceptable period of time and thus are natural
synchronous transfers in the view of an UEFI system.

Interrupt transfers and isochronous transfers can be either asynchronous or synchronous transfers,
depending on the usage model.



It is convenient for the USB drivers to use synchronous transfer services because there is no worry
about when the data is ready. The transfer result is available as soon as the function returns.

The following is an example of how to use BulkTransfer() to implement a synchronous transfer service.
Generally speaking, implementing a bulk transfer service can be divided into the following steps:

e pPreparation: For example, USBSTS is a status register in the USB host controller. The status register
needs to be cleared before starting the control transfer.

e Setting up the D\A direction: By judging the end point address, the USB driver decides the transfer
direction and sets up the PCl bus master read operation or write operation. For example, if the
transfer direction is &iuwbbatain, the USB host controller reads from the DMA buffer. A bus master
write operation is required.

e Building the transfer context: The USB Specification defines several structures for a transfer. For
example, Queue Head (QH) and Transfer Descriptor (TD) are special structures used to support the
requirements of control, bulk, and interrupt transfers.

In this step, these QH and TD structures are created and linked to the Frame List. One possible
implementation can be creation of one QH and a list of TDs to form a transfer list. The QH points to the
first TD and occupies one entry in the Frame List.

e Executing the TD and getting the result: The USB host controller automatically executes the TD when the
timer expires. The UHCI driver waits until all of the TDs associated with the transfer are all
completed. After that, the result of the TD execution is determined.

e daeaning up: Delete the bulk transfer QH and TD structures from the Frame List, free related
structures, and unmap the PCI DMA operation.

19.1.4.2 Asynchr onous tr ansfer
The USB Host Controller Protocol provides the following two asynchronous transfer services:

® Asynclnterrupt Transfer()

® Asyncl sochronousTransfer ()

To support asynchronous transfers, the USB host controller driver registers a periodic timer event.
Meanwhile, it maintains a queue for all asynchronous transfers. When the timer event is signaled, the
timer event callback function evaluates this queue and checks to see if asynchronous transfers are now

complete.

Generally speaking, the main work of the timer event callback function is to go through the
asynchronous transfers queue. For each asynchronous transfer, it checks whether an asynchronous
transfer is completed or not and performs the following:

e If not conpleted: The USB host controller driver takes no action and leaves the transfer on the
queue.

e If conpleted: The USB host controller driver copies the data that it received to a predefined data
buffer and removes the related QH and TD structures. It also invokes a preregistered transfer
callback function. Based on that transfer's complete status, the USB host controller driver takes
different additional actions such as:

o If completed without error, update the transfer data status accordingly, e.g., data toggle bit.
o If completed with error, it is suggested that the USB host controller do nothing and leave the
error recovery work to the related USB device driver.

19.1.4.3 Internal Memory Management

To implement USB transfers, the USB host controller driver manages many small memory fragments as
transfer data (i.e. QH and TD). If the USB host controller driver uses the system memory management
services to allocate these memory fragments each time, then the overhead can be large. As a result, it



is recommended that the USB host controller driver manage these kinds of internal memory usage
itself. One possible implementation, as in EDKII, is that the host controller driver can allocate a large
buffer of memory in the Driver Binding Protocol start() service using UEFI memory services. The USB
host controller driver provides a small memory management algorithm to manage this memory to satisfy
internal memory allocations. By using this simple memory management mechanism, it avoids the
frequent system memory management calls.

19.1.44 DMA

Most USB host controllers use DMA for their data transfer between host and devices. Because the
processor and USB host controller both access that transfer data simultaneously, the USB host
controller driver must use a common buffer for all the memory that the host controller uses for data
transfer. This requirement means that the processor and the host controller have an identical view of
memory. See Chapter 18 for usage guidelines for managing PCI DMA for common buffers.



19.2 USB Bus Driver

EDK Il contains a generic USB bus driver. This driver uses the services of EF_usB2_HC PROTOOOL tO enumerate
USB devices and produce child handles with Erl_Devi ce PATH PROTCOCL and EF_USB IO PROTGOCL . The

implementation of the USB Bus Driver is found in the memdulerkg in the directory
MileMbdul ePkg/ Bus/ Usb/ UsbBusDxe

A USB hub, including the USB root hub and common hub, is a type of USB device. The USB bus driver is
responsible for the management of all USB hub devices. No USB device drivers are required for USB hub
devices.

If UEFI-based system firmware is ported to a new platform, most of the USB-related changes occur in the
implementation of the USB host controller driver. If new types of USB devices are introduced that
provide console or UEFI boot capabilities, the implementation of new USB Device Drivers is also
required.

The USB bus driver is designed to be a generic, platform-agnostic driver. As a result, customizing the
USB bus driver is strongly discouraged . The detailed design and implementation of the USB bus driver is not
covered in this guide.



19.3 USB Device Driver

USB device drivers use services provided by Er_usB 10 PrROTac. to produce one or more protocols that
provide I/O abstractions of a USB device. USB device drivers must follow the UEFI Driver Model. As
mentioned above, the USB device drivers do not manage hub devices because those hub devices are
managed by the USB bus driver. The EDK Il provides a number of USB Device Drivers in the MmleMdul ePkg
for devices that are typically used to provide UEFI consoles and UEFI boot devices. The EDK Il merkg also
provides a library called wfiwbLib that provides functions to simplify the implementations of USB device
drivers using the USB I/O Protocol. Some of the USB Device Driver implementations provided in the EDKII
are as follows:

e USB Keyboard: Mmiemdul ePkg/ Bus/ Usb/ UsbKbDxe
e USB Mouse: Miemdul ePkg/ Bus/ Usb/ UsbMbuseDxe
o USB Mouse: Miemdul ePkg/ Bus/ Usb/ UsbMbuseAbsol ut ePoi nt er Dxe
e USB Mass Storage: MleMdul ePkg/ Bus/ Usb/ UsbMassSt or ageDxe



19.3.1 Driver Binding Protocol Supported()

USB device drivers must implement the Er_DRVER BINDING PROTOOCL that contains the supported() , Start() ,
and stop() services. The supported() service checks the passed-in controller handle to determine
whether this handle represents a USB device that the driver knows how to manage.

The following is the most common method for doing the check:

e Check if this handle has er_usB 10 Prorocoal installed. If not, this handle is not a USB device on the
current USB bus.

e Get the USB interface descriptor back from the USB device. Check whether the values of this
device's InterfaceClass, InterfaceSubClass, and InterfaceProtocol are identical to the corresponding
values this driver can manage.

If the handle passes the above two checks, the USB device driver can manage the device that the
controller handle represents and the supported() service returns Erl_suocess . Otherwise, the Supported()
service returns Er_USWPPCRTED . In addition, this checking process must not disturb the current state of
the USB device because the USB device may be managed by another USB device driver.

The example below shows an implementation of the Driver Binding Protocol supported() service for a USB
keyboard driver. It opens the USB I/O Protocol with an attribute of Er_cPEN PROTOOOL_BY DR VER . It then uses
the usbGetinterfaceDescriptor() service of the USB I/O Protocol and evaluates the class, subclass, and
protocol fields of the interface descriptor to see if the description is for a USB keyboard.

Exampl e 206-Supported() for a USB device driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /Dri ver Bi ndi ng. h>

#i ncl ude <Protocol / Usbl 0. h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

#define CLASS HD 3
#defi ne SUBCLASS BOOT 1
#def i ne PROTOOCL_KEYBOARD 1

EFl _STATUS

EFl APl

{
EFl _STATUS St at us;
EFl _USB | O PROTCOOL *Usbl o;

EFl _USB_| NTERFACE DESCR PTCR I nterfaceDescriptor;

Status = gBS >(penProt ocol (
Control | er Handl e,
&gEf i Usbl oPr ot ocol Qui d,
(VA D **) &bl o,
Thi s->Dri ver Bi ndi ngHandl e,
Control | er Handl e,
EFl _CPEN _PROTOCCL_BY_DRI VER
)i

if (EFI_ERRCR (Status)) {

return Status;

}



Status = Usbl o->UsbGet I nt er f aceDescri ptor (
Wsbl o,
& nterfaceDescri ptor
)i
if (EFI_ERRCOR (Status)) {
got o Done;

Il
/1 Check to see if the interface descriptor is supported by this driver
Il
if (InterfaceDescriptor.Interfacedass != CLASS HD || InterfaceDescriptor.|nterfaceSubd ass != SUBCLASS BOOT ||
InterfaceDescriptor.|nterfaceProtocol != PROTOOOL_KEYBOARD ) {
Status = EFl _UNSUPPCORTED;

Done:

Il

/1 Aose the PA |/0O Protocol

/1l

gBS->0 oseProt ocol (
Control | er Handl e,
&gEf i Usbl oPr ot ocol Qui d,
Thi s->Dri ver Bi ndi ngHandl e,
Control | er Handl e
)i

return Status;

Because the supported() service is invoked many times, the USB bus driver in EDK Il makes certain
optimizations. The USB bus driver caches the interface descriptors, eliminating the need to read them
from the USB device every time a USB device driver's supported() Service is invoked.



19.3.2 Driver Binding Protocol Start() and Stop()

The sart() service of the Driver Binding Protocol for a USB device driver opens the USB I/O Protocol with
an attribute of EF_cPEN PROTOCOL_BY DR VER  The service then installs the I/O abstraction protocol for the USB
device or host controller onto the handle on which the Er_usB 10 PrRorocal is installed.

19.3.2.1 Exampl e using a USB mass stor age device

This discussion provides detailed guidance on how to implement a USB device driver. It uses a USB mass
storage device as an example. For example, suppose this mass storage device has the following four
endpoints:

e One control endpoint
e One interrupt endpoint
e Two bulk endpoints

For the interrupt endpoint, it is synchronous. For the bulk endpoints, one is an input endpoint and the
other is an output endpoint. The following discussions cover how to implement the start() and stop()
driver binding protocol services and UEFI Block I/O protocol.

This example shows a portion of the private context data structure for a USB mass storage device
driver. See Chapter 8 of this guide for more information about design guidelines for private context data
structures.

Example 207-USB mass storage driver private context data structure

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Usbl 0. h>
#i ncl ude <Protocol /Bl ockl 0. h>

typedef struct {
U NT64 Si gnat ure;

EFl_BLOXX_| O PROTOOCL Bl ockl Q
EFI _USB_| O PROTCOCL *Usbl o;

EFl _USB_| NTERFACE_DESCR PTCR I nterfaceDescriptor;

EFI _USB_ENDPQ NT_DESCR PTCR Bul kI nEndpoi nt Descri pt or;
EFI _USB_ENDPQ NT_DESCR PTCR Bul kQut Endpoi nt Descri ptor;
EFI _USB_ENDPQ NT_DESCR PTCR I nt er r upt Endpoi nt Descri pt or;

} USB_MASS STCORAGE DEVI CE;

19.3.2.2 Exampleimplementing Driver Binding Start()

The following steps are performed in the Driver Binding Protocol start() service.

1. Open the USB I/O Protocol on ControllerHandle Er_CPEN PROTOOCL_BY_DR VER .

2. Get the interface descriptor using the ##### EFI_USB_IO_PROTOCOL.UsbGetInterfaceDescriptor()
service.

3. Prepare the private data structure. This private data structure is in type usB Mss STaRAGE DEVICE and has
fields for the interface descriptor, endpoint descriptor, and others. This step allocates memory for
the private data structure and does the required initializations-for example, setting up the
Signature, Usblo, and InterfaceDescriptor fields.

4. Parse the interface descriptor. In this step, the USB device driver parses the InterfaceDescriptor that
was obtained in step 2, and verifies that all bulk and interrupt endpoints exit. The NumEndpoints
field in InterfaceDescriptor indicates how many endpoints are in this USB interface. Next, the
endpoint descriptors are retrieved one by one by using the usbGet Endpoi ntDescriptor() service. Then, the



Attributes and EndpointAddress fields in EndpointDescriptor are evaluated to determine the type of

endpoint.
5. Install the Block I/O protocol.

19.3.2.3 Exampl e implementing Driver Binding Stop()

The Driver Binding Protocol stop() service performs the reverse steps of the start() service. Continuing
with the previous example, the stop() service uninstalls the Block I/O Protocol and closes the USB I/O

Protocol. It also frees various allocated resources such as the private data structure.



19.3.31/0O Protocol Implementations

The following examples reference a private context data structure called USB_MOUSE_DEV. The example
below shows the portion of this data structure required for the other examples.

Example 208-USB Mouse Private Context Data Structure

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Usbl 0. h>
#i ncl ude <Protocol /Si npl ePoi nter. h>

#defi ne USB_MOUSE_DEV_PR VATE _DATA S| GNATURE SI GNATURE 32(' U ,"s','b',' M)

typedef struct {
U NTN Signat ure;
EFl _USB | O PROTOOCL *Usbl o;
EFl _SI MPLE_PQ NTER PROTQOCL  Si npl ePoi nter;
EFl _SI MPLE_PQ NTER_STATE State;
EFI _USB_ENDPQ NT_DESCR PTCR | nt Endpoi nt Descri pt or;
BOCLEAN St at eChanged;
} USB_MOUSE DEV;

#defi ne USB_MOUSE_DEV_FRCM MOUSE_PROTOOCL(a) \
CR(a, USB_MOUSE DEV, Sinpl ePointer, USB MJUSE DEV_PR VATE DATA S| GNATURE)

This example uses the USB mouse driver to shows how the USB device driver can setup asynchronous
interrupt transfers from the Driver Binding Protocol start() service.

Example 209-Setup asynchronousinterrupt transfer for USB mouse driver

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Usbl 0. h>

Status = Usbl o- >UsbAsyncl nt errupt Transfer (
Wsbl o,
Endpoi nt Addr,
TRUE,
Pol I'i ngl nterval,
Packet Si ze,
OnMousel nt er r upt Conpl et e,
UsbMbuseDevi ce

Dk

The next example shows the corresponding asynchronous interrupt transfer callback function called
nwousel nterrupt Conpl ete() . In this function, if the passing Result parameter indicates an error, it clears the
endpoint error status, unregisters the previous asynchronous interrupt transfer, and initiates another
asynchronous interrupt transfer. If there is no error, it set the mouse state change indicator to TRE
and put the data that is read into the appropriate data structure.

Example 210-Completing an asynchronous interrupt transfer

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Usbl 0. h>
#i ncl ude <Li brary/ Uefi UsbLi b. h>

EFl _STATUS
EFl APl
OnMousel nt er r upt Conpl et e



USB_MOUSE_DEV * UsbMouseDev;
EFl _USB | O PROTOOCL  *Usbl o;

U NT8 Endpoi nt Addr ;
U NT32 UsbResul t;

UsbMbuseDev = (USB_MOUSE DEV *) Cont ext ;
Usbl o = UsbMbuseDev- >Usbl o;

if (Result != EFl _USB NCERRCR) {
if ((Result & EFI _USB ERR STALL) == EFI _USB ERR STALL) {
Endpoi nt Addr = UsbMbuseDev- >l nt Endpoi nt Descri pt or . Endpoi nt Addr ess;
Usbd ear Endpoi nt Hal t  (
Usbl o,
Endpoi nt Addr,
&UsbResul t

DE

Il

/1 Unregister previous asynchronous interrupt transfer

Il

Usbl o- >UsbAsyncl nt er rupt Transfer (
Usbl o,
UsbMbuseDev- > nt Endpoi nt Descr i pt or . Endpoi nt Addr ess,
FALSE,

Il

/1 Initiate a new asynchronous interrupt transfer

Il

Usbl o- >UsbAsyncl nt er rupt Transf er (
Wsbl o,
UsbMbuseDev- > nt Endpoi nt Descr i pt or . Endpoi nt Addr ess,
TRUE,
UsbMbuseDev- > nt Endpoi nt Descri ptor. I nterval,
UsbMbuseDev- > nt Endpoi nt Descr i pt or . MaxPacket Si ze,
OnMousel nt er r upt Conpl et e,
UsbMouseDev
)i

return EFl _DEM CE_ERRCR

UsbMbuseDev- >St at eChanged = TRUE;

Il

/1 Parse H D data package

/1 and extract nouse novenents and coordinates to UsbMuseDev
11l

Il

11l

return EFl _SUCCESS;

This example shows the cetmusestate() service of the Simple Pointer Protocol that the USB mouse driver
produces. cGetmusestate() does not initiate any asynchronous interrupt transfer requests. It simply checks
the mouse state change indicator. If there is mouse input, it copies the mouse input to the passing
MouseState data structure.

Example 211-Retrieving pointer movement

#i ncl ude <Uefi.h>

#i ncl ude <Protocol / Usbl 0. h>

#i ncl ude <Protocol /S npl ePoi nter. h>
#i ncl ude <Li brary/ BaseMenoryLi b. h>
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EFl _STATUS

EFl APl

Get MouseState (
IN EFl_SIMPLE PO NTER PROTCCCL  *Thi s,
QUT EFl _SI MPLE_PQ NTER _STATE *MouseSt at e
)

{
USB_MOUSE DEV  *MbuseDev;

MouseDev = USB_MOUSE DEV_FRCM MOUSE_PROTCOCL (Thi's);
i f (MouseDev->St at eChanged == FALSE) {

return EFl _NOT_READY;
}

CopyMem (MouseSt ate, &\buseDev->State, sizeof (EFI_SI MPLE _PQA NTER STATE));

Il

/1 Qear previous nove state
11

/. .

11l

return EFl _SUCCESS;
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19.3.4 State machine consider ation

To implement USB device support, the USB device drivers must maintain a state machine for their own
transaction process. For example, the USB mass storage driver must maintain a tri-state machine,
which contains Command->[Data]-> Status states.

It should work well because it looks like a handshake process that is designed to be error free.
Maintaining this state machine should provide robust error handling.

However, imagine the following situation:

e Acommand is sent to the device that the host needs some data from the device.

e The device's response is too slow and it keeps NAKn its data endpoint.

e The host sees the NAKso many times that it thinks there is no data available from the device. It
timeouts this data-phase operation.

e The state machine is then in the status phase. It asks for the status data from the device.

e The device then sends the real data-phase data to the host.

e The host cannot understand the data from the device as status data, so it resets the device and
retries the operation.

e The necessary components of a dead loop then exist. The final result is a system likely to hang, an
unusable device, or both.

How can this situation be avoided? If the device keeps NAK, then sooner or later the data becomes
available and no assumption can be made about the data's availability. There are some cases in which
the device's response is so slow that the timeout is not enough for it to get data ready. As a result,
retrying the transaction in the data phase may be necessary.

TIP: Make sure USB device drivers maintain a state machine for their own transaction process. The
driver might need to retry transactions in the data phase in order to avoid dead loops and other errors.



19.4 Debug Techniques

Several techniques can be used to debug the USB driver stack. The following discussions describe
these techniques.



19.4.1 Debug M essage Output

One typical debug technique is to output debug messages. The EDK Il library DebugLib provides the

DEBUG) and AsserRr() macros to output debug messages (see Chapter 31 of this guide for details on the
usage of the peBug) and asserT() macros). Messages may be sent at the entry point and exit point of
functions. When this is done, a log of the call stack is produced that may help locate the source of the
error. It is not suggested to print the debug message in a frequently called function, such as a timer
handler because this can starve execution cycles at lower TPLs and can significant change the behavior
of the drivers under debug.



19.4.2 USB Bus Anal yzer

There are still some conditions that the peBug) and assert() macros are not sufficient for a developer
to find the problem. One way to gain more debug information is to use a USB bus analyzer. Because a
bus analyzer is inserted between the host and the device, the bus analyzer can monitor all the traffic on
a single USB cable. Having access to the USB bus traffic information can make it easier to root cause
some difficult bugs-for example, when a host controller loses packets on some occasions. Also, for the
state machine chaos problem that was introduced in Section 19.3.4, a bus analyzer can display the
packet sequences and the unfinished state machine. This can help quickly solve that type of problem.



19.4.3 USBCheck/USBCV Tool

Another useful tool for debugging is the USBCheck/USBCV tool from
http://www.usb.org/developers/tools/. This tool is very helpful in determining if a device complies with a
specific driver. Consider, for example, a case where a developer has written a USB imaging device driver
for a generic imaging device such as a digital camera. If an enduser claims that this driver does not
work for his or her specific brand of digital camera, and the developer does not have such a camera on
hand, the developer can ask the user to use the USBCheck/USBCV tool set and find out the device's
InterfaceClass, InterfaceSubClass, and InterfaceProtocol. The developer can then use this information
to evaluate whether the camera should be supported by the driver.



19.5 Nonconforming USB Devices

There are debates on how best to handle devices that do not conform to the USB Specification. It is
recommended that the driver stack comply with the USB Specification and reject any nonconforming
devices. Anonconforming device that is not linked into the USB software stack should not interact
further with the system.

However, even if the device is nonconforming and the USB driver stack should reject it, developers need
to make sure that the nonconforming device does not cause system failures. The developer must not
make any assumptions about the device's behavior, especially since, once a system is known not to
conform, its behavior cannot be trusted. It can respond to addressing that was not meant for that
device; it can corrupt data going into it and coming back from it; and it cannot be trusted to perform its
intended function(s). It is essential for the end-user's experience that the nonconforming device does
not negatively affect the system.

A driver can only reliably reject nonconforming devices that it already knows about. For USB devices, the
identity of devices may be determined by use of the data in the USB device description packets.

USB devices have several sets of known issues that may be detected and hidden from the user. For
example, some keyboards auto-repeat when keys are pressed for an extended period of time. In this
case the consuming driver should simply ignore packets which repeatedly provide identical information.
Media devices also have several issues. USB requires implementation of the SCSI or ATAPI specifications,
which, for many e.g. thumb drives, is beyond their capacity. As such, relying only on basic commands
can greatly increase the probability of functionality.



20 SCSl Driver Design Guidelines

There are several categories of SCSI drivers that cooperate to provide the SCSI driver stack in a
platform. Table 31 lists these SCSI drivers.

Table 31-Classes of SCSI drivers

Class of Description

driver P
SCSI host Consumes PCI I/O Protocol on the SCSI host controller handle and produces the Ext
controller SCSI Pass Thru Protocol. If a driver is required to be compatible with the EFI 1.10
driver Specification, then the SCSI Pass Thru Protocol must be produced.
SCSI bus Consumes the Ext SCSI Pass Thru Protocol and produces a child handle for SCSI
dri targets on the SCSI bus. Installs the Device Path Protocol and SCSI I/O Protocol onto

river .

each child handle.

SCsI Consumes the SCSI I/O Protocol and produces an I/O abstraction that provides
device services for the console devices and boot devices that are required to boot an EFI-
driver conformant operating system.

This chapter shows how to write UEFI Drivers for SCSI host controllers and UEFI Drivers for SCSI devices.
SCSl drivers must follow all of the general design guidelines described in Chapter 4 of this guide. In
addition, any SCSI host controllers that are PCl controllers must also follow the PCl-specific design
guidelines described in Chapter 18. This chapter covers the guidelines that apply specifically to the
management of SCSI host controllers, SCSI channels, and SCSI devices. SCSI drivers, especially those for
RAID controllers, may include HIl functionality for SCSI subsystem configuration settings. Hll functionality
is described in Chapter 12 of this guide.

The EFI 1.10 Specification defines the SCSI Pass Thru Protocol. UEFI Drivers for SCSI host controllers that
are required to work properly on platforms that conform to the EFI 1.10 Specification are required to
produce the SCSI Pass Thru Protocol and also produce the Block I/O protocol for physical and logical
drives that the SCSI host controller manages. This implies that a UEFI Driver for the SCSI host controller
in an EFI 1.10 platform is required to perform all the functions of the SCSI driver stack described in the
table above. The UEFI 2.0 Specification and above require the platform firmware to provide the SCSI bus
driver and SCSI device driver for mass storage devices, so the implementation of a UEFI Driver for a SCSI
host controller is simpler if the UEFI Driver is only required to function properly on platforms that
conform to the UEFI 2.0 Specification and above.



20.1 SCSI Host Controller Driver

A SCSI host controller driver manages a SCSI host controller that contains one or more SCSI channels. It
creates handles for each SCSIchannel and installs the Extended SCSI Pass Thru Protocol and Device
Path Protocol to each of the handle that the driver creates. See the SCSI Driver Models and Bus Support
chapter of the UEFI Specification for details about EF_EXT_SCSI_PASS THRU PROTQOOL .

A SCSI host controller driver follows the UEFI driver model. Depending on the adapter that it manages, a
SCSI host controller driver can be categorized as either a device driver or a hybrid driver. It creates child
handles for each SCSI channel (if there is more than 1) and it may also install protocols on its own
handle. Typically, SCSI host controller drivers are chip-specific because of the requirement to initialize
and manage the currently bound SCSI host controller.

Because there may be multiple SCSI host adapters in a platform that may be managed by a single SCSI
host controller driver, it is recommended that the SCSI host controller driver be designed to be re-
entrant and allocate a different private context data structure for each SCSI host controller.



20.1.1 Single-Channel SCSl Adapters

If the SCSl adapter supports one channel, then the SCSI host controller driver performs the following:

e Install Extended SCSI Pass Thru Protocol onto the controller handle for the SCSI host controller.
e Set the logical attribute for the SCSIchannel in the mode structure.
e Set the physical attribute for the SCSI channel in the mode structure.

The following figure shows an example implementation on a single-channel SCSl adapter. The green
layer represents the SCSI host controller driver.

Figure 22-Sample SCSI driver stack on single-channel adapter
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Because there is only one SCSI channel, the SCSI driver can simply implement one instance of the
Extended SCSI Pass Thru Protocol. The platform firmware provides the SCSI Bus Driver and SCSI Disk
Driver that complete the driver stack by performing the following actions:

e Scan for SCSl targets on the SCSIchannel and create child handles.
Install Device Path Protocol to each child handle.

Install SCSI /O Protocol to each child handle.

Install /O abstraction such as the Block I/O Protocol to each child handle.



20.1.2 Multi-Channel SCSl Adapters

A SCSI host controller driver is more complex if the SCSl adapter provides multiple SCSI channels. The

following figure shows a possible SCSI driver implementation on a two-channel SCSI| adapter.

Figure 23-Sample SCSI driver implementation on a multichannel adapter
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In this case, the SCSl adapter produces two physical SCSI channels by performing the following:

Create a child handle for each physical SCSI channel.
Install Device Path Protocol to each child handle.

Install Extended SCSI Pass Thru Protocol onto each child handle

Set the logical attribute for the SCSI channel in the mode structure on each child handle.
Set the physical attribute for the SCSI channel in the mode structure on each child handle.

The platform firmware provides the SCSI Bus Driver and SCSI Disk Driver that complete the two driver
stacks on each of the Extended SCSI Pass Thru Protocols shown above by performing the following
actions:

Scan for SCSl targets on each SCSI channel and create child handles.
Install Device Path Protocol to each child handle.
Install SCSI I/O Protocol to each child handle.

Install I/O abstraction such as the Block I/O Protocol to each child handle.



20.1.3 SCSI Adapterswith RAID

A SCSI host controller driver may also support SCSI adapters with RAID capability. The following figure
shows an example implementation with two physical SCSI channels and one logical channel. The two
physical channels are implemented on the SCSl adapter. The RAID component then configures these
two channels to produce a logical SCSI channel. The two physical channels each have Extended SCSI
Pass Thru installed, but these are not be used except for diagnostic use. For the logical channel, the
SCSI host controller driver produces another Extended SCSI Pass Thru Protocol (with physical bit turned
off) instance based on the RAID configuration. Requests sent to the Extended SCSI Pass Thru protocol
for the logical channel are processed by the SCSI host controller drivers and converted into requests on
the physical SCSI channels. The platform firmware must only enumerate and boot from SCSl targets
present on the logical SCSI channel.

Figure 24-Sample SCSI driver implementation on multichannel RAID adapter

SCSI driver implementation on a multichannel RAID adapter
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The SCSl adapter hardware may not be able to expose the physical SCSI channel(s) to upper-level
software when implementing RAID. If the physical SCSI channel cannot be exposed to upper software,
then the SCSI host controller driver is only required to produce a single logical channel for the RAID.

Although the basic theory is the same as the one on a physical channel, it is different from a
manufacturing and diagnostic perspective. If the physical SCSI channels are exposed, any SCSI
command, including diagnostic ones, can be sent to an individual channel, which is very helpful on
manufacturing lines. Furthermore, the diagnostic command can be sent simultaneously to all physical
channels using the non-blocking mode that is supported by Extended SCSI Pass Thru Protocol. The
diagnostic process may considerably benefit from the performance gain. In summary, it is suggested to
expose physical SCSI channel whenever possible.



Of course, there are many possible designs for implementing SCSI RAID functionality. The point is that an
SCSI host controller driver may be designed and implemented for a wide variety of SCSl adapters types,
and those SCSI host controller drivers can produce the Extended SCSI Pass Thru Protocol for SCSI
channels that contain SCSI targets that may be used as UEFI boot devices.



20.1.4 Implementing driver binding protocol

A SCSI host controller driver follows the UEFI driver model, so the image entry point of a SCSI host
controller driver installs the Driver Binding Protocol instance on the image handle. All three of the
services in the Driver Binding Protocol- supported() , Start() , and stop() -must be implemented by a SCSI
host controller driver.

20.1.4.1 Supported()

The supported() function tests to see if a given controller handle is SCSI| adapter the driver knows how to
manage. In this function, a SCSI host controller driver checks to see if the Er_pev ce pPaTH PROTCOCL and
EFl_PO_IOPROTOOCL are present to ensure the handle that is passed in represents a PCl device. In
addition, a SCSI host controller driver checks the ClassCode, Vendorld, and Deviceld from the device's
PCI configuration header to see if it is a conformant SCSl adapter that can be managed by the SCSI host
controller driver.

20.1.4.2 Start()

The sart() function tells the SCSI host controller driver to start managing the SCSI host controller. In
this function, a single channel SCSI host controller driver uses chipspecific knowledge to perform the
following tasks:

e Initialize the SCSI host controller.

e Enable the PCl device.

e Allocate resources.

e Construct data structures for the driver to use.

e Install the Extended SCSI Pass Thru Protocol instance on the same handle that has the PCI I/O
Protocol.

If the SCSl adapter is a multi-channel adapter, then the driver should also do the following:

e Enumerate the SCSIchannels that are supported by the SCSI host controller.

e Create child handles for each physical SCSI channel.

e Append the device path for each channel handle.

e Install the Device Path Protocol and Extended SCSI Pass Thru Protocol on every newly created
channel handle.

20.1.4.3 Stop()

The stop() function performs the opposite operations as start() . Generally speaking, a SCSI driver is
required to do the following:

Disable the SCSI adapter.

Release all resources that were allocated for this driver.

Close the protocol instances that were opened in the start() function.

Uninstall the protocol interfaces that were attached on the host controller handle.

In general, if it is possible to design a SCSI host controller driver to create one child at a time, it should
do so to support the rapid boot capability in the UEFI driver model.

Each of the channel child handles created in start() must contain a Device Path Protocol instance and
a Extended SCSI Pass Thru abstraction layer.
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20.1.5 Implementing Extended SCSl Pass Thru Protocol

EFl _EXT_ScSl_Pass THRU PRoracal allows information about a SCSI channel to be collected and allows SCSI
Request Packets to be sent to any SCSl devices on a SCSI channel, even if those devices are not boot
devices. This protocol is attached to the device handle of each SCSI channel in a system that the
protocol supports and can be used for diagnostics. It may also be used to build a block I/O driver for
SCSI hard drives and SCSI CD-ROM or DVD drives to allow those devices to become boot devices.

The Extended SCSI Pass Thru Protocol is usually implemented in the file ExtscsiPassThru.c . Appendix A
contains a template for the Extended SCSI Pass Thru Protocol.

Example 212-Extended SCSI Pass Thru Protocol

typedef struct _EFI _EXT_SCSI_PASS THRU PROTOOCL EFI _EXT_SCSI _PASS THRU PROTCOCL;

Iy
/11 The EFI _EXT_SCS|I _PASS THRU PROTOCCL provides information about a SCSI channel

/1l and the ability to send SO Request Packets to any SCSI device attached to
/1] that SCSI channel. The information includes the Target |ID of the host
/1] controller on the SCSI channel and the attributes of the SCSI channel .

11
struct _EFI_EXT_SCSI_PASS THRU PROTOOCL {
11

/11 A pointer to the EFl _EXT_SCSI _PASS THRU MDE data for this SCSI channel .
Iy

EFl _EXT_SCS| _PASS THRU_ MXDE *Mode;

EFl _EXT_SCS| _PASS THRU_PASSTHRU PassThr u;

EFl _EXT_SCS| _PASS THRU GET_NEXT_TARGET_LUN Get Next Tar get Lun;
EFI _EXT_SCS| _PASS THRU BU LD DEVI CE_PATH  Bui | dDevi cePat h;

EFl _EXT_SCS| _PASS THRU GET_TARGET_LWN Get Tar get Lun;
EFl _EXT_SCS| _PASS THRU RESET_CHANNEL Reset Channel ;
EFl _EXT_SCS| _PASS THRU RESET_TARGET_LWN Reset Tar get Lun;
EFl _EXT_SCSI _PASS THRU GET_NEXT_TARGET Get Next Tar get ;

For a detailed description of EF_EXT_SCSI_PASS THRU PROTOOOL , See the section in the UEFI Specification on
SCSI Driver Models and Bus Support.

Before implementing Extended SCSI Pass Thru Protocol, the SCSI host controller driver configures the
SCSI host controller to a defined state. In practice, the SCSladapter maps a set of SCSI host controller
registers in /O or memory-mapped /O space. Although the detailed layout or functions of these
registers vary from one SCSI hardware to another, the SCSI host controller driver uses specific
knowledge to set up the proper SCSI working mode (SCSI-I, SCSI-Il, Ultra SCSI, and so on) and configure
the timing registers for the current mode. Other considerations include parity options, DMA engine and
interrupt initialization, among others.

All the hardware-related settings must be completed before any Extended SCSI Pass

Thru Protocol functions are called. The initialization is usually performed in the Driver Binding Protocol's
start() function of the SCSI host controller driver prior to installing the Extended SCSI Pass Thru
Protocol instance into the Handle Database.

EFl _EXT_SCSI_PASS THRU PRoTcocL. Mode is a structure that describes the intrinsic attributes of Extended SCSI
Pass Thru Protocol instance. Note that a non-RAID SCSI channel sets both the physical and logical
attributes. A physical channel on the RAID adapter only sets the physical attribute, and the logical
channel on the RAID adapter only sets the logical attribute. If the channel supports non-blocking I/O,
the nonblocking attribute is also set. The example below shows how to set those attributes on a non-
RAID SCSl adapter that supports non-blocking I/O.

Example 213-SCSI Pass Thru Mode Structure for Single Channel Adapter



Il

/'l Target Channel 1d

Il

Ext Scsi PassThruMbde. Adapterld = 4;

Il

/1 The channel does support nonbl ocking I/O

Il

Ext Scsi PassThruMbde. Attri butes = EFl _EXT_SCS| _PASS THRU ATTR BUTES PHYSI CAL |
EFl _EXT_SCSI _PASS THRU ATTRI BUTES_LOd CAL |
EFl _EXT_SCSI _PASS_THRU_ATTRI BUTES_NONBLOCKI Q

Il

/1 Do not have any alignnent requirenent

Il

Ext Scsi PassThruMode. | oAl i gn = 0;

Example 214 shows how to set the SCSI Mode structure on a multi-channel non-RAID adapter. The
example fits for either channel in Fgure 23-Sample SCSI driver implementation on a multichannel
adapter.

Example 214-SCSI Pass Thru Mode Structure for Multi-Channel Adapter

Il

/1l Target Channel Id

Il

Ext Scsi PassThr uMbde. Adapterld = 2;

11l

/'l The channel does not support nonbl ocking I|/O

Il

Ext Scsi PassThruMbde. Attributes = EFl _EXT_SCSlI _PASS THRU ATTRI BUTES_PHYSI CAL |
EFl _EXT_SCS| _PASS THRU ATTRI BUTES_LOd CAL;

Il

/|l Data nust be alligned on a 4-byte boundary

11l

Ext Scsi PassThruMbde. | 0Align = 2;

The next example shows how to set the corresponding Mode structures for both the physical and logical
channel to be filled as shown below.

Example 215-SCSI Pass Thru Mode Structures for RAID SCSI adapter

[ Physi cal Channel ......

11l

Ext Scsi PassThr uMbde. Adapterld = 0;

Ext Scsi PassThruMbde. Attributes = EFl _EXT_SCSlI _PASS THRU ATTR BUTES_PHYSI CAL |
EFl _EXT_SCS| _PASS THRU_ATTR BUTES_NONBLOCKI Q

Ext Scsi PassThr uMbde. | oAl i gn =0;

[ Logi cal Channel ......

11l

Ext Scsi PassThruMbde. Adapterld = 2;

Ext Scsi PassThruMbde. Attributes = EFl _EXT_SCSI _PASS THRU ATTRI BUTES LOG CAL |
EFl _EXT_SCSI _PASS_THRU_ATTR BUTES NONBLOCKI Q

Ext Scsi PassThr uMbde. | oAl i gn = 0;

The EFl_EXT_SCSI_PASS THRU PROTOOCL. Get Next Target () and EFl_EXT_SCSI_PASS THRU PROTOOOL. Get Target Lun() functions
provide the ability to enumerate the SCSltargets attached to a SCSIchannel. The SCSI host controller
driver may implement it by internally maintaining active device flags. The SCSI host controller driver may
use this flag and channel-specific knowledge to determine what device is next, as well as what device is
first.



The EF_EXT_SCSI_PASS THRU_PROTOOOL. Bui | dDevi cePath() function facilitates the construction of a SCSI device path.
The Extended SCSI Pass Thru Protocol may be used to abstract access to many different types of
device, and as a result the specific device path used to describe a SCSItarget may vary. The detailed
SCSl target category can be identified only by the Extended SCSI Pass Thru implementation, which is why
this function is part of the Extended SCSI Pass Thru Protocol.

The EF_EXT_SCSI_PASS THRU PROTOOOL. PassThru() function is the most important function when implementing
Extended SCSI Pass Thru Protocol and it performs the following:

e Initialize the internal register for command/data transfer.
e Put valid SCSI packets into hardware-specific memory or register locations.
e Start the transfer.

Optionally wait for completion of the execution.

The better error handling mechanism in this function helps to develop a more robust driver. Although
most SCSl adapters support both blocking and non-blocking data transfers, some may only support
blocking transfers. In this case, the SCSI driver may implement the blocking SCSI I/O that is required by
the UEFI Specification using the polling mechanism. Polling can be based on a timer interrupt or simply
by polling the internal register. Do not return until all /O requests are completed or else an unhandled
error is encountered.



20.1.6 SCS command set device consider ations

Extended SCSI Pass Thru Protocol defines a method to directly access SCSI devices. This protocol
provides interfaces that allow a generic driver to produce the Block I/O Protocol for SCSI mass storage
devices and allows a UEFI utility to issue commands to any SCSI device. The main reason to provide such
an access is to enable S.M.A.R.T. functionality during POST (i.e., issuing Mode Sense, Mode Select, and
Log Sense to SCSl devices). This enabling is accomplished using the generic interfaces that are defined
in Extended SCSI Pass Thru Protocol. The implementation of this protocol also enables additional
functionality in the future without modifying the SCSI drivers that are built on top of the SCSI host
controller driver. Furthermore, Extended SCSI Pass Thru Protocol is not limited to SCSI adapters. It is
applicable to all channel technologies that use SCSI commands such as ATAPI, iSCSI, and Fbre Channel.
This section shows some examples that demonstrate how to implement Extended SCSI Pass Thru
Protocol on SCSI command set-compatible technology.

20.1.6.1 ATAPI

This section provides guidance on how to implement the Extended SCSI Pass Thru Protocol for ATAPI
devices.

Decoding the Target and Lun pair uses the intrinsic property of the technology or device. For ATAPI, only
four devices are supported, so the Target and Lun pair can be decoded by determining the IDE channel
(primary/secondary) and IDE device (master/slave).

If the corresponding technology or device supports the channel reset operation, use it to implement
EFl _EXT_SCSI _PASS THRU PROTOOOL. Reset Channel () ; if not, it may be implemented by resetting all attached devices
on the channel and re-enumerating them.

In the EFI_EXT_SCSI_PASS THRU PROTOOCL. Bui | dDevi cePath() function, all target devices should be built on a node
based on the channel knowledge. The example below shows how to build a device path node for an
ATAPI device.

Example 216-Building Device Path for ATAPI Device

#i ncl ude <Uefi.h>

#i ncl ude <Protocol / Scsi PassThr uExt . h>
#i ncl ude <Protocol / Devi cePat h. h>

#i ncl ude <Li brary/ Devi cePat hLi b. h>

EFI _STATUS
EFI API

ATAPI _DEVI CE_PATH *Node;

Node = (ATAPI _DEVI CE_PATH *) Or eat eDevi ceNode (
MESSAG NG DEVI CE_PATH,
MBG ATAPI _DP,
si zeof (ATAPI _DEVI CE_PATH)
)

if (Node == ) {

return EFl _QUT_CF_RESOURCES,
}

Node- >Pri marySecondary = (U NT8) (*Target >> 1);
Node- >S aveMaster = (U NT8) (*Target & 'H
Node- >Lun = (U NT16) Lun;



*Devi cePath = (EFI _DEVI CE_PATH PROTQOCL *) Node;

return EFl _SUCCESS;

For the most important function, EF_EXT_SCSI_PASS THRU PROTOOL. PassThru() , it should be implemented by
technology-dependent means. In this example, ATAPI supports a SCSI command using the IDE "Packet"
command. Because the IDE command is delivered through a group of /O registers, the main body of the
implementation is filling the SCSI command structure to these /O registers and then waiting for the
command completion. Acomplete code example for the blocking I/O EF _EXT_SCSI_PASS THRU PROTQOOL Services
can be found in the EDK Il mlemdul erkg in the directory miemdul ePkg\ Bus\ At a\ At aAt api PassThru .

For the non-blocking /O Er_Ext_scsi_pass THRU PRorooa. function, the SCSI driver submits the SCSI command
and returns. It may choose to poll an internal timer event to check whether the submitted command
completes its execution. If so, it should signal the client event. The UEFI firmware then schedules the
notification function of the client event to be called.

The following example shows a sample non-blocking Extended SCSI Pass Thru Protocol implementation.

Example 217-Non-Blocking Extended SCSI Pass-Thru Protocol Implementation

#i ncl ude <Uefi.h>

#i ncl ude <Protocol / Scsi PassThr uExt . h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>
#i ncl ude <Li brary/ UefiLib. h>

#define ATAPI_SCSI_PASS THRU DEV_SI GNATURE S| GNATURE 32(" A','t', a','S')

typedef struct {

U NTN Si gnat ure;

EFl _HANDLE Handl e;

EFl _EXT_SCSI _PASS THRU PROTOOCL Scsi PassThr u;
EFl _EXT_SCSI _PASS THRU MXDE Scsi PassThr uMbde;
EFl _EVENT Qi ent Event ;

ATAPI _SCS| _PASS THRU DEV;

)

#define ATAPI_SCSI _PASS THRU DEV_FROM TH S(a) \
CR(a, ATAPI_SCSI_PASS THRU DEV, ScsiPassThru, ATAPI_SCSI_PASS THRU DEV_SI GNATURE)

Vva D
EFl APl
AbcScsi PassThr uPol | Event Not i fy

ATAPI _SCSI _PASS THRU DEV *At api Scsi Private;
BOCOLEAN ComandConpl et ed;

ASSERT (Context);
At api Scsi Private = (ATAPI _SCSI _PASS THRU DEV *) Cont ext ;
CommandConpl et ed = FALSE;

/1l

/1 Use specific know edge to identify whether command execution
/1 conpletes or not. If so, set ConmandConpl eted as TRUE

/1

2

i f (ConmandConpl eted) {
/1l
/1 Get client event handle fromprivate context data structure
// Signal it.
/1l
gBS->Si gnal Event (At api Scsi Private->0ientEvent);
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EFl _STATUS

EFl APl

AbcScsi PassThru (
I'N EFlI _EXT_SCS| _PASS THRU_PROTOOCL *Thi s,
I'N U NT8 *Tar get ,
I'N U NT64 Lun,
I N QUT EFl _EXT_SCS| _PASS THRU SCSI _REQUEST_PACKET *Packet,
IN EFl _EVENT Event
)

{
ATAPI _SCSI _PASS THRU DEV *At api Scsi Private;
EFl _EVENT I nt er nal Event ;
EFl _STATUS St at us;

Atapi Scsi Private = ATAPI _SCSI_PASS THRU DEV_FROMTH S (This);

Il
/1 Do paraneter checking required by UEFI Specification
11l

Il

/l Create internal tiner event in order to poll the conpletion.
/1 The event can al so be created outside of this function to

/1 avoid frequent event construction/destruction.

Il

Status = gBS >CreateEvent (
EVT_TI MER | EVT_NOTI FY_SI GNAL,
TPL_CALLBACK,
AbcScsi PassThr uPol | Event Notii fy,
At api Scsi Private,
& nt er nal Event
)

if (BEFI_ERRCR (Status)) {

return Status;

Il

/1 Signal the polling event every 200 ns. Select the interval
/'l according to the specific requirenent and technol ogy.

/1

Status = gBS->Set Ti mer (
| nt er nal Event,
Ti mer Peri odi c,
EFl _TI MER_PER CD_M LLI SECONDS ( 200)
)i

if (EFI_ERRCR (Status)) {

return Status;

Il

/1 Submit SCSI 1/0O command through IDE I/Oregisters and return

Il
Il
Il

return Status;
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20.1.7 Discover a SCSl channel

It is recommended that the SCSI host controller driver construct a private context structure for each
enumerated SCSI channel. See Chapter 8 in this guide for the advantage of using such a private
context structure.

Specifically, the SCSI host controller driver should store all required information for the child SCSI
channelin this data structure, this should including the signature, child handle value (optional for
single channel controller), channel number, and any produced protocols. This private context structure
can be accessed via the Record macro o) , which is described in Chapter 8 of this document.

The method for determining the number of channels on a given controller is chip specific and varies by
manufacturer. It is also the SCSI driver's responsibility to do the following:

e Build the appropriate device path for the enumerated SCSI channel.
e Install Extended SCSI Pass Thru Protocol and Device Path Protocol on the appropriate handle (child
handle is optional for single channel).



20.1.8 SCSl Device Path

The SCSI host controller driver described in this document support a SCSIchannel that is generated or
emulated by multiple architectures, such as SCSI-I, SCSI-Il, SCSI-lll, ATAPI, Fbre Channel, iSCSI, and other
future channel types. This section describes four example device paths, including SCSI, ATAPI, and Fbre
Channel device paths.

20.1.8.1 SCS Device Path Example

The table below shows an example device path for a SCSI host controller that supports a single SCSI
channel and is located at PCl device number 0x07 and PCl function 0x00 The PCI SCSI host controller is
directly attached to a PClroot bridge.

This sample device path consists of an ACPI device path node, a PCl device path node, and a device
path end structure. The _HID and _UID must match the ACPI table description of the PClroot bridge. The
following is the shorthand notation for this device path: ACPI(PNPOA03,0)/PCI(7|0).



Table 32-SCSI device path examples

oBfgsf:t Ieng;?h Data Description

0x00 0x01 0x02 Generic Device Path Header - Type ACPI Device Path

0x01 0x01 0x01 Sub type - ACPI Device Path

0x02 0x02 oxocC Length - OXOC bytes

0x04 0x04 0x41D0, EI:I(IjDiEI?InP?HAg?O;V?gﬁldleliobgfé)ssents a compressed string 'PNP’
0x0A03

0x08 0x04 0x0000 _UID

ox0C 0x01 0x01 Generic Device Path Header - Type Hardware Device Path

0x0D 0x01 0x01 Sub type - PCI

OX0E 0x02 0x06 Length - 0x06 bytes

0x10 0x01 0x07 PCl Function

0x11 0x01 0x00 PCl Device

0x12 0x01 OXEF ICjaetnheric Device Path Header - Type End of Hardware Device

0x13 0x01 OxFF Sub type - End of Entire Device Path

0x14 0x02 0x04 Length - Ox04 bytes

20.1.8.2 Multiple SCSl channel s on amultifunction PCI controller

A SCSI host controller with multiple SCSI channels on a multi-function PCl controller only changes the PCI
portion of the device path for each SCIl channel. In this example, SCSI channel 0 is accessed through
PCI function #0, and SCSI channel 1 is accessed through PCl function # 1 The following are the device
paths for these SCSl channels:

e ACPI(PNPOAO3, 1)/PA(7]0) - Access to channel O
e ACPI(PNPOAO3, 1)/Pa (7]1) Access to channel 1

20.1.8.3 Multiple SCS channel s on asingle function PCI controller

If there is a SCSI PCl controller with multiple SCSI channels connected to a single-function PCl device, the
device paths must differentiate the SCSI channels. In this example, SCSI channel 0 is accessed through
Controller #0 below PCI function #0, and SCSI channel 1 is accessed through Controller #1 below PCI
function #1. The following are the device paths for these SCSI channels:

® ACPI (PNPOAD3, 1)/ PQ (7| 0)/ Control ler(0) - Access to channel O
® ACPI (PNPOAD3, 1)/ P (7| 0)/ Control ler(1) - Access to channel 1

20.1.9 Using Extended SCSI Pass Thru Protocol

If a SCSI driver supports both blocking and non-blocking I/O modes, any client of the SCSI driver can use
them to perform SCSI I/O.

The following example demonstrates how to use Extended SCSI Pass Thru Protocol to perform blocking
and non-blocking I/O.



Exampl e 218-Blocking and non-blocking modes

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Scsi PassThr uExt . h>
#i ncl ude <Li brary/ Uefi Boot Ser vi cesTabl eLi b. h>

EFl _STATUS
EFl APl
Scsi PassThruTests (
EFl _EXT_SCSI _PASS THRU PROTOCCL  *Scsi PassThru

U NT8 *Tar get
U NT64 Lun
)
{
EFl _STATUS St at us;
EFI _EXT_SCS| _PASS THRU_SCS| _REQUEST_PACKET Packet ;
EFl _EVENT
Event ;
11
/1 Fill in Packet for the requested test operation

Il

Il
/1 Blocking I/O
Il
Status = Scsi PassThru->PassThru (
Scsi PassThru,
Tar get,
Lun,
&Packet ,
NULL

DE

Il

/1 Non Bl ocking I/O

Il

Status = gBS >QO eat eEvent (
EVT_NOTI FY_SI G\NAL,

TPL_CALLBACK,
NULL,
NULL,
&Event
)s
Status = Scsi PassThru->PassThru (
Scsi PassThru,
Tar get,
Lun,
&Packet ,
&Event
)

do {
Status = gBS->CheckEvent (Event);
} while (EFI_ERROR (Status));

return Status;



20.2 SCSI Bus Driver

EDK Il contains a generic SCSI bus driver. This driver uses the services of EFl_EXT_SCSI_PASS THRU PROTOOCL tO
enumerate SCSI devices and produce child handles with Er_pevi ce PATH PROTOOCL and EFI_SCSI_I O PROTOOOL .
The implementation of the SCSI Bus Driver is found in the wmemdulePkg in the directory

MileMbdul ePkg/ Bus/ Scsi / Scsi BusDxe .

If UEFI-based system firmware is ported to a new platform, most of the SCSI-related changes occur in
the implementation of the SCSI host controller driver. If new types of SCSI devices are introduced that
are required to provide a console or provide a UEFI boot capability, then the implementation of new SCSI
Device Drivers are also required. The SCSI bus driver is designed to be a generic, platform-agnostic
driver. As a result, customizing the SCSI bus driver is strongly discouraged . The detailed design and
implementation of the SCSI bus driver is not covered in this guide.



20.3 SCSI Device Driver

SCSl device drivers use services provided by Er_scsi_1opProrooa. to produce one or more protocols that
provide I/O abstractions of a SCSI device. SCSI device drivers must follow the UEFI Driver Model. The EDK
Il provides a SCSI Device Driver for blockoriented SCSI devices such as hard drives, CD-ROM, and DVD-
ROM. The implementation of the SCSI Disk Driver is found in the Memdul ePkg in the directory

MieMbdul ePkg/ Bus/ Scsi / Scsi Di skDxe .



20.3.1 Driver Binding Protocol Supported()

SCSl device drivers and must implement the Er_DRVER BINDING PROTOOL that contains the supported() ,
start() , and stop() services. The supported() service checks the controller handle that has been passed
in to see whether this handle represents a SCSI device that this driver knows how to manage.

The following is the most common method for doing the check:

e Check if this handle has er_scsi_1opProrooa installed. If not, this handle is not a SCSI device on the
current SCSI channel.
e Retrieve the 8-bit SCSI device type to see if the type is one that this driver can manage.

If the above two checks are passed, it means that the SCSI device driver can manage the device that
the controller handle represents. The supported() Service returns Erl_suacess . Otherwise, the supported()
service returns Erl_UNSWPPORTED . In addition, this check process must not disturb the current state of the
SCSl device, because a another SCSI device driver may be managing this SCSI device.

The following example shows an implementation of the Driver Binding Protocol supported() service for a
SCSI mass storage device. It opens the SCSI I/O Protocol with an attribute of Er_cPEN PROTOOOL_BY DR VER . It
then used the cetpeviceType() service of the SCSII/O Protocol and evaluates the type information to see if
it is a hard drive or a CD-ROM.

Example 219-Supported() for a SCSI device driver

#i ncl ude <Uefi.h>

#i ncl ude <Protocol /DriverBi ndi ng. h> #i ncl ude <Protocol / Scsil 0. h>
#i ncl ude <I ndustryStandard/ Scsi . h>

#i ncl ude <Li brary/ Uefi Boot Servi cesTabl eLi b. h>

EFl _STATUS
EFl APl
AbcSupport ed

EFl _STATUS St at us;
EFl _SCSl _| O PROTCOOL  *Scsi | o;
U NT8 Devi ceType;

Il

/1 Cpen the SCSI |/0O Protocol on ControllerHandl e

11l

Status = gBS->QpenProtocol (
Control | er Handl e,
&gEf i Scsi | oPr ot ocol Qui d,
(va D **)&Scsil o,
Thi s->Dri ver Bi ndi ngHandl e,
Control | er Handl e,
EFl _CPEN _PROTOCCL_BY_DRI VER
)i

if (EFI_ERRCR (Status)) {

return Status;

}

’/ ’/
/1l Get the SCSI Device Type
’/ ’/
Status = Scsil 0->Get Devi ceType (Scsilo, &DeviceType);
if (EFI_ERRCR (Status)) {
got o Done;
}



/1 Check to see if the interface descriptor is supported by this driver

11l

if ((DeviceType != EFI _SCSI _TYPE DI SK ) && (DeviceType != EFl _SCSI_TYPE CORQV) ) {
Status = EFl _UNSUPPCRTED;

Done:

/1

/1 Aose the SCSI 1/0O Protocol

/1

gBS->0 oseProt ocol (
Gontrol | erHandl e,
&gEf i Scsi | oPr ot ocol Qui d,
Thi s->Dri ver Bi ndi ngHandl e,
Control | erHandl e
)i

return Status;



20.3.2 Driver Binding Protocol Start() and Stop()

The sart() service of the Driver Binding Protocol for a SCSI device driver or host controller driver opens
the SCSI I/O Protocol with an attribute of EF_cPEN PROTCOOL_BY DR VER The service then installs the I/O
abstraction protocol for the SCSI device onto the handle on which the er_scsi_1opProraoa is installed.



20.3.3 1/0 Protocol Implementations

Once a SCSl device driver has been started, it must process /O requests for the I/O abstraction that
was installed in Driver Binding start() . In the case of the SCSI Disk Driver, these I/O abstractions are the
Block I/O Protocol, the Block I/O 2 Protocol, and optionally the Storage Security Command Protocol. The
Block I/O Protocols use the SCSI I/O Protocol to build SCSI command to perform operations to detect
drive capabilities, read sectors, and write sectors. The EDK Il merkg also provide the library called
LefiscsiLib that provides functions to simplify the use of the SCSI I/O Protocol.



21 ATA Driver Design Guidelines

There are several categories of ATA drivers that cooperate to provide the ATA driver stack in a platform.
The following table lists these ATA drivers.

Table 33-Classes of ATAdrivers

Class of L
: Description

driver
ATA host Consumes PCI I/O Protocol on the ATA host controller handle and produces the ATA
controller Pass Thru Protocol used to access hard drives and the Ext SCSI Pass Thru Protocol
driver used to access CD-ROM/DVD-ROM drives.
ATA bus Consumes the ATA Pass Thru Protocol and creates child handles for ATA targets with
driver the Device Path Protocol, Block I/O Protocol, Block I/O 2 Protocol, and optionally the

Storage Security Command Protocol.

This chapter shows how to write UEFI Drivers for ATA host controllers. ATA drivers must follow all of the
general design guidelines described in Chapter 4 of this guide. In addition, any ATA host controllers that
are PCl controllers must also follow the PClspecific design guidelines described in Chapter 18. This
section covers the guidelines that apply specifically to the management of ATA host controllers. ATA
drivers, especially those for RAID controllers, may include HIl functionality for ATA subsystem
configuration settings. HIl functionality is described in Chapter 12 of this guide.



21.1 ATA Host Controller Driver

An ATA host controller driver manages a ATA host controller and installs ATA Pass Thru Protocol and the
Extended SCSI Pass Thru Protocol. See the ATA Pass Thru Protocol section of the UEFI Specification for
details about EFI_ATA PASS THRU PROTOOOL and EFI_EXT_SCSI_PASS THRU PRoroodl . Guidelines for the Extended SCSI
Pass Thru Protocol are covered in Chapter 20. The rest of this section focuses on the ATA Pass Thru
Protocol.

An ATA host controller driver is a device driver that follows the UEFI driver model. Typically, ATA host
controller drivers are chip-specific because of the requirement to initialize and manage the currently
bound ATA host controller. Because there may be multiple ATA host adapters in a platform that may be
managed by a single ATA host controller driver, it is recommended that the ATA host controller driver be
designed to be re-entrant and allocate a different private context data structure for each ATA host
controller.

An ATA host controller driver performs the following:

e Install the ATA Pass Thru Protocol onto the controller handle for the ATA host controller.
e Install Extended SCSI Pass Thru Protocol onto the controller handle for the SCSI host controller.

The platform firmware typically provides the ATA Bus Driver that completes the ATA driver stack by
performing the following actions:

e Use the services of the ATA Pass Thru Protocol to scan for ATA targets connected to the ATA host
controller and create child handles.

e Install Device Path Protocol to each child handle.

e Install Block I/O Protocol on each child handle.

e Install Block /O 2 Protocol on each child handle.

e If the hard drive supports the SPC-4 or ATA8-ACS command set, then install the Storage Security
Command Protocol the child handle.



21.1.1 Implementing Driver Binding Protocol

An ATA host controller driver follows the UEFI driver model, so the image entry point of a ATA host
controller driver installs the Driver Binding Protocol instance on the image handle. All three of the
services in the Driver Binding Protocol- supported() , Start() , and stop() -must be implemented by a ATA
host controller driver.

21.1.1.1 Supported()

The supported() function tests to see if a given controller handle is an ATA controller the driver knows
how to manage. In this function, an ATA host controller driver checks to see if the Er_Devi cE PATH PROTCOOL
and Er_pa_loPrRoTaoo. are present to ensure the handle that is passed in represents a PCl device. In
addition, an ATA host controller driver checks the ClassCode, Vendorld, and Deviceld from the device's
PCI configuration header to see if it is a conformant ATA controller that can be managed by the ATA host
controller driver.

21.1.1.2 Start()

The sart() function tells the ATA host controller driver to start managing the ATA host controller. In this
function, an ATA host controller driver uses chip-specific knowledge to perform the following tasks:

e Initialize the ATA host controller.

e Enable the PCl device.

e Allocate resources.

e Construct data structures for the driver to use.

e Install the ATA Pass Thru Protocol instance on the same handle that has the PCI I/O Protocol.

e Install the Extended SCSI Pass Thru Protocol instance on the same handle that has the PCI I/O
Protocol.

If the ATA host controller provides RAID capabilities, then the ATA host controller driver can either
choose to only expose access to the logical drives following the algorithm above, or the ATA host
controller driver can produce two instances of the ATA Pass Thru Protocol. One for accessing the
physical drives, and another for accessing the logical drives. In this case, a child handle is created for
each ATA Pass Thru Protocol instance.

21.1.1.3 Stop()

The stop() function performs the opposite operations as start() . Generally speaking, an ATA host
controller driver is required to do the following:

e Disable the ATA controller.

e Release all resources that were allocated for this driver.

e Close the protocol instances that were opened in the start() function.

e Uninstall the protocol interfaces that were attached on the host controller handle.



21.1.2 Implementing ATA Pass Thru Protocol

EFI_ATA_PASS_THRU_PROTOCOL allows information about a ATA target to be collected and allows ATA
Request Packets to be sent to any ATA devices connected to the ATA host controller, even if those
devices are not boot devices. This protocol is attached to the device handle of the ATA host controller in
a system that the protocol supports and can be used for diagnostics. It may also be used to build a
block I/O driver for ATA hard drives allowing those devices to be used as boot devices. The ATA Pass Thru
Protocol is usually implemented in the file AtaPassThru.c. Appendix A contains a template for the ATA
Pass Thru Protocol.

Example 220-ATA Pass Thru Protocol

typedef struct _EFI _ATA PASS THRU PROTOOCL EFI _ATA PASS THRU PROTOOCL;

struct _EFI_ATA PASS THRU PROTOOCL {

EFl _ATA_PASS THRU MODE *Mode;
EFl _ATA_PASS THRU PASSTHRU PassThr u;
EFl _ATA_PASS THRU GET_NEXT_PCRT Get Next Port ;

EFl _ATA PASS THRU GET_NEXT DEVICE  Get Next Devi ce;
EFl _ATA_PASS THRU BU LD DEVI CE_PATH Bui | dDevi cePat h;

EFl _ATA PASS THRU GET_DEVI CE Get Devi ce;
EFl _ATA PASS THRU RESET_PCRT Reset Port ;
EFl _ATA PASS THRU RESET_DEVI CE Reset Devi ce;

For a detailed description of EFI_ATA PASS THRU PROTOoOL , see the ATA Pass Thru Protocol section of the UEFI
Specification.

Before implementing ATA Pass Thru Protocol, the ATA host controller driver configures the ATA host
controller to a defined state. In practice, the ATA host controller maps a set of ATA host controller
registers in /O or memory-mapped /O space. Although the detailed layout or functions of these
registers vary from one ATA host controller to another, the ATA host controller driver uses specific
knowledge to set up the proper ATA mode and configure the timing registers for the current mode.
Other considerations include DMA engine and interrupt initialization, among others.

All the hardware-related settings must be completed before any ATA Pass Thru Protocol functions are
called. The initialization is usually performed in the Driver Binding Protocol's start() function of the ATA
host controller driver prior to installing the ATA Pass Thru Protocol instance into the Handle Database.

EFl _ATA PASS THRU PROTOoCL. Mode is a structure that describes the intrinsic attributes of the ATA Pass Thru
Protocol instance. Note that a non-RAID ATA host controllers set both the physical and logical
attributes. A physical channel on the RAID sets only the physical attribute, and the logical channel on
the RAID adapter sets only the logical attribute. If the channel supports non-blocking I/O, the non-
blocking attribute is also set. The example below shows how to set those attributes on a non-RAID ATA
host controller that supports non-blocking I/O.

Example 221-ATA Pass Thru Mode Structure

’/ ’/

/1 The channel does support nonbl ocking I/ O

’/ ’/

At aPassThruMbde. Attri butes = EFl _ATA PASS THRU ATTRI BUTES PHYSI CAL |
EFl _ATA_SCSI _PASS_THRU ATTRI BUTES LOGd CAL |
EFl _ATA SCSI _PASS_THRU_ATTR BUTES NONBLOCKI Q

/ ’/

// Do not have any alignnent requirenent

Il

At aPassThruMbde. | 0Align =



The example below shows how to set the ATA Mode structures for an ATA host controller that provides
RAID capabilities and produced an ATA Pass Thru Protocol instance for accessing the physical drives and
another ATA Pass Thru Protocol instance for accessing the logical drives.

Example 222-SCSI Pass Thru Mode Structures for RAID SCSI adapter

11

At aPassThruMode. At tributes = EFl _ATA PASS THRU ATTRI BUTES_PHYSI CAL |
EFI _ATA PASS THRU ATTR BUTES_NONBLOCKI O

At aPassThr uMbde. | 0Al i gn =

Il
A Logi cal Channel ......
Il

At aPassThruMbde. Attributes = EFl _ATA PASS THRU ATTR BUTES_LOG CAL |
EFI _ATA PASS THRU ATTR BUTES_NONBLOCKI Q
At aPassThruMbde. | 0Ali gn =

The EFl_ATA PASS THRU PROTOOCL. Get Next Port () and EFl _ATA PASS_THRU PROTOOCL. Get Next Device() functions provide the
ability to enumerate all the ATA devices. EFI_ATA PASS THRU_PROTQOOL. Bui | dDevi cePath() function facilitates the
construction of an ATA device path.

The EFl_ATA PASS THRU PROTOOQL. PassThru() function is the most important function when implementing ATA Pass
Thru Protocol and it performs the following:

Initialize the internal register for command/data transfer.
Put valid ATA commands into hardware-specific memory or register locations.

Start the transfer.

Optionally wait for completion of the execution.

The better error handling mechanism in this function helps to develop a more robust driver. Although
most ATA host controllers support both blocking and non-blocking data transfers, some may only
support blocking transfers.



21.1.3 ATA Command Set Consider ations

ATA Pass Thru Protocol defines a method to directly access ATA devices. This protocol provides
interfaces that allow a generic driver to produce the Block I/O Protocol for ATA devices and allows a UEFI
utility to issue commands to any ATA device. The main reason to provide such an access is to enable
S.M.A.R.T. functionality during POST. This enabling is accomplished using the generic interfaces that are
defined in ATA Pass Thru Protocol. The implementation of this protocol also enables additional
functionality in the future without modifying the ATA Bus Driver that is built on top of the ATA host
controller driver.



21.1.4 ATA Device Paths

The table below shows an example device path for a ATA host controller that supports a single SCSI
channel and is located at PCl device number 0x07 and PCl function 0x00 The PCI SCSI host controller is
directly attached to a PClroot bridge.

This sample device path consists of an ACPI device path node, a PCl device path node, and a device
path end structure. The _HID and _UID must match the ACPI table description of the PClroot bridge. The
following is the shorthand notation for this device path: ace (PNPOAO3, 0)/ PO (7]0) .

Table 34-SATA device path examples

Byte Byte

Offset Length Data Description

0x00 0x01 0x02 Generic Device Path Header - Type ACPI Device Path

0x01 0x01 0x01 Sub type - ACPI Device Path

0x02 0x02 oxoC Length - OXOC bytes

0%04 0x04 0x41DO0, _HID_PNPOA03 -0x41DO0 represents a compressed string 'PNP'

0x0A03 and is in the low-order bytes.

0x08 0x04 0x0000 _UIb

0ox0C 0x01 0x01 Generic Device Path Header - Type Hardware Device Path

0x0D 0x01 0x01 Sub type - PCI

OX0E 0x02 0x06 Length - 0x06 bytes

0x10 0x01 0x07 PCI Function

0x11 0x01 0x00 PCI Device

0x12 0x01 OXEF Generic Device Path Header - Type End of Hardware Device
Path

0x13 0x01 OxFF Sub type - End of Entire Device Path

0x14 0x02 0x04 Length - 0x04 bytes



21.2 ATA Bus Driver

EDK Il contains a generic ATA bus driver. This driver uses the services of EFI_ATA PASS THRU PROTCOOL tO
enumerate ATA devices and produce child handles with Er_pevi cE PATH PROTOOOL , EFI_BLOOK | O PROTOOCL

EFl _BLOCK | @_PROTOOCL , and optionally the Er_sTorace SEOR TY_cownnd PROTOCOL . The implementation of the ATA
Bus Driver is found in the MieMdul ePkg in the directory miemdul ePkg/ Bus/ At a/ At aBusDxe

If UEFI-based system firmware is ported to a new platform, most of the ATA-related changes occur in the
implementation of the ATA host controller driver. The ATA bus driver is designed to be a generic,
platform-agnostic driver. As a result, customizing the ATA bus driver is strongly discouraged . The detailed
design and implementation of the ATA bus driver is not covered in this guide.



22 Text Console Driver Design Guidelines

This chapter covers the general guidelines for implementing UEFI Drivers for devices that provide
console services. This include devices that allow the user to input information though key press actions
such as a keyboard or keypad, devices that provide text based output, and byte-stream devices like a
UART that can be connected to a remote terminal to provide console services.

If a device is intended to be used as a console input device and that device must be available for use
as a console input device while UEFI firmware is active, then a UEFI Driver must be implemented that
produces both the Simple Text Input Protocol and the Simple Text Input Ex Protocol. The Simple Text In
Protocols are produced for any device that can behave like a basic keyboard. This could be an actual
keyboard such as USB or PS/2, a serial terminal, a remote network terminal such as Telnet, or a custom
device that provide the ability for a user to perform actions that can be translated into UEFI compatible
keystroke information.

If a device is intended to be used as a console output device while UEFI firmware is active, and that
device is able to display text strings, then a UEFI Driver must be implemented that produces the Simple
Text Output Protocol. The device must support an 80 column by 25 row character mode, and may
optionally support additional modes. The device must either directly support or be able to emulate the
following operations:

e Clear the display
Scroll the display up
Move cursor

Turn cursor on and off

Support 16 foreground colors
e Support 8 background colors

If a device is graphics controller that is able to emulate a text console using bitmap fonts, then see
Chapter 23 on the Graphics Output Protocol. The EDK Il provides a platform agnostic driver in the
MieMbdul ePkg in the directory mieMdul ePkg/ ni versal / Consol e/ G aphi csConsol ebxe that uses the services of a
Graphics Output Protocol and bitmap fonts to produce the Simple Text Output Protocol.

If a device supports character based communication where data can be both transmitted and received
character at a time, and the goal is to use that device for console services by connecting the device to
terminal or terminal emulator, then a UEFI Driver must be implemented that produces the Serial /O
Protocol. This may include devices such as a UART style serial port or any other character based I/O
device on a motherboard, an add-in card, or USB.

The EDKII provides a terminal driver that supports the PC-ANSI, VT-100, VT-100+, and VT-UTF8 terminal
types. This terminal driver is in the MeMdul ePkg in the directory MieModul ePkg/ Uni ver sal / Consol e/ Ter ni nal Dxe . This
driver consumes the Serial I/O Protocol and produces all the Simple Input Protocol, the Simple Input Ex
Protocol, and the Simple Text Output Protocol.



22.1 Assumptions

The rest of this chapter assumes that the Driver Checklist in Chapter 2 has been followed and that the
following items have already been identified:

e UEFI Driver Type

e Optional UEFI Driver features

e Supported CPU architectures

e Consumed protocols that are used to produce one or more of the console related protocols

UEFI drivers that produce console services typically follow the UEFI Driver Model because the devices are
typically on industry standard busses such as PCl or USB. However, it is possible to implement UEFI
drivers for console devices that are not on industry standard busses. In these cases a Root Bridge
Driver implementation may be more appropriate than a UEFI Driver Model implementation.



22.2 Smple Text I nput Protocol | mplementation

The implementation of the Simple Text Input Protocols is typically found in the file sinpleTextinput.c .
Appendix A contains a template for a sinpleTextinput.c file for a UEFI Driver. The list of tasks to implement
the Simple Text Input Protocols is as follows:

e Add global variable for the Er_siMLE TEXT_INPUT_PROTOOOL instance to SinpleTextinput.c . - Add global
variable for the EFI_SIMPLE TEXT_INPUT_EX PROTOOOL instance to SinpleTextinput.c .

e Implement the Reset() and ReadkeyStroke() Services in SinpleTextinput.c that is shared between the
Simple Text Input Protocol and the Simple Text Input Ex Protocol.

e Implement the setState() , RegisterkeyNotify() and UnregisterkeyNotify() Services in SinpleTextinput.c for the
Simple Text Input Ex Protocol.

e Implement notification function for the WaitForkey and WaitForkeyEx events in sinpleTextinput.c that is
shared between the Simple Text Input Protocol and the Simple Text Input Ex Protocol.

e Create WaitForkey and WaitForkeyEx events before the Simple Input Protocols are installed into the
Handle Database.

e If a device does not buffer keystrokes, or the buffer is very small, a timer event may be required to
periodically read contents from a keyboard buffer.

Example 223, following, shows the protocol interface structure for the Simple Text Input Protocol and
Example 224, below that, shows the protocol interface structure for the Simple Text Input Ex Protocol for
reference. These two protocols are composed of services and each has an er_BeNt that may be used
by the UEFI Boot Manager or UEFI Applications to determine if a keystroke has been pressed. The UEFI
Boot Services wiitForEvent() and cnheckevent() can be used to perform these checks on the events
specified by WaitForkey and WaitForKeyEx.

Example 223-Simple Text Input Protocol

typedef struct _EFl_SIMPLE TEXT | NPUT_PROTQOCL EFI _S| MPLE TEXT_| NPUT_PROTCOCL;

Iy
/11 The EFI _SI MPLE TEXT | NPUT_PROTOCOCL is used on the Consol el n device
/11 1t is the mninumrequired protocol for Consoleln
Iy
struct _EFI _SI MPLE_TEXT_| NPUT_PROTOOCL {
EFl _| NPUT_RESET Reset ;
EFl _| NPUT_READ KEY ReadKeySt r oke;
Iy
/1l Event to use with WaitForEvent() to wait for a key to be available
Iy
EFI _EVENT Wi t For Key;

Example 224-Simple Text Input Ex Protocol

typedef struct _EFI_SI MPLE_TEXT_| NPUT_EX_PROTQOCL
EFl _SI MPLE_TEXT_I NPUT_EX_PROTQOQL;

iy
/11 The EFl _SI MPLE TEXT | NPUT_EX PROTOOCL is used on the Consol el n
/1] device. It is an extension to the Sinple Text |nput protocol
/11 which allows a variety of extended shift state information to be
/1] returned.
Iy
struct _EFlI_SI MPLE_TEXT_| NPUT_EX PROTCOCL {
EFl _| NPUT_RESET_EX Reset ;
EFl _I NPUT_READ KEY_EX ReadKeySt r okeEx;
Iy
/1] Event to use with WaitForEvent() to wait for a key to be avail able.
Iy



EFl _EVENT Wi t For KeyEX;

EFl _SET_STATE Set State;

EFl _REG STER KEYSTROKE_NOTI FY Regi st er KeyNoti fy;

EFl _UNREGQ STER _KEYSTRCKE_NOTI FY Unr egi st er KeyNot i fy;



22.2.1 Reset() Implementation

The reset function is for resetting the input device hardware. This only takes a single parameter which
is whether to do an extended or a basic functionality test following the reset operation. This functions
implementation is dependent on the underlying hardware specifications. However, it is recommended
that the basic functionality test perform as quickly as an operation as possible to support fast boot

times.



22.2.2 ReadKeyStr oke() and ReadKeyStr okeEx() Implementation

The ReadkeyStroke() and ReadkeyStrokeex() functions are non-blocking operations that returns immediately
with their Key and KeyData parameters containing the key code for the next key in the queue or it
returns that there was no key code ready. These functions never wait for a key to be pressed.
ReadkeyStroke() may be implemented to layer on top of ReadkeyStrokeEx() to share as much logic as
possible.

If a key is read, the device specific keystroke information, such as scan codes must be converted into
EFl _INPUT_KEY and EFl_KEY_DATA structure contents. The Console Support chapter of the UEFI Specification
provides the details on how different keys, toggle keys, and shift states are to be translated into these
structures.



22.2.3 WaitFor Key and WaitFor KeyEx Notification Implementation

When the WaitForkey and WaitForkeyEx events are created, they must be associated with an event
notification function. This event notification function checks to see if one or more keystrokes are
currently available from the console input device. If one or more keystrokes are currently available from
the console input device, then the WaitForkey and WaitForkeyEx events must be placed into the signaled
state by calling the UEFI Boot Service signal Event() .



22.2.4 SetState() Implementation

The setstate() function sets the state on the input device such as Caps Lock, Num Lock, and Scroll Lock.
Updating the state on the device being managed may perform actions such as changing the state of a
user visible indicator, and also changes the keystroke information returned by Readkeystroke() and
ReadkeyStrokeex() for keys that are affected by state changes.



22.2.5 Register KeyNotify() Implementation

This function registers a notification function that is called when a specified keystroke is pressed by the
user. This function must create a unique handle value that is returned, so a previous key registration
can be unregistered using unregisterkeyhotify() . The UEFI Driver is responsible for generating unique
handle values so no two active registrations ever use the same handle value.
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22.2.6 Unregister KeyNotify() Implementation

This function unregisters a keystroke notification that was registered through RegisterkeyNotify() .
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22.3 Simple Text Output Protocol | mplementation

The implementation of the Simple Text Output Protocol is typically found in the file “SimpleTextOutput.c'.
Appendix A contains a template for a SimpleTextOutput.c file for a UEFI Driver. The list of tasks to
implement the Simple Text Output Protocol is as follows:

e Add global variable for the Er_sIMLE TEXT_QUTPUT_PROTCOOL instance to SinpleTextQutput.c .
e Add global variable for the Er_siMLE TEXT_QuTPUT_MDE Structure tO SinpleTextQutput.c .
e Implement the Simple Text Output Protocol services in sinpleText!nput.c .

The example below shows the protocol interface structure for the Simple Text Output Protocol for
reference. This protocol is composed of nine services and a pointer to a Mode structure.

Example 225-Simple Text Output Protocol

typedef struct _EFI_SI MPLE TEXT_OUTPUT_PROTOOCL EFI S| MPLE TEXT QUTPUT_PROTCOCL;

Iy

/11 The SI MPLE_TEXT_QUTPUT protocol is used to control text-based output devices.
/11 1t is the mninumrequired protocol for any handl e supplied as the Consol eCut
/11l or StandardError device. In addition, the m ni numsupported text node of such
/1l devices is at |east 80 x 25 characters

Iy

struct _EFI _SI MPLE_TEXT_QOUTPUT_PROTOCOCL {

EFl _TEXT_RESET Reset;

EFl _TEXT_STR NG Qut put Stri ng;
EFl _TEXT_TEST_STR NG Test Stri ng;

EFl _TEXT_QUERY_MDE Quer yMode;
EFl _TEXT_SET_MDE Set Mbde;
EFI _TEXT_SET_ATTR BUTE SetAttri bute;

EFl _TEXT_CLEAR SCREEN d ear Scr een;
EFl _TEXT_SET_CURSCR PCSI TI ON Set Qur sor Posi ti on;
EFl _TEXT_ENABLE_CURSCR Enabl eQur sor;

Iy

/1] Pointer to SI MPLE TEXT QUTPUT_MCDE dat a
Iy

EFl _SI MPLE_TEXT_QUTPUT_MXDE *Mode;



22.3.1 Reset() Implementation

The reset here can be as simple as resetting the mode and clearing the screen, as demonstrated by
the following example. (The example is from the terminal driver located at

\ Sanpl e\ Lni ver sal \ Consol e\ Termi nal \Dxe\  in EDKII.)

Example 226-Light reset of terminal driver

Status = This->SetAttribute (
This,
EFl _TEXT_ATTR (Thi s->Mbde->Attribute & , EFl _BACKGROUND _BLACK)
DE

Status = This->Set Mde (This, 0);

Areset can also easily perform more actions, as shown in the following example. When the
ExtendedVerification parameter is TRE this same driver also resets the serial protocol that it is running
on top of.

Example 227-Full reset of terminal driver

if (ExtendedVerification) {
Status = Seriallo->Reset (Seriallo);
if (EFI_ERRCR (Status)) {
return Status;
}
}



22.3.2 OutputString() Implementation

aitputstring() is the function used to output Unicode strings to the console. It is responsible for verifying

the printability of the string passed, fixing it if required, and displaying it on the console. The steps to
follow are:

1. Verify that the current mode is good.

2. Check each character to see if it is printable as text or graphics. Characters that are not printable
as text or graphics are skipped.

3. Print all printable characters.

4. Update position of the cursor in the *Mode.

5. Return EFI_SUOCESS Or EFI_WARN UINKNOW G YPH if some had to be fixed before printing.



22.3.3 TestString() Implementation

The Teststring() function verifies that all the characters in the string can be printed. That is why they do
not need to be fixed if they were passed into the aitputstring() function. Using the same internal
function to do the verification for the two functions is a good way to make sure that these functions are

consistent.



22.3.4 QueryMode() Implementation

The qerymde() function returns information supported modes. The UEFI Driver is required to return the
number of Rows and number of Columns for each supported ModeNumber. ModeNumber must be less
than wde->MaxMode .

Note: All devices that support the Simple Text Output Protocol must minimally support an 80 x 25
character mode. Additional modes are optional. This means a basic Simple Text Output Protocol
implementation supports a single ModeNumber of 0 with a geometry of 80 Columns and 25 Rows, and
reports a Mode->MaxMode value of 1.

The qerymde() function is typically used one of two ways:

1. Query for the geometry of the current mode. The following line populates the Columns and Rows
variables with the geometry of the currently active console output.

Example 228-Query current Simple Text Output Mode

#i ncl ude <Uefi.h>
#i ncl ude <Protocol / Si npl eText Qut . h>

EFl _STATUS St at us;

EFl _SI MPLE_TEXT_QUTPUT_PROTOCCL *Si npl eText Qut put ;
U NTN Col unms;

U NTN Rows;

Status = Sinpl eText Qut put - >Quer yMode (
Si npl eText Qut put ,
Si npl eText Qut put - >Mbde- >Mode,
&Col unms,
&Rows

DE

2. Loop through all valid geometries that a given console can support. The following line populates
(repeatedly) the Column and Row variables with the geometry of the each supported output mode.

Example 229-Query all Simple Text Output Modes

#i ncl ude <Uefi.h>
#i ncl ude <Protocol /Si npl eText Qut . h>

EFl _STATUS St at us;

U NTN | ndex;

EFl _SI MPLE_TEXT_QUTPUT_PROTCOCL *Si npl eText Qut put ;
U NTN Col unms;

U NTN Rows;

for (Index = 0 ; Index < S npl eText Qut put - >Mbde- >MaxMode ; | ndex++) {
Status = Sinpl eText Qut put - >Quer yMode (
Si npl eText Qut put,
| ndex,
&Col unms,
&Rows
)i
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